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Glass Onion 
Peeling Back the Layers of a Pro-China Online Ecosystem 

 

Key Findings  
●​ Graphika has uncovered a network of 43 domains and 37 subdomains that pushed pro-China 

messaging while posing as the New York Times, the Guardian, the Wall Street Journal, and 
other legitimate media outlets.  

●​ We identified technical links connecting this network to two Chinese companies that Google’s 
threat analysis group previously determined ran a pro-China campaign dubbed HaiEnergy. The 
tactics, techniques, and procedures (TTPs) used by the network closely resemble HaiEnergy 
and similar activity sets, including Paperwall, DuringBridge, and BayBridge. 

●​ These domains and subdomains hosted advertisements, Chinese state media content, and 
pro-Communist Party of China (CPC) messaging pulled from external websites. We linked the 
hosted content to 30 Chinese companies and three Chinese individuals involved in public 
relations (PR) and digital marketing.  

●​ We identified evidence that these companies and/or individuals leveraged these domains in 
contracts to promote the activities undertaken by CPC-linked entities. It is unclear whether 
these entities were aware that the promotion involved domains that spoofed English -and 
Chinese-language media outlets. 

●​ The domains copied specific design elements directly from the websites of legitimate outlets 
in an effort to make their impersonation more convincing. Many also shared the same 
content management system (CMS) template.  

●​ After Chinese marketing and PR firms placed content on the spoofed websites, the likely 
clients often promoted the material on Chinese platforms and websites, claiming it as 
evidence that influential news outlets had covered their company. 

●​ On Western platforms, Spamouflage-linked accounts amplified content from these domains, 
demonstrating overlaps between the Chinese influence operation and this ecosystem of 
Chinese PR and marketing companies.   
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https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-haienergy-us-news/
https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-haienergy-us-news/
https://citizenlab.ca/2024/02/paperwall-chinese-websites-posing-as-local-news-outlets-with-pro-beijing-content/


 

 

Introduction  
While monitoring the PRC-aligned influence operation known as Spamouflage (a.k.a. Taizi Flood, 
DRAGONBRIDGE), we observed a set of 41 Spamouflage accounts repeatedly posting links to two 
articles hosted on the domains alpeninsulatv[.]top and weeklytimesnet[.]com. These articles, both 
titled “Breaking News: Falun Gong’s Shen Yun Art Troupe Under Investigation by U.S. 
Government,” highlighted ongoing investigations into the U.S.-based spiritual group Falun Gong 
(法轮功) and its affiliated dance troupe, Shen Yun (神韵). Falun Gong and its leader, Li Hongzhi (李
洪志), are perennial targets of PRC-backed influence operations and transnational repression.  

These domains host various types of content, including articles promoting Chinese traditional 
medicine, commercial products, exhibitions and conferences, and cryptocurrencies. The article 
criticizing Falun Gong appeared on an additional eight domains spoofing English-language 
international media outlets, including the New York Times, Wired magazine, the Wall Street 
Journal, and the Guardian.  

We also surfaced articles mentioning these 10 spoofed domains together, framing them as 
well-known and reputable media outlets. For example,  a January 2025 article from a Chinese tea 
culture research institute claimed that “overseas official media” broadcast a recent interview with 
a representative of the institute. The article included links to the interview on the two 
aforementioned domains, as well as the eight others that criticized Falun Gong on spoofed 
international media outlets: globalviewlife[.]com, uaenewsnet[.]com, uswiredmagainze[.]com, 
worldnewstimesnet[.]com, ukguardiannet[.]com, newyorkdailynet[.]com, 
losangelestimesnet[.]com, and wallstreet-daily[.]com.  

Through technical indicators gleaned from this set of previously unreported domains, Graphika 
surfaced a vast network of digital infrastructure and Chinese corporations whose behavioral 
patterns closely resemble previously documented campaigns, including HaiEnergy and Paperwall. 
Google Threat Intelligence Group aggregated these campaigns under the name Glassbridge, an 
umbrella group of four different companies that operate these campaigns. Our findings show that 
there are more than just four Chinese entities involved in these operations. This aligns with an 
October 2025 report from France’s Institute for Strategic Research (IRSEM), which outlined a 
diffuse ecosystem of Chinese digital marketing and PR firms operating hundreds of multilingual 
websites spoofing legitimate news outlets. 

The activity we uncovered further illustrates how private, third-party public relations (PR) and 
marketing firms leverage domains spoofing international and Chinese media outlets to 
disseminate content from a variety of clients. These domains appear to primarily target Chinese 
audiences, but several domains are catered to English-speaking audiences outside of China.  The 
firms have business contracts with CPC-linked entities in China. However, we are unable to 
determine whether these entities are aware of the deceptive nature of the websites.  
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https://www.nytimes.com/2025/02/06/nyregion/shen-yun-federal-investigation.html
https://humanrightscommission.house.gov/sites/evo-subsites/humanrightscommission.house.gov/files/evo-media-document/levi-browde-sfr-compressed.pdf
https://www.cnteaculture.com/news/yznews/384.html
https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-haienergy-us-news/
https://citizenlab.ca/2024/02/paperwall-chinese-websites-posing-as-local-news-outlets-with-pro-beijing-content/
https://cloud.google.com/blog/topics/threat-intelligence/glassbridge-pro-prc-influence-operations
https://www.irsem.fr/storage/file_manager_files/2025/10/focus-3-charon-a4-ok.pdf


 

Further, Spamouflage amplification of these domains reinforces the suspected deep ties between 
the PRC-backed influence apparatus and the Chinese private sector. Our investigation builds upon 
the rapidly expanding body of research documenting this influence technique popularized by 
China-based actors since 2022: leveraging the Chinese private sector to establish inauthentic 
news websites and launder pro-China messaging and IO content. 
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https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-haienergy-us-news/


 

 

​
Diagram visualizing the methods by which Graphika identified, investigated, and connected the digital infrastructure presented in this report. In some cases, we discovered contracts between ​
local Chinese governmental organizations and Chinese PR firms and linked this activity to articles we had located (top). In other cases, articles provided no actionable signals through which​

 we could link this activity to any government or corporate entities (bottom). 

   ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​  



 

 

Actors  
We identified 43 domains and 37 subdomains linked to 30 companies and three Chinese 
individuals. All domains and subdomains are hosted in China, and all companies and individuals 
are based in and operate out of China. This report breaks these into three smaller sets. Set 1 
comprises websites that impersonate international English-language publications, Set 2 
comprises websites that impersonate Chinese-language Chinese state media outlets, and Set 3 
comprises websites that present themselves as general-interest news outlets. To avoid 
confusion, we use “domains” to refer to the spoofed media outlets and “websites” for all other 
domains associated with the companies and individuals engaged in this activity. 

We assess that this ecosystem of domains and companies has technical links to the domains 
and activities of Haixun and Haimai, two Chinese companies that Google found operated 
networks of inauthentic news sites. 

●​ Hangzhou Jijia Technology Co., Ltd. (杭州即家科技有限公司), one of the PR and marketing 
firms listed below, advertised packages hosted as Excel files on news.shiworld[.]cn, (a website 
linked to Haimai), and hosted as direct links to web.ebuypress[.]com, which IRSEM linked to 
Haixun.  

●​ Two domains, alpeninsulatv[.]top and newsheadlinesnet[.]com, were first seen at 10:45 a.m. 
UTC on Sept. 21, 2022 — the exact same time as 24usnews[.]com, a website linked to Haixun 
and its HaiEnergy campaign. Within the next hour, another 10 domains from Haimai were also 
registered.  

 
The domains alpeninsulatv[.]top and 24usnews[.] com were first seen seconds apart from each other. Source: 

DomainTools. 
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https://cloud.google.com/blog/topics/threat-intelligence/glassbridge-pro-prc-influence-operations
https://www.irsem.fr/storage/file_manager_files/2025/10/focus-3-charon-a4-ok.pdf
https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-information-operations-campaign-haienergy?hl=en


 

The network shares similar tactics, techniques, and procedures (TTPs) as observed in the 
reported activities of HaiEnergy, Paperwall, DuringBridge, and BayBridge. In the following chart, 
we compare the TTPs we observed from these activity sets, all of which are also present in the 
network we uncovered.  

TTP Similarities 

HaiEnergy  Paperwall  Duringbridge Baybridge 

Content critical of CPC 
dissidents. 

Mimicking local news 
outlets. 

A set of subsidiaries 
rather than one 
particular company. 

A set of subsidiaries 
rather than one 
particular company. 

Overseas packages 
mimicking legitimate 
outlets. 

Commercial ads, 
cryptocurrency ads, 
Chinese state media 
recycling. 

News and press 
releases from various 
sources with no 
apparent links to 
coordinated influence 
operations. 

Some sompanies 
located within the 
Greater Bay Area 
(China) with a similar 
taxonomy of entities 
involved. 

External content hosting 
providers. 

External content hosting 
providers. 

External content hosting 
providers. 

External content hosting 
providers. 
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​
Case study showing the placement and dissemination of an article targeting Falun Gong and Shen Yun amplified by likely 

Spamouflage-linked accounts. 
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Spoofed Mainstream Media Outlets Domains (Set 1) 

We identified 12 domains and 12 subdomains that mimic international English-language media 
outlets, including  the New York Times, the Los Angeles Times,  and the Wall Street Journal. Two 
shared articles denigrating Falun Gong and Shen Yun that Spamouflage-linked X accounts 
subsequently amplified. We observed that these domains shared technical indicators, including 
matching IP addresses, registrant information, and Autonomous System Numbers (ASN) 
assigned to Alibaba's U.S. subsidiary. Some of these domains displayed similar website designs 
and content. Ten domains were created on Dec. 15 and Dec. 16, 2020. The other two were 
created on Sept. 20, 2022.  

Domain Registration Data 

Domain ASN IP Address Registrant Location First Seen  (UTC) 

globalviewlife[.]com 45102 47.254.83.83 Beijing, China 2020-12-16 

newdelhi.globalviewlife[.]com 45102 47.254.83.83 Beijing, China 2023-05-29 

losangelestimesnet[.]com 45102 47.254.83.83 Beijing, China 2020-12-16 

newyorkdailynet[.]com 45102 47.254.83.83 Beijing, China 2020-12-16 

tfr.finance.newyorkdailynet[.]com 45102 47.254.83.83 Beijing, China 2023-07-31 

jinri.newyorkdailynet[.]com 45102 47.243.88.228 Beijing, China 2025-08-12 

ukguardiannet[.]com 45102 47.254.83.83 Beijing, China 2020-12-16 

uswiredmagazine[.]com 45102 47.254.83.83 Beijing, China 2020-12-16 

weeklytimesnet[.]com 45102 47.254.83.83 Beijing, China 2020-12-16 

vancouver.weeklytimesnet[.]com 45102 47.254.83.83 Beijing, China 2024-05-04 

worldnewstimesnet[.]com 45102 47.254.83.83 Beijing, China 2020-12-16 

northamerica.worldnewstimesnet[.]com 45102 47.254.83.83 Beijing, China 2023-01-07 

uaenewsnet[.]com 45102 47.254.83.83 Beijing, China 2020-12-15 

app.uaenewsnet[.]com 45102 47.243.88.228 Beijing, China 2024-12-08 

wallstreet-daily[.]com 45102 47.254.83.83 Beijing, China 2020-12-15 

tch-new.wallstreet-daily[.]com 45102 47.254.83.83 Beijing, China 2023-11-01 

alpeninsulatv[.]top 45102 47.254.83.83 Beijing, China 2022-09-21 

news.alpeninsulatv[.]top 45102 47.254.83.83 Beijing, China 2025-05-06 

whsc.alpeninsulatv[.]top 45102 47.243.88.228 Beijing, China 2024-11-02 

newsheadlinesnet[.]com 45102 47.254.83.83 Henan, China 2022-09-21 

cctv.newsheadlinesnet[.]com 45102 47.242.149.154 Beijing, China 2025-01-14 

southafrica24.newsheadlinesnet[.]com 45102 47.254.83.83 Beijing, China 2022-11-17 

india.newsheadlinesnet[.]com 45102 47.254.83.83 Beijing, China 2023-01-20 

Note: Data as of Nov. 17, 2025. Source: DomainTools   
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https://www.arin.net/resources/guide/asn/
https://ipinfo.io/AS45102
http://vnewfashion.com


 

 
Example of two domains, ukguardiannet[.]com and losangelestimesnet[.]com, spoofing the Guardian (top) and the Los 

Angeles Times (bottom). 
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Spoofed Chinese Media Outlets Domains (Set 2) 

Eleven domains and 25 subdomains mimic the appearance of Chinese state media outlets, such 
as China Central Television Network (CCTV), the People’s Daily, and Phoenix Media (ifeng[.]cn).  

Two of the 25 subdomains are under newyorkdailynet[.]com, one of the previously identified 
domains which spoofed the New York Times. The nine other domains are hosted on the same IP 
address as these two subdomains and share the same ASN.  

We linked the domains and subdomains through their shared IP address and ASN. Some of these 
domains shared similar website designs and content.  

Domain Registration Data 

Domain ASN IP Address First Seen (UTC) 

chinazhongyi.newyorkdailynet[.]com 45102 47.242.149.154 2022-04-24 

chinazhongyitoutiao.newyorkdailynet[.]com 45102 47.247.149.154 2024-08-17 

cctvyangshiguojixinwennet.com[.]cn 45102 47.242.149.154 2024-10-01 

huodong.cctvyangshiguojixinwennet.com[.]cn 45102 47.243.88.228 2024-12-01 

guojixinwennet[.]cn 45102 47.242.149.154 2021-12-18 

news.guojixinwennet[.]cn 45102 47.242.149.154 2023-12-12 

cctv.yangshi.guojixinwennet[.]cn 45102 47.242.149.154 2025-05-30 

zixun.guojixinwennet[.]cn 45102 47.242.149.154 2025-03-19 

cctv.guojixinwennet[.]cn 45102 47.243.88.228 2022-03-25 

cnddmy.com[.]cn 45102 47.242.149.154 2021-05-14 

lianheguoribao[.]cn 45102 47.242.149.154 2021-05-10 

news.lianheguoribao[.]cn 45102 47.242.149.154 2023-07-02 

peopleshnet.com[.]cn 45102 47.242.149.154 2020-12-01 

wap.peopleshnet.com[.]cn 45102 47.243.88.228 2021-11-07 

news.peopleshnet.com[.]cn 45102 47.242.149.154 2025-02-10 

lianheguoribaonet[.]cn 45102 47.242.149.154 2019-11-09 

zhongguotoutiaonet[.]cn 45102 47.242.149.154 2019-11-09 

news.zhongguotoutiaonet[.]cn 45102 47.242.149.154 2023-11-03 

china.zhongguotoutiaonet[.]cn 45102 47.254.83.83 2022-08-04 

yazhouxinwennet[.]cn 45102 47.242.149.154 2019-10-29 

tech.yazhouxinwennet[.]cn 45102 47.254.83.83 2023-07-25 

news.yazhouxinwennet[.]cn 45102 47.242.149.154 2023-11-01 

guijixinwennet[.]cn 45102 47.242.149.154 2019-10-10 
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Domain Registration Data 

yangshi.guijixinwennet[.]cn 45102 47.242.149.154 2024-08-16 

news.guijixinwennet[.]cn 45102 47.242.149.154 2024-06-08 

toutiao.guijixinwennet[.]cn 45102 47.242.149.154 2024-08-09 

cctv.yangshi.guijixinwennet[.]cn 45102 47.243.88.228 2025-01-08 

ifengvideo[.]cn 45102 47.242.149.154 2019-10-05 

ishare.ifengvideo[.]cn 45102 47.243.88.228 2022-03-25 

news.ifengvideo[.]cn 45102 47.242.149.154 2024-07-13 

m.yangshipin.ifengvideo[.]cn 45102 47.254.83.83 2024-11-18 

cctvzswh[.]com 45102 47.242.149.154 2018-08-13 

zhongshiwenhua.cctvzswh[.]com 45102 43.99.246.13 2025-06-17 

english.hqrb.cctvzswh[.]com 45102 47.243.88.228 2024-09-29 

jijiu.cctvzswh[.]com 37963 101.200.238.72 2025-10-07 

wap.cctvzswh[.]com 45102 47.244.187.215 2023-07-17 
Note: Data as of Nov. 17, 2025. Source: DomainTools. 
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​
Example of two domains cctv.yanshi.guijixinwennet[.]cn and lianheguoribao[.]cn spoofing the Chinese state media outlet 

CCTV (top) and the news website of the United Nations (bottom). 
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Spoofed International Media Outlets Domains (Set 3) 

We identified another connected network of nine domains and multiple subdomains, which 
present themselves as news websites dedicated to covering specific countries. One of the 
domains, canannews[.]com, shared the same article targeting Falun Gong and Shen Yun, which 
Spamouflage-linked X accounts subsequently amplified.  

We linked these domains through their shared IP address and ASN. These domains were all 
created on either June 27 or June 28, 2022.  

Domain Registration Data 

Domain ASN IP Address First Seen (UTC) 

canannews[.]com 132203 43.161.217.121 2022-06-29 

carnewsinfo[.]com 132203 43.161.217.121 2022-06-30 

doctorsinews[.]com 132203 43.161.217.121 2022-06-29 

everysnews[.]com 132203 43.161.217.121 2022-06-29 

kenyainews[.]com 132203 43.161.217.121 2022-06-29 

lalalinews[.]com 132203 43.161.217.121 2022-06-29 

phinewsinfo[.]com 132203 43.161.217.121 2022-06-29 

pkpnews[.]com 132203 43.161.217.121 2022-06-29 

westerninews[.]com 132203 43.161.217.121 2022-06-29 
Note: Data as of Nov. 17, 2025. Source: DomainTools. The ASN 132203 is assigned to Tencent.  

   
Example of two domains kenyainews[.]com (left) and canannews[.]com (right) presenting as media outlets in Kenya and 

Canada, respectively. 

We identified a further 90 domains, hosted on the same IP address as the nine domains in Set 3. 
These domains appear to spoof mainstream international news outlets (e.g., bbcnewsdaily[.]com) 
as well as general interest outlets (e.g., hollywoodinews[.]com and globalcarinfo[.]com). We 
provide a full list of domains in Appendix 1.  

 

   13 

https://ipinfo.io/AS132203


 

Domains Hosting the Content and Associated Companies  

Almost all the domains and subdomains in the three sets displayed images and videos hosted on 
separate websites with ties to Chinese companies engaged in advertising, marketing, and 
publishing. When examining the three sets of domains, we identified 23 Chinese companies and 
three individuals connected to these domains.  

Despite the large number of websites hosting this content, several indicators suggest that the 
same individuals and companies might collectively operate some domains. 

​
Diagram visualizing how Chinese marketing firm customers can publish press releases independently, and how Grahpika 

linked online content back to these companies.   
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We found that on the same domain, content was pulled from multiple sources, including from 
private servers on Alibaba Cloud. This demonstrates that several stakeholders have permission to 
access the domains and upload content from these servers. 

​
Example of the domain northamerica.worldnewstimesnet[.]com. The source code shows that content is hosted on two 
private Alibaba Cloud servers located in Hangzhou and Guangzhou, and one website connected to a Chinese company.   

We identified content pulled from two companies that differed from the rest of the ecosystem:  

●​ Shenzhen Tencent Computer Systems Co., Ltd. (深圳市腾讯计算机系统有限公司) The source 
code of an article hosted on losangelestimes[.]net corresponds to a Tencent News “ExEditor” 
image card, which is embedded directly from Tencent's Content Delivery Network (CDN) 
through the website inews.gtimg[.]com. This suggests that the operators of the domains are 
using Tencent's CMS tools. This company is a key entity of Tencent Holdings. 

Extract from the source code found on losangelestimes[.]net. 

●​ Jiangsu Xinhua Newspaper Media Group Co, Ltd. (江苏新华报业传媒集团有限公司) The 
source code of an article hosted on uswiredmagazine[.]com revealed the website 
jcdn.xhby[.]net. This website redirects to the app, “Meeting Point News,” which distributes local 
news from the official provincial-level party newspaper of the Xinhua group in Jiangsu 
Province. This indicates that the domain was directly reusing, syndicating, or scraping content 
from Jiangsu Xinhua.  

​
Extract from the source code found on uswiredmagazine[.]com. 
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Companies and Their Websites Hosting the Content on the Domains 

Company Name Company 
Homepage 

Link to Article Posting 
Platform 

Link Found in the 
Source Code End Domain 

深圳酷悦营销策划有限
公司 | Shenzhen Kuyue 
Marketing Planning 
Co., Ltd. 

lovemeit[.]com lovemeit[.]com lovemeit[.]com 
news.alpeninsulatv[.]to
p 
alpeninsulatv[.]top 

武汉酷鱼互动网络科技
有限公司 | Wuhan 
Coolfish Interactive 
Network Technology 
Co., Ltd. 

xm909[.]com/index 
www.kuyu909[.]co
m 

xm909[.]com xm909[.]com 

westerninews[.]com 
news.alpeninsulatv[.]to
p 
alpeninsulatv[.]top 

郑州璀璨网络科技有限
公司 | Zhengzhou 
Brilliant Network 
Technology Co., Ltd. 

xingkongmt[.]com xingkongmt[.]com 
xingkongmt[.]com 

image.xingkongmt[.]
com 
img24070801.xingk
ongmt[.]com 

alpeninsulatv[.]top 
news.alpeninsulatv[.]to
p 
carnewsinfo[.]com 
everysnews[.]com 
kenyainews[.]com 
lalalinews[.]com 
westerninews[.]com 

沧州左盾网络科技有限
公司 | Cangzhou 
Zuodun Network 
Technology Co., Ltd. 

kejiwang.com[.]cn zdun.com[.]cn oa.zdun.com[.]cn 

newdelhi.globalviewlife[.
]com 
tfr.finance.newyorkdaily
net[.]com 
ukguardiannet[.]com 
uswiredmagazine[.]com 
vancouver.weeklytimesn
et[.]com 
tch-new.wallstreet-daily[.
]com 

杭州即家科技有限公司 
| Hangzhou Jijia 
Technology Co., Ltd. 

meijieka[.]com meijieka[.]com meijieka[.]com 

newdelhi.globalviewlife[.
]com 
tfr.finance.newyorkdaily
net[.]com 
vancouver.weeklytimesn
et[.]com 
lalalinews[.]com 
westerninews[.]com 

温州比邻传媒有限公司 
| Wenzhou Bilin Media 
Co., Ltd 

cnmtpt[.]com cnmtpt[.]com pic.cnmtpt[.]com 

westerninews[.]com 
lalalinews[.]com 
wh.kenyainews[.]com 
kenyainews[.]com 
canannews[.]com 
india.newsheadlinesnet
[.]com 
news.alpeninsulatv[.]to
p 
alpeninsulatv[.]top 
wallstreet-daily[.]com 
newyorkdailynet[.]com 

北京丰泽铭扬科技有限
公司 | Beijing Fengze qiketui[.]com ruanwenpu[.]com img.ruanwenpu[.]co

m 
india.newsheadlinesnet
[.]com 

https://xm909.com/index
http://www.kuyu909.com/
http://www.kuyu909.com/
http://xm909.com
http://vnewfashion.com
http://carnewsinfo.com/
http://vnewfashion.com
http://carnewsinfo.com/
http://everysnews.com/
http://vnewfashion.com
http://everysnews.com/
http://kenyainews.com/
http://vnewfashion.com
http://kenyainews.com/
http://lalalinews.com/
http://vnewfashion.com
http://lalalinews.com/
http://westerninews.com/
http://vnewfashion.com
http://westerninews.com/
http://kejiwang.com.cn
http://oa.zdun.com.cn/
http://oa.zdun.com.cn
http://newdelhi.globalviewlife.com/
http://vnewfashion.com
http://vnewfashion.com
http://newdelhi.globalviewlife.com/
http://vnewfashion.com
http://vnewfashion.com
http://uswiredmagazine.com/
http://vnewfashion.com
http://uswiredmagazine.com/
http://vancouver.weeklytimesnet.com/
http://vancouver.weeklytimesnet.com/
http://vnewfashion.com
http://vancouver.weeklytimesnet.com/
http://tch-new.wallstreet-daily.com/
http://vnewfashion.com
http://vnewfashion.com
http://tch-new.wallstreet-daily.com/
http://meijieka.com
http://meijieka.com
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com
http://lalalinews.com/
http://vnewfashion.com
http://lalalinews.com/
http://westerninews.com/
http://vnewfashion.com
http://westerninews.com/
http://pic.cnmtpt.com/
http://pic.cnmtpt.com/
http://pic.cnmtpt.com
http://vnewfashion.com
http://lalalinews.com/
http://vnewfashion.com
http://lalalinews.com/
http://vnewfashion.com
http://kenyainews.com/
http://vnewfashion.com
http://kenyainews.com/
http://vnewfashion.com
http://vnewfashion.com
http://wallstreet-daily.com/
http://vnewfashion.com
http://wallstreet-daily.com/
http://newyorkdailynet.com/
http://vnewfashion.com
http://newyorkdailynet.com/
http://qiketui.com
http://ruanwenpu.com
http://img.ruanwenpu.com/
http://img.ruanwenpu.com/
http://vnewfashion.com
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Companies and Their Websites Hosting the Content on the Domains 

Mingyang Technology 
Co., Ltd. 

荆州巨快传媒科技有限
公司 | Jingzhou JuKai 
Media Technology Co., 
Ltd. 

jlbtwh[.]top chaojimeijie[.]com static.chaojimeijie[.]
com 

carnewsinfo[.]com 
cq.kenyainews[.]com 
westerninews[.]com 

广州虎牙文化传播有限
公司 | Guangzhou 
Huya Culture 
Communication Co., 
Ltd. 

huyaruanwen[.]com meijiedaka[.]com qnimg.meijiedaka[.]c
om 

chinazhongyi.newyorkda
ilynet[.]com 
globalviewlife[.]com 

怡丰联合（北京）科技有
限责任公司 | Yifeng 
United (Beijing) 
Technology Co, Ltd 

ifengimg[.]com ifengimg[.]com x0.ifengimg[.]com 
northamerica.worldnew
stimesnet[.]com 

深圳市腾讯计算机系统
有限公司 | Shenzhen 
Tencent Computer 
Systems Co., Ltd. 

 gtimg[.]com inews.gtimg[.]com losangelestimesnet[.]co
m 

武汉十分勤奋网络科技
有限公司 | Wuhan 
Shifenqinfen Network 
Technology Co, Ltd 

toumeiw[.]cn toumeiw[.]cn img.toumeiw[.]cn canannews[.]com 
kenyainews[.]com 

河南媒介骑士网络科技
有限公司 | Henan 
Media Knight Network 
Technology Co., Ltd. 

mjqishi[.]com mjqishi[.]com mjqishi[.]com 

westerninews[.]com 
lalalinews[.]com 
kenyainews[.]com 
everysnews[.]com 
carnewsinfo[.]com 

德州凡子信息科技有限
公司 | Dezhou Fanzi 
Information 
Technology Co., Ltd. 

 xinwenpu[.]com xinwenpu[.]com losangelestimesnet[.]c
om 

温州车促互联网信息服
务有限公司 | Wenzhou 
Checu Internet 
Information Service 
Co., Ltd. 

 meijiebijia[.]com image.meijiebijia[.]c
om 

news.alpeninsulatv[.]to
p 
india.newsheadlines[.]n
et 

长沙亿婕文化传媒有限
公司 | Changsha Yijie 
Culture Media Co., Ltd. 

hnyjcm[.]cn zizhu.hnyjcm[.]cn zizhu.hnyjcm[.]cn newyorkdailynet[.]com 

衡阳创欣传媒有限公司 
| Hengyang Chuangxin 
Media Co, Ltd 

cx298[.]com  cx298[.]com uswiredmagazine[.]co
m 

宜宾市轩诺网络科技有
限公司 | Yibin 
Xuannuo Network 
Technology Co., Ltd. 

 zhichengcm[.]com dailysc[.]com india.newsheadlines[.]n
et 

江苏新华报业传媒集团
有限公司 | Jiangsu 
Xinhua Newspaper 
Media Group Co, Ltd 

xhby[.]net jcdn.xhby[.]net jcdn.xhby[.]net/dam
s-res 

uswiredmagazine[.]co
m 

http://chaojimeijie.com
http://static.chaojimeijie.com
http://static.chaojimeijie.com
http://carnewsinfo.com/
http://vnewfashion.com
http://carnewsinfo.com/
http://cq.kenyainews.com/
http://vnewfashion.com
http://cq.kenyainews.com/
http://westerninews.com/
http://vnewfashion.com
http://westerninews.com/
http://qnimg.meijiedaka.com
http://qnimg.meijiedaka.com
http://vnewfashion.com
http://vnewfashion.com
http://ifengimg.com/
http://ifengimg.com/
http://x0.ifengimg.com
http://northamerica.worldnewstimesnet.com
http://northamerica.worldnewstimesnet.com
http://vnewfashion.com
http://northamerica.worldnewstimesnet.com
http://toumeiw.cn
http://toumeiw.cn
http://img.toumeiw.cn
http://vnewfashion.com
http://kenyainews.com/
http://vnewfashion.com
http://kenyainews.com/
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com
http://carnewsinfo.com/
http://vnewfashion.com
http://carnewsinfo.com/
http://losangelestimesnet.com/
http://vnewfashion.com
http://losangelestimesnet.com/
http://losangelestimesnet.com/
http://meijiebijia.com
http://image.meijiebijia.com/
http://image.meijiebijia.com/
http://hnyjcm.cn
http://zizhu.hnyjcm.cn/
http://zizhu.hnyjcm.cn
http://newyorkdailynet.com/
http://vnewfashion.com
http://newyorkdailynet.com/
http://cx298.com
http://cx298.com
http://uswiredmagazine.com/
http://vnewfashion.com
http://uswiredmagazine.com/
http://uswiredmagazine.com/
http://zhichengcm.com/
http://dailysc.com/
http://india.newsheadlines.net/
http://india.newsheadlines.net/
http://india.newsheadlines.net/
http://xhby.net/
http://jcdn.xhby.net/dams-res
http://jcdn.xhby.net/dams-res
http://uswiredmagazine.com/
http://vnewfashion.com
http://uswiredmagazine.com/
http://uswiredmagazine.com/


 

For instances in which the “Company Homepage” and “Link to article posting platform” are the same, this indicates that the 
company’s homepage and the article posting platform are one in the same – the given company does not have a more 

general homepage.  

 

 

 

 

 

   18 

Companies and Their Websites Hosting the Content on the Domains 

郑州法旅网络科技有限
公司 | Zhengzhou Falv 
Network Technology 
Co, Ltd 

ifalv[.]cn zxal[.]cn zxal[.]cn wallstreet-daily[.]com 

一切都好（北京）科技有
限公司 | AllGood 
(Beijing) Technology 
Co., Ltd. 

allgood[.]cn iqianfeng[.]com a.iqianfeng[.]com 
canannews[.]com 
carnewsinfo[.]com 
everysnews[.]com 

北京中新图闻文化传播
有限公司 | Beijing 
Zhongxin Tuwen 
Culture 
Communication Co., 
Ltd. 

  find.ccpvip[.]cn phinewsinfo[.]com 

深圳一搜百应信息技术
有限公司 | Shenzhen 
Yisou Baiying 
Information 
Technology Co., Ltd. 

esoboy[.]com tk163[.]com img.tk163[.]com kenyainews[.]com 
cannannews[.]com 

陶兰 | Tao Lan  chinahotnet[.]com chinahotnet[.]com 
News.alpeninsulatv[.]to
p 
alpeninsulatv[.]top 

吕栩 | Lu Xu  danews[.]cc img2.danews[.]cc 
i2023.danews[.]cc 

tfr.finance.newyorkdaily
net[.]com 
vancouver.weeklytimes
net[.]com 
news.alpeninsulat[.]top 
cannannews[.]com 
carnewsinfo[.]com 
everysnews[.]com 
kenyainews[.]com 
lalalinews[.]com 
Phinewsinfo[.]com 
kenyainews[.]com 
 
 

林清滔 | Lin Qingtao  articledetail[.]top img.articledetail[.]to
p 

northamerica.worldnew
stimesnet[.]com 

http://ifalv.cn
http://zxcal.cn/
http://zxal.cn/uploads
http://wallstreet-daily.com/
http://vnewfashion.com
http://wallstreet-daily.com/
http://allgood.cn/
http://iqianfeng.com
http://a.iqianfeng.com
http://canannews.com/
http://vnewfashion.com
http://canannews.com/
http://carnewsinfo.com/
http://vnewfashion.com
http://carnewsinfo.com/
http://vnewfashion.com
http://find.ccpvip.cn
http://vnewfashion.com
http://esoboy.com
http://tk163.com
http://tk163.com/
http://vnewfashion.com
http://vnewfashion.com
http://img2.danews.cc
http://vnewfashion.com
http://carnewsinfo.com/
http://vnewfashion.com
http://carnewsinfo.com/
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com


 

We identified that several domains shared certificates with some of these host websites, 
suggesting some level of cooperation between some of the Chinese companies' websites and the 
domains.  

​
Screenshot of URLScan showing that the domain newdelhi.globalviewlife[.]com had two certificates issued at the same 

time from the websites pic.cnmtpt[.]com and meijieka[.]com.  

Domains and Their Certificates 

Domains  Certificates  

newdelhi.globalviewlife[.]com meijieka[.]com, pic.cnmtpt[.]com 

tfr.finance.newyorkdailynet[.]com danews[.]cc 

vancouver.weeklytimesnet[.]com meijieka[.]com, danews[.]cc 

jinri.newyorkdailynet[.]com china.toutiao.nronet[.]com. 

northamerica.worldnewstimesnet[.]com cn-heyuan.oss.aliyuncs[.]com 

app.uaenewsnet[.]com china.toutiao.nronet[.]com. 

news.alpeninsulatv[.]top hqdaily.xaacmyk[.]com,pic.cnmtpt[.]com, 
cn-hangzhou.oss.aliyuncs[.]com. 

whsc.alpeninsulatv[.]top hqdaily.xaacmyk[.]com 

cctv.newsheadlinesnet[.]com cctvzswh[.]com 

india.newsheadlinesnet[.]com hqdaily.xaacmyk[.]com 

canannews[.]com wetimeman[.]com 

Note: Data as of Nov. 25, 2025. Source: URLScan 

●​ Five domains shared their certificate with the Chinese and international spoofed media 
outlets, including hqdaily.xaacmyk[.]com, cctvzswh[.]com, and wetimeman[.]com.  

●​ Two domains' certificates are from the subdomain china.toutiao.nronet[.]com. The domain 
nronet[.]com is hosted on the same IP address as the subdomains app.uaenewsnet[.]com, 
jinri.newyorkdailynet[.]com, and whsc.alpeninsulatv[.]top.  
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●​ Two domain certificates came from cn-heyuan.oss.aliyuncs[.]com and 
cn-hangzhou.oss.aliyuncs[.]com. Aliyuncs[.]com is the domain for Alibaba Cloud services. 
OSS references an object storage service, Alibaba's scalable storage solution Cn-heyuan and 
cn-hangzhou identifies the physical location of the server as Heyuan, and Hangzhou, China. 
This means these domains are hosted on an Alibaba Cloud server in Heyuan and Hangzhou, 
respectively.  

Three websites, meijieka[.]com, pic.cnmtpt[.]com, and danews[.]cc, associated with three 
companies, were both hosting content and sharing the same certificates as some of the 
domains.  

●​ meijieka[.]com, which is operated by the company Hangzhou Jijia Technology Co., Ltd. (杭州

即家科技有限公司), is hosted on the same IP address as ruanwen[.]pro and lianmeishe[.]com, 
two other websites hosting the content of the domains. On its homepage, the website 
meijieka[.]com redirects its overseas packages offers to the websites “news.shiworld[.]cn” and 
“web.ebuypress[.]com”, which have been identified as two of the websites where the 
companies Shenzhen Haimai Yunxiang Media Co., Ltd and Shanghai Haixun Technology Co., 
Ltd host their packages.  

●​ pic.cnmtpt[.]com is operated by Wenzhou Bilin Media Co., Ltd. (温州比邻传媒有限公司), 
which describes itself as a full-service advertising media company.  

●​ danews[.]cc is operated by the individual Lu Xu (吕栩). Lu is also the legal representative of the 
company Wuhan Shifenqinfen Network Technology Co, Ltd, whose website “toumeiw[.]cm” 
hosts content from the domains. The website articlef.danews[.]cc previously resolved to the 
same IP address 139.224.201.51 as toumeiw[.]cm. 

The Marketing and PR Companies  

When researching the domains' names on search engines, we identified websites for five 
additional Chinese companies that advertised the ability to place content on these domains and 
other alleged news domains. These companies often promoted this in the form of “press 
releases” to promote or publicize goods, services, or events on behalf of their clients. These 
companies did not host content on their own websites.  
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https://www.irsem.fr/storage/file_manager_files/2025/10/focus-3-charon-a4-ok.pdf
https://www.beianx.cn/info/269357214326853
https://88cha.com/detail?companyId=3m06xy3PIeeXynE9D7fQXjcrFsx5a6Rl&scene=default
http://articlef.danews.cc


 

 
Example of search results on Google showing two companies advertising their ability to place media content on 

worldnewstimesnet[.]com, one of the domains from the first set.   

​
Example of mjyuan[.]com, a website displaying its services for placing content on overseas media outlets. These media 

outlets redirect to the spoofed international mainstream media outlets from the first set of domains.  

These companies, along with some of the content hosting companies, claimed to have access to 
thousands of influential, widely read domestic and international media outlets and social media 
platforms through strategic partnerships established with top global media and news agencies.  
In reality, the companies likely sold space on websites that only mimicked these prominent 
organizations, with a fraction of the traffic. 

 

   21 



 

 
Screenshot of a company’s website claiming strategic partnerships with multiple top global media and news agencies and 

displaying the logos of AFP, Reuters, AP, and others. 

 

 

The Marketing and PR Companies 

蓝鹰时代传媒文化（北京）有限公司 | Blue Eagle Times Media Culture (Beijing) Co., Ltd. 

广州视觉网络科技有限公司 | Guangzhou Vision Network Technology Co., Ltd. 

东莞市东城飞飞网络科技经营部 | Dongguan Dongcheng Feifei Network Technology Operation 
Department 

深圳蓝夕文化传媒有限公司 | Shenzhen Lanxi Culture Media Co., Ltd. 

济宁新葆力广告传媒有限公司 | Jining Xinbaoli Advertising Media Co., Ltd. 

 

When investigating these companies, we surfaced several indicators suggesting they are run by 
individuals who hold various positions across the Chinese corporate, academic, and government 
ecosystem. This corroborates findings by IRSEM and Tadaweb.  

●​ Xu Xiaoyi, 徐晓艺, the founder and manager of Blue Eagle Times Media Culture (Beijing) Co., 
Ltd. On Baidu, Xu is identified as president of China Hundred Media Alliance (中国百家媒体联

盟社), editor-in-chief of China and Foreign News Agency (中外通讯社), member of the 
International Federation of Chinese Journalists (国际中文记者联合会),  visiting professor at 
the economic development research center of the Chinese Academy of Management 
Sciences, and chairperson of the Artificial Intelligence Committee of the China Business 
Culture Research Association. A Sohu article describes her as “playing a key role in co-hosting 
an event with the Embassy of Madagascar in China” and “promoting the smooth 
implementation of various agenda items and building a convenient channel for Chinese 
companies to expand overseas.”   
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https://www.irsem.fr/storage/file_manager_files/2025/10/focus-3-charon-a4-ok.pdf
https://www.sohu.com/a/915464509_121683521
https://www.sohu.com/a/915464509_121683521


 

 
Photo of Xu Xiaoyi, the founder and manager of Blue Eagle Times Media Culture (Beijing) Co., Ltd., receiving the 2025 

award of China Brand Innovation Outstanding Entrepreneur.   

 
Photo of Xu Xiaoyi, the founder and manager of Blue Eagle Times Media Culture (Beijing) Co., Ltd., with the Madagascar 

Ambassador to China during an event she helped co-host.  

●​ Guo Weihua (郭伟华) is the legal representative of the company Guangzhou Vision Network 
Technology Co., Ltd. Three articles from local Guangzhou-based outlets refer to Guo as the 
Deputy Director of the Office of the China Foreign Trade Center. The articles quote Guo 
referencing a plan for “increasingly leveraging foreign media outlets to amplify our outreach." 
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https://gzdaily.dayoo.com/pc/html/2022-04/03/content_867_788423.htm
https://www.gbaiea.com/817.html
https://www.gz.gov.cn/zt/qltjygadwqjsxsdzgzlfzdf/zxxx/content/post_8169900.html


 

​
Photo from the Greater Bay Area Importers and Exporters Association's website. Guo Weihua, first on the left, is part of the 

China Foreign Trade Center Delegation and participated in a working group with the Chamber of Commerce.  

The Clients 

When researching the Chinese companies found in the source code of the spoofed mainstream 
media outlets (Set 1), we surfaced a contract and a bid notice posted on websites for the city of 
Changchun in China’s Jilin Province. These documents reveal that the Changchun Municipal 
Bureau of Commerce contracted Jilin Baitao Culture Communication Co., Ltd. (吉林省柏涛文化传

播有限公司, henceforth “Baitao”) to promote Changchun’s “exhibition activities.”  

The contract stipulates that Baitao will place over 50 promotional reports in international media 
networks, produce short-form videos, and launch a “Changchun Exhibition” column with over 350 
articles on the so-called “New Media Weekly Review” app and website. The city of Changchun 
paid Baitao a total of 109,500 RMB ($15,455) for its services. This business relationship likely 
produced an article on uaenewsnet[.]com that promoted an August 2023 technology expo held in 
Changchun, among other pieces of content in this network.  
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https://www.gbaiea.com/817.html
https://web.archive.org/web/20251211084507/http://swj.changchun.gov.cn/zwgkhxxgk/ggzypz/zfcg/202211/P020221115545887543623.pdf
http://zwgk.changchun.gov.cn/zcbm/fgw_98002/swjxxgkml/202211/t20221101_3078912.html
http://www.uaenewsnet.com/c2/1084.html


 

​
Extract from a contract in Chinese, which includes the Chinese names of the spoofed mainstream media outlets (Set 1) 

found in the source code of these domains. 
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English-language translation of a contract that includes the names of the spoofed mainstream media outlets (Set 1) found 
in the source code of these domains.  
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​
Screenshot of an article posted on uaenewsnet[.]com which promotes the 14th China-Northeast Asia Exposition held at 

Changchun International Convention and Exhibition Center. The article, published on Aug. 24, 2023, claims that the 
exhibition was held on October 23, but the exhibition took place from Aug. 23 to Aug. 27, 2023.  

We found that Baitao's legal representative, Liu Lili (刘立莉), also represents Jingzhou JuKai 
Media Technology Co., Ltd. (荆州巨快传媒科技有限公司), one of the hosting content companies. 
We identified other contracts involving Baitao, including one with the Propaganda Department of 
the CPC Changchun Lianhuashan Ecotourism Resort Working Committee in 2022, another with 
the Changchun Lianhuashan Ecotourism Resort Commerce Bureau in 2024, and a third with the 
Jilin Provincial Department of Veteran Affairs in 2024.  

Additionally, we found several indicators linking the spoofed Chinese media outlets (set 2) 
registrant information to two entities in the medical sector. 

●​ These domains listed their registrant as Qi Guilan (齐桂兰) and the email address 
413527086@qq[.]com.  

●​ The email address redirected to 11  similar spoofed Chinese media outlets. One of these 
domains was hosted on the same IP address (47.243.88.228) as several websites in Sets 1 
and 2.    

●​ Six of these 11 new domains have registrant information that lists the individual Su Yanwu (苏
艳午), Beijing Medical Culture Exchange Center (北京医道文化交流中心), and the company 
Contemporary Famous Doctors Culture Communication (Beijing) Co.,Ltd. (当代铭医文化传播

（北京）有限公司), whose legal representative is Su Yanna (苏艳娜).  
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https://www.1688.com/pingjia/88cha/shangji/68dcae4d9c144eb94524aabc90a61ad2.html
http://www.jl.gov.cn/ggzy/zfcg/htgs/202405/t20240511_8907450.html
https://user.cacp.org.cn/bidding/280287.htm
https://tyjrt.jl.gov.cn/fw/tzgg/202409/t20240903_8971633.html


 

●​ Searching for these names on Google revealed a company data service on Baidu that listed 
both Su Yanwu and Qi Guilan as employees of Contemporary Famous Doctors Culture 
Communication, a Beijing-licensed radio and television program production company. The 
company lists the medical and healthcare sector as its main customer group, which is 
consistent with the focus of the Chinese spoofed media outlets on Chinese traditional 
medicine.     

 
Google results when searching for Su Yanwu and Qi Guilan show that they are both employees of the company 

Contemporary Famous Doctors Culture Communication (Beijing) Co., Ltd. 
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https://gdj.beijing.gov.cn/xzxkxxgsNEW/2025/202503/t20250321_4041589.html
https://m.zhipin.com/gongsi/db28613857178ec11XR509y-Fw~~.html


 

                         Comprehensive Visualization of the Chinese Ecosystem of Domains and Businesses 

​
 

   ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​
​ ​ ​  



 

 

Map showing the provinces in China where the identified companies are located. Source: Created by Graphika with 
Flourish. 
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Behavior 
The domains in all three sets are primarily focused on impersonating legitimate English- and 
Chinese-language media outlets. The operators behind these domains likely seek to deceive 
clients by placing client content on these domains and claiming that they are the outlets they 
impersonate. The sites hosted on these domains are often poorly constructed using the same 
CMS template. They feature content pulled from external sources, hosted on websites belonging 
to marketing companies. These companies offer “soft-article generation” services — content 
designed to present a product, brand, service, or opinion persuasively, using a news-style layout to 
enhance credibility. Accounts on both Western and Chinese platforms, including 
Spamouflage-linked accounts, amplify the low-quality content.  

Impersonating Legitimate International English and Chinese Media Outlets 

The domains spoofed both Western and Chinese news outlets. Some domains — such as 
uswiredmagazine[.]com and losangelestimesnet[.]com — closely mimicked specific outlets (e.g., 
Wired and The Los Angeles Times) in their URL structure, site titles, branding, and overall design. 
Source code review of these domains revealed that the operators copied specific design elements 
directly from the legitimate outlets. 

Screenshot of the source code from uswiredmagazine[.]com showing design elements copied from wired[.]com.  

Some domains, such as ifengvideo[.]cn and alpeninsulatv[.]top, nominally mimic specific outlets 
(Phoenix TV and The Peninsula [Qatar]), without attempting to replicate branding or design.  

Other domains, such as carnewsinfo[.]com and canannews[.]com, presented as more general 
interest destinations, including an automotive news outlet and a Canadian news outlet, 
respectively.  

Pulling Content From External Sources  

The source code of the identified domains revealed that the images displayed on the news 
domains are not hosted on these domains, but are pulled from external websites. These websites 
are functionally content hosting providers.  

Example of the source code of one domain showing that the image displayed in an article was pulled from 
pic.cnmtpt[.]com.  
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http://wired.com


 

We identified multiple sites displaying content hosted on the same domain. This suggests that 
different companies administering these hosting providers have access to the identified domains 
that spoof news outlets.  

For the Spamouflage-amplified articles targeting Falun Gong and Shen Yun, the source code 
revealed that the images were hosted on a private Alibaba Cloud server in Hangzhou, likely in an 
attempt to obfuscate the content and corporate origins. 

  

​
Screenshot of the source code of the domain alpeninsulatv[.]top showing that an article targeting Falun Gong and Shen 

Yun and amplified by Spamouflage-linked accounts alpeninsulatv[.]top used images from a private Alibaba Cloud Server in 
Hangzhou.  

Same Content Management System (CMS) Template 

Using CMS detector tools, we found that the identified domains likely were not using a common 
CMS such as WordPress, Joomla, or Drupal. A CMS is a software application that allow users to 
create, manage, and publish digital content for a website or other platforms without needing to 
code.  

●​ We didn't find any wp-directory, administrator, or tag advertising a CMS.  

●​ The HTML markup and asset file names did not match common themes/plugins or modules 
from widely used CMSs.  

However, we found that all these domains had the same architecture style.   

●​ They all used identical layouts, suggesting the use of the same templates. 

●​ They load their pages as pre-rendered static HTML. The home page is a plain index.html, and 
many subpages are simple /c1/, /c2/, etc.  

●​ They had identical folder structures with either /upload/YYYYMMDD/, /api/image/ or 
/static/upload/image/YYYYMMDD/. 

●​ They used hash-based asset filenames. (e.g., main.90ab6570e0b8548a3bb3.js, 
vendors.5252df7df5ee286e7a8.js, runtime.06b0db4eb1d6179a9a16.js, 
head.de9ae465b4b1213b230a.js) 

Despite this, we did not surface strong indicators suggesting that a single operator manages 
these domains.  
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http://alpeninsulatv.top/Venue/156.html
http://weeklytimesnet.com/c1/2053.html


 

​
Example of northamerica.worldnewstimesnet[.]com and newdelhi.globalviewlife[.]com sharing the same template-based 
news layouts. They have a similar grid with thumbnails and titles, a sidebar for “Latest” or “Recommend.” The sites have 

identical architecture with different themes applied.  

Use of UEditor  

The source code of the identified domains revealed the frequent use of UEditor, a common 
WYSIWYG editor in Chinese CMS platforms developed by Baidu. This tool is used to create or edit 
articles that automatically store attached images and/or files.  

 
Screenshot of the source code of one of the identified domains. It shows that an image was uploaded via a web-based 

content editor (UEditor) on an internal CMS server oa.zdun.com[.]cn.  

Soft-Article Generation 

Most of the PR, marketing, and hosting provider companies operated “soft-article (软文)” 
publishing platforms. In addition to serving promotional purposes, soft articles are also intended 
to improve the visibility of a product, brand, service, or opinion in search engine results.  

Some of the soft article publishing platforms offered an option to sign in, likely so that customers 
can log in and publish content independently. Due to this restriction, we were unable to access 
any of these platforms firsthand. 
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https://en.wikipedia.org/wiki/WYSIWYG
https://vip.hnyjcm.cn/?kf_uid=17513479882461&kf_n=morenkefu


 

​
Homepage for the Meijie Ka (媒介咖) soft article publishing platform, operated by Hangzhou Jijia Technology Co., Ltd.（杭
州即家科技有限公司).  Note that the platform claims to offer access to major outlets such as People’s Daily and Xinhua, 

and requires users to log in. 

 

Amplifying Anti-Falun Gong Content Via Spamouflage on Western Platforms 

A set of 41 X accounts and three Facebook pages, which we assess with medium confidence are 
linked to Spamouflage, shared links to two of the Set 1 domains in a coordinated manner. The X 
accounts and Facebook pages demonstrated signs of inauthenticity similar to Spamouflage 
accounts, including using likely randomly generated usernames and stock profile pictures, having 
almost no following and followers, criticizing Falun Gong and Shen Yun, and posting identical 
content simultaneously.  
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https://x.com/AllistirM42680/status/1972477050301935914
https://x.com/TeriPana77781/status/1977686558963818560


 

​
Example of two likely Spamouflage-linked accounts sharing links to an article targeting Falun Gong and Shen Yun posted 

on weeklytimesnet[.]com, one of the spoofed mainstream media outlets.  

The links redirected to articles targeting Falun Gong and its affiliated entities (Shen Yun and Li 
Hongzhi). Mandiant (now Google Threat Intelligence Group) previously observed an overlap 
between the spoofed media domains and the Spamouflage accounts in the HaiEnergy campaign.   

These findings, paired with the previously mentioned obfuscation efforts, suggest that the 
anti-Falun Gong content was likely placed on behalf of a covert actor, possibly one aligned with 
the PRC. 

Amplifying Other Content on Western Platforms 

We identified several accounts and pages on Douyin, Facebook, Instagram, and X sharing links to 
articles or screenshots of the spoofed news domains.  
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https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-haienergy-us-news/
https://x.com/tohiruka_/status/1843866758727467008
https://www.douyin.com/user/MS4wLjABAAAAqwYPqfKNXQjh6LmNkJC22Az6gjMpYg40vEPfCMygN66PUPq9qgYlZP8ZM79aEeqI?from_tab_name=main&relation=0&vid=7480154089469316415
https://www.facebook.com/villagemacau
https://www.instagram.com/p/C4LFehqtZ1H/
https://x.com/Jasontothemooon/status/1759499721939501163
https://www.facebook.com/share/p/1JsQyFrjH5/
https://www.douyin.com/video/7475313744885697831


 

​
Example of an Instagram post (top) and Douyin video (bottom) sharing screenshots and links of articles shared on the 

spoofed mainstream media outlets.    

Some of these accounts and pages shared links to the domains several times. We were unable to 
confirm links between these amplifiers and the domains.  
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https://www.facebook.com/share/p/16Y5TPn6Li/
https://www.facebook.com/share/p/1JKDbdJFNo/
https://www.facebook.com/share/p/1DM1HmZjL9/
https://www.facebook.com/share/p/1BpGiyTXJe/


 

Accounts on Chinese Platforms Portraying Chinese Cultural Events and Celebrities as 
Internationally Acclaimed 

After Chinese marketing and PR firms placed content on these websites on behalf of clients, the 
clients would often then promote this content on Chinese platforms and websites as evidence 
that influential news outlets had covered their company. We identified several instances on 
Chinese websites and platforms, including Sohu and NetEase.  

​
We observed references to the Set 1 domains in an article on henan.china[.]com, a provincial news outlet. The article 

included screenshots from the Set 1 domains that praised a Chinese child actor as “among the top ten international child 
stars.” The actor’s talent agency likely purchased promotion services from one of the companies in this network.  
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https://www.sohu.com/a/884548128_121885030
https://www.163.com/dy/article/JN08ADOO0518C97I.html


 

 

​
Examples of articles posted on Chinese websites and platforms that claim international mainstream media outlets 

reported on Chinese festivals and published the works of Chinese artists.  
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Content 
The content published by these domains varied widely in its subject matter, highlighting the likely 
diversity of the clients behind the promotional campaigns. Some articles pushed clear pro-China 
messaging, including content targeting Falun Gong and Shen Yun, or recycled Chinese state 
media content. The articles also focused on cryptocurrency and finance or promoted goods and 
services. Other articles publicized  Chinese cultural events and Chinese celebrities.  

Spamouflage Amplification of Set 1 Domains  

​
Screenshot of an article on alpeninsulatv[.]top covering an ongoing investigation into the Shen Yun dance troupe. 

Spamouflage assets amplified two of the five unique articles condemning Falun Gong that this 
network produced. Spamouflage has also reposted text from these articles without linking 
directly to them. 

●​ “Breaking News: Falun Gong’s Shen Yun Art Troupe Under Investigation by U.S. Government.” 
This article highlights recent investigations into and lawsuits against Falun Gong and its 
leader, Li Hongzhi, accusing Li of “prolonged mind control and physical abuse” of children. The 
article appears on northamerica.worldnewstimesnet[.]com, ukguardiannet[.]com, and 
alpeninsulatv[.]top. 

●​ “An inventory of the number of overseas Falun Gong cadre members who refuse medical 
treatment and unnatural deaths.” This article insinuates that Falun Gong encourages 
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https://www.pixiv.net/novel/show.php?id=21073780
https://www.backchina.com/blog/382343/article-383277.html


 

pseudoscientific practices that lead to deaths among its members. The article appears on 
globalviewlife[.]com and uaenewsnet[.]com. 

●​ “What is the reason for the frequent deaths of Falun Gong practitioners.” Similar to the article 
discussed above, this article highlights Falun Gong pseudoscientific practices. The article 
appears on losangelestimesnet[.]com and worldnewstimesnet[.]com. 

●​ “Falun Gong Falling Apart Under New Media.” The article appears on weeklytimesnet[.]com, 
losangelestimesnet[.]com, usnewtechnology[.]com, and newyorkdailynet[.]com. 

●​ “Investigation Reveals Controversial Aspects of Shen Yun’s Operations.” This article claims 
that Shen Yun’s performances are first and foremost intended to advance “specific ideological 
agendas.” The article appears on worldnewstimesnet[.]net, uaenewsnet[.]com, 
ukguardiannet[.]com, and losangelestimesnet[.]com.  

Cryptocurrency and Financial Content 

We observed accounts and pages on Facebook, Instagram, and X  that are not linked to 
Spamouflage posting links to several domains in Set 1. These links contained discussions of the 
financial sphere and advertisements for various cryptocurrencies.  

​
Example of two X accounts promoting cryptocurrency content and redirecting to some of the spoofed mainstream media 

outlets.  
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Content Promoting Goods and Services 

Most of the content on these domains promotes a product, service, or activity on behalf of an 
organization — likely a client of one of the 30 companies. We observed accounts on X and 
Facebook posting links to Set 1 domains that contained articles promoting commercial goods 
and services. 

​
Example of an X account sharing a screenshot and linking to an article on weeklytimesnet[.]com promoting “AI COME App” 
(left), and a Facebook page linking to globalviewlife[.]com and ukguardiannet[.]com promoting “Btigershopping platform”, 

an e-commerce platform in Bangladesh (right). 
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http://weeklytimesnet.com


 

Promotion of Chinese Domestic Events and Chinese Artists  

Nearly all of the domain homepages featured promotions for expos, local events, conferences,  
exhibitions, consumer products, services, and similar offerings in China. The domains also 
featured articles promoting Chinese artists.   

Example of two spoofed domains promoted the Changchun Agricultural Fair (left) and a Chinese artist's lecture at 
Wellington Talk.  
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http://alpeninsulatv.top/Software/183.html
http://www.ukguardiannet.com/c3/3843.html
http://newyorkdailynet.com/c1/1154.html
http://www.weeklytimesnet.com/c1/1706.html
http://chinazhongyi.newyorkdailynet.com/shehui/jiaoyu/692.html
http://www.carnewsinfo.com/internet/2165.html


 

Recycled Chinese State Media Content 

The inclusion of this content in these networks is likely due to contractual arrangements between 
Chinese state media and these firms. Most of the Chinese state media articles within these 
networks are hawkish and critical of the West, particularly the U.S. However, this content is far 
less common than advertisements and promotional materials for goods and services. In these 
cases, we were unable to identify the company that had placed the content due to increased 
obfuscation of content hosting.  

Samples of pro-China and anti-U.S. content that are present on the domains. These examples are sourced from Chinese 
state media outlets Xinhua and Global Times. 
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Appendix 1: Domains in Set 3 

Domains Hosted on the Same IP Address as Set 3 
vnewfashion[.]com mobweeks[.]com autodrivingweekly[.]com 

wallstreetweeks[.]com musicwebwork[.]com artdeting[.]com 

siliconvalleyweek[.]com motoidaily[.]com autotimesinfo[.]com 

asianinfos[.]com kdidiworld[.]com ablescien[.]com 

sctechcenter[.]com kidinformations[.]com fashionpio[.]com 

overinformation[.]com internetweekies[.]com onlinestravel[.]com 

technologies-online[.]com jebusinessman[.]com spacetechweekly[.]com 

austratime[.]com itinfodaily[.]com wemenweekly[.]com 

americainfos[.]com invenweekly[.]com fashioninews[.]com 

financeweeks[.]com investmentweeks[.]com globalcarinfo[.]com 

zealandtimes[.]com hlitechnology[.]com advinformation[.]com 

wetimeman[.]com hollywoodinews[.]com bbcnewsdaily[.]com 

wedemocracywork[.]com houstonidaily[.]com medicaldailys[.]com 

ustartdaily[.]com globindustrials[.]com newstrackings[.]cc 

ventureinfosite[.]com germandailys[.]com metaverseting[.]cc 

u-transaction[.]com globalnewweekly[.]com consulates[.]cc 

usidaily[.]com googlefeatured[.]com globalcurrency[.]cc 

ulocaldaily[.]com globalpapertimes[.]com parisfashioninfo[.]com 

travelinroad[.]com gllstudios[.]com chinformation[.]top 

tinfoselected[.]com gfinancialnet[.]com torontobusiness[.]vip 

swissweeks[.]com frontdaytime[.]com africanetwork[.]ink 

sydneyinfomation[.]com gbhealths[.]com glotrade[.]ink 

sportsweeking[.]com finnitimes[.]com technologynews[.]cc 

sportsidaily[.]com fiinformation[.]com patentweeks[.]com 

sharesinroad[.]com europinfomation[.]com  

sciencetechnologys[.]com europeidaily[.]com  

radioidaily[.]com ecommidaily[.]com  

parper-info[.]com ecomweeks[.]com  

overfashions[.]com developscience[.]com  

nobelinformation[.]com dietsharingdaily[.]com  

nobelinfos[.]com businessinroad[.]com  

netitimes[.]com block-techs[.]com  

moneyiweek[.]com britishweeks[.]com  
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http://vnewfashion.com
http://mobweeks.com
http://vnewfashion.com
http://mobweeks.com
http://autodrivingweekly.com
http://vnewfashion.com
http://autodrivingweekly.com
http://wallstreetweeks.com
http://vnewfashion.com
http://wallstreetweeks.com
http://musicwebwork.com
http://vnewfashion.com
http://musicwebwork.com
http://artdeting.com
http://vnewfashion.com
http://artdeting.com
http://siliconvalleyweek.com
http://vnewfashion.com
http://siliconvalleyweek.com
http://motoidaily.com
http://vnewfashion.com
http://motoidaily.com
http://autotimesinfo.com
http://vnewfashion.com
http://autotimesinfo.com
http://asianinfos.com
http://vnewfashion.com
http://asianinfos.com
http://kdidiworld.com
http://vnewfashion.com
http://kdidiworld.com
http://ablescien.com
http://vnewfashion.com
http://ablescien.com
http://sctechcenter.com
http://vnewfashion.com
http://sctechcenter.com
http://kidinformations.com
http://vnewfashion.com
http://kidinformations.com
http://fashionpio.com
http://vnewfashion.com
http://fashionpio.com
http://overinformation.com
http://vnewfashion.com
http://overinformation.com
http://internetweekies.com
http://vnewfashion.com
http://internetweekies.com
http://onlinestravel.com
http://vnewfashion.com
http://onlinestravel.com
http://technologies-online.com
http://vnewfashion.com
http://technologies-online.com
http://jebusinessman.com
http://vnewfashion.com
http://jebusinessman.com
http://spacetechweekly.com
http://vnewfashion.com
http://spacetechweekly.com
http://austratime.com
http://vnewfashion.com
http://austratime.com
http://itinfodaily.com
http://vnewfashion.com
http://itinfodaily.com
http://wemenweekly.com
http://vnewfashion.com
http://wemenweekly.com
http://americainfos.com
http://vnewfashion.com
http://americainfos.com
http://invenweekly.com
http://vnewfashion.com
http://invenweekly.com
http://fashioninews.com
http://vnewfashion.com
http://fashioninews.com
http://financeweeks.com
http://vnewfashion.com
http://financeweeks.com
http://investmentweeks.com
http://vnewfashion.com
http://investmentweeks.com
http://globalcarinfo.com
http://vnewfashion.com
http://globalcarinfo.com
http://zealandtimes.com
http://vnewfashion.com
http://zealandtimes.com
http://hlitechnology.com
http://vnewfashion.com
http://hlitechnology.com
http://advinformation.com
http://vnewfashion.com
http://advinformation.com
http://wetimeman.com
http://vnewfashion.com
http://wetimeman.com
http://hollywoodinews.com
http://vnewfashion.com
http://hollywoodinews.com
http://bbcnewsdaily.com
http://vnewfashion.com
http://bbcnewsdaily.com
http://wedemocracywork.com
http://vnewfashion.com
http://wedemocracywork.com
http://houstonidaily.com
http://vnewfashion.com
http://houstonidaily.com
http://medicaldailys.com
http://vnewfashion.com
http://medicaldailys.com
http://ustartdaily.com
http://vnewfashion.com
http://ustartdaily.com
http://globindustrials.com
http://vnewfashion.com
http://globindustrials.com
http://newstrackings.cc
http://vnewfashion.com
http://newstrackings.cc
http://ventureinfosite.com
http://vnewfashion.com
http://ventureinfosite.com
http://germandailys.com
http://vnewfashion.com
http://germandailys.com
http://metaverseting.cc
http://vnewfashion.com
http://metaverseting.cc
http://u-transaction.com
http://vnewfashion.com
http://u-transaction.com
http://globalnewweekly.com
http://vnewfashion.com
http://globalnewweekly.com
http://consulates.cc
http://vnewfashion.com
http://consulates.cc
http://usidaily.com
http://vnewfashion.com
http://usidaily.com
http://googlefeatured.com
http://vnewfashion.com
http://googlefeatured.com
http://globalcurrency.cc
http://vnewfashion.com
http://globalcurrency.cc
http://ulocaldaily.com
http://vnewfashion.com
http://ulocaldaily.com
http://globalpapertimes.com
http://vnewfashion.com
http://globalpapertimes.com
http://parisfashioninfo.com
http://vnewfashion.com
http://parisfashioninfo.com
http://travelinroad.com
http://vnewfashion.com
http://travelinroad.com
http://gllstudios.com
http://vnewfashion.com
http://gllstudios.com
http://vnewfashion.com
http://tinfoselected.com
http://vnewfashion.com
http://tinfoselected.com
http://gfinancialnet.com
http://vnewfashion.com
http://gfinancialnet.com
http://vnewfashion.com
http://swissweeks.com
http://vnewfashion.com
http://swissweeks.com
http://frontdaytime.com
http://vnewfashion.com
http://frontdaytime.com
http://vnewfashion.com
http://sydneyinfomation.com
http://vnewfashion.com
http://sydneyinfomation.com
http://gbhealths.com
http://vnewfashion.com
http://gbhealths.com
http://vnewfashion.com
http://sportsweeking.com
http://vnewfashion.com
http://sportsweeking.com
http://finnitimes.com
http://vnewfashion.com
http://finnitimes.com
http://technologynews.cc
http://vnewfashion.com
http://technologynews.cc
http://sportsidaily.com
http://vnewfashion.com
http://sportsidaily.com
http://fiinformation.com
http://vnewfashion.com
http://fiinformation.com
http://patentweeks.com
http://vnewfashion.com
http://patentweeks.com
http://sharesinroad.com
http://vnewfashion.com
http://sharesinroad.com
http://europinfomation.com
http://vnewfashion.com
http://europinfomation.com
http://sciencetechnologys.com
http://vnewfashion.com
http://sciencetechnologys.com
http://europeidaily.com
http://vnewfashion.com
http://europeidaily.com
http://radioidaily.com
http://vnewfashion.com
http://radioidaily.com
http://ecommidaily.com
http://vnewfashion.com
http://ecommidaily.com
http://parper-info.com
http://vnewfashion.com
http://parper-info.com
http://ecomweeks.com
http://vnewfashion.com
http://ecomweeks.com
http://overfashions.com
http://vnewfashion.com
http://overfashions.com
http://developscience.com
http://vnewfashion.com
http://developscience.com
http://nobelinformation.com
http://vnewfashion.com
http://nobelinformation.com
http://dietsharingdaily.com
http://vnewfashion.com
http://dietsharingdaily.com
http://nobelinfos.com
http://vnewfashion.com
http://nobelinfos.com
http://businessinroad.com
http://vnewfashion.com
http://businessinroad.com
http://netitimes.com
http://vnewfashion.com
http://netitimes.com
http://block-techs.com
http://vnewfashion.com
http://block-techs.com
http://moneyiweek.com
http://vnewfashion.com
http://moneyiweek.com
http://britishweeks.com
http://vnewfashion.com
http://britishweeks.com


 

 

Appendix 2: Estimative Language Legend 

Assessments of Likelihood 

Graphika uses the following vocabulary to indicate the likelihood of a hypothesis proving correct. 
If we are unable to assess likelihood due to limited or non-existent information, we may use terms 
such as “suggest.” 

Almost No 
Chance 

Very 
Unlikely 

Unlikely Real 
Chance 

Likely Very Likely Almost 
Certain(ly) 

1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99% 

 

Confidence Levels: Indicators of Sourcing and Corroboration 

Graphika uses confidence levels to indicate the quality of information, sources, and corroboration 
underpinning our assessments.  

Low Confidence Medium Confidence High Confidence 

Assessment based on 
information from a 
non-trusted source and/or 
information we have not been 
able to independently 
corroborate.  

Assessment based on 
information that we are 
unable to sufficiently 
corroborate and/or 
information open to multiple 
interpretations. 

Assessment based on 
information from multiple 
trusted sources that we are 
able to fully corroborate.  
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About Us 

Graphika is the most trusted provider of actionable open-source intelligence to help organizations 
stay ahead of emerging online events and make decisions on how to navigate them. Led by 
prominent innovators and technologists in the field of online discourse analysis, Graphika supports 
global enterprises and public sector customers across trust & safety, cyber threat intelligence, and 
strategic communications spanning industries including intelligence, technology, media and 
entertainment, and global banking. Graphika continually integrates new and emerging technologies 
into our proprietary intelligence platform and analytic services, empowering our customers with 
high-precision intelligence and confidence to operate in a complex and continuously evolving 
information environment. 

For more information or to request a demo, visit our website.  
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https://graphika.com/get-started?utm_source=Website&utm_campaign=report-falsos-amigos-demo-page&utm_medium=referral&utm_source_drilldown=Report
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