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Glass Onion

Peeling Back the Layers of a Pro-China Online Ecosystem

Key Findings

Graphika has uncovered a network of 43 domains and 37 subdomains that pushed pro-China
messaging while posing as the New York Times, the Guardian, the Wall Street Journal, and
other legitimate media outlets.

We identified technical links connecting this network to two Chinese companies that Google's
threat analysis group previously determined ran a pro-China campaign dubbed HaiEnergy. The
tactics, techniques, and procedures (TTPs) used by the network closely resemble HaiEnergy
and similar activity sets, including Paperwall, DuringBridge, and BayBridge.

These domains and subdomains hosted advertisements, Chinese state media content, and
pro-Communist Party of China (CPC) messaging pulled from external websites. We linked the
hosted content to 30 Chinese companies and three Chinese individuals involved in public
relations (PR) and digital marketing.

We identified evidence that these companies and/or individuals leveraged these domains in
contracts to promote the activities undertaken by CPC-linked entities. It is unclear whether
these entities were aware that the promotion involved domains that spoofed English -and
Chinese-language media outlets.

The domains copied specific design elements directly from the websites of legitimate outlets
in an effort to make their impersonation more convincing. Many also shared the same
content management system (CMS) template.

After Chinese marketing and PR firms placed content on the spoofed websites, the likely
clients often promoted the material on Chinese platforms and websites, claiming it as
evidence that influential news outlets had covered their company.

On Western platforms, Spamouflage-linked accounts amplified content from these domains,
demonstrating overlaps between the Chinese influence operation and this ecosystem of
Chinese PR and marketing companies.


https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-haienergy-us-news/
https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-haienergy-us-news/
https://citizenlab.ca/2024/02/paperwall-chinese-websites-posing-as-local-news-outlets-with-pro-beijing-content/

Introduction

While monitoring the PRC-aligned influence operation known as Spamouflage (a.k.a. Taizi Flood,
DRAGONBRIDGE), we observed a set of 41 Spamouflage accounts repeatedly posting links to two
articles hosted on the domains alpeninsulatv[ Jtop and weeklytimesnet[Jcom. These articles, both
titled “Breaking News: Falun Gong's Shen Yun Art Troupe Under Investigation by U.S.
Government,” highlighted ongoing investigations into the U.S.-based spiritual group Falun Gong
(;£%1h) and its affiliated dance troupe, Shen Yun (##%4). Falun Gong and its leader, Li Hongzhi (2
#7&5), are perennial targets of PRC-backed influence operations and transnational repression.

These domains host various types of content, including articles promoting Chinese traditional
medicine, commercial products, exhibitions and conferences, and cryptocurrencies. The article
criticizing Falun Gong appeared on an additional eight domains spoofing English-language
international media outlets, including the New York Times, Wired magazine, the Wall Street
Journal, and the Guardian.

We also surfaced articles mentioning these 10 spoofed domains together, framing them as
well-known and reputable media outlets. For example, a January 2025 article from a Chinese tea
culture research institute claimed that “overseas official media” broadcast a recent interview with
a representative of the institute. The article included links to the interview on the two
aforementioned domains, as well as the eight others that criticized Falun Gong on spoofed
international media outlets: globalviewlife[Jcom, uaenewsnet[]com, uswiredmagainze[]com,
worldnewstimesnet[.Jcom, ukguardiannet[.Jcom, newyorkdailynet[ Jcom,
losangelestimesnet[.Jcom, and wallstreet-daily[ Jcom.

Through technical indicators gleaned from this set of previously unreported domains, Graphika
surfaced a vast network of digital infrastructure and Chinese corporations whose behavioral
patterns closely resemble previously documented campaigns, including HaiEnergy and Paperwall.
Google Threat Intelligence Group aggregated these campaigns under the name Glassbridge, an
umbrella group of four different companies that operate these campaigns. Our findings show that
there are more than just four Chinese entities involved in these operations. This aligns with an
October 2025 report from France's Institute for Strategic Research (IRSEM), which outlined a
diffuse ecosystem of Chinese digital marketing and PR firms operating hundreds of multilingual
websites spoofing legitimate news outlets.

The activity we uncovered further illustrates how private, third-party public relations (PR) and
marketing firms leverage domains spoofing international and Chinese media outlets to
disseminate content from a variety of clients. These domains appear to primarily target Chinese
audiences, but several domains are catered to English-speaking audiences outside of China. The
firms have business contracts with CPC-linked entities in China. However, we are unable to
determine whether these entities are aware of the deceptive nature of the websites.


https://www.nytimes.com/2025/02/06/nyregion/shen-yun-federal-investigation.html
https://humanrightscommission.house.gov/sites/evo-subsites/humanrightscommission.house.gov/files/evo-media-document/levi-browde-sfr-compressed.pdf
https://www.cnteaculture.com/news/yznews/384.html
https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-haienergy-us-news/
https://citizenlab.ca/2024/02/paperwall-chinese-websites-posing-as-local-news-outlets-with-pro-beijing-content/
https://cloud.google.com/blog/topics/threat-intelligence/glassbridge-pro-prc-influence-operations
https://www.irsem.fr/storage/file_manager_files/2025/10/focus-3-charon-a4-ok.pdf

Further, Spamouflage amplification of these domains reinforces the suspected deep ties between
the PRC-backed influence apparatus and the Chinese private sector. Our investigation builds upon
the rapidly expanding body of research documenting this influence technique popularized by
China-based actors since 2022: leveraging the Chinese private sector to establish inauthentic
news websites and launder pro-China messaging and 10 content.


https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-haienergy-us-news/

Legal representative

—

PRC local government Chinese PR firm Network infrastructure ~ Spoofed news websites
organization provider

CHANGCHUN
EXHIBITIONS

Marketing contract

Network of Spamouflage- .
linked accounts d /
Obfuscated infrastructure

Articles criticizing Falun Gong and entities involved

— B

SPAMOUFLAGE
CONTENT

Diagram visualizing the methods by which Graphika identified, investigated, and connected the digital infrastructure presented in this report. In some cases, we discovered contracts between
local Chinese governmental organizations and Chinese PR firms and linked this activity to articles we had located (top). In other cases, articles provided no actionable signals through which
we could link this activity to any government or corporate entities (bottom).




Actors

We identifled 43 domains and 37 subdomains linked to 30 companies and three Chinese
individuals. All domains and subdomains are hosted in China, and all companies and individuals
are based in and operate out of China. This report breaks these into three smaller sets. Set 1
comprises websites that impersonate international English-language publications, Set 2
comprises websites that impersonate Chinese-language Chinese state media outlets, and Set 3
comprises websites that present themselves as general-interest news outlets. To avoid
confusion, we use “domains” to refer to the spoofed media outlets and “websites” for all other
domains associated with the companies and individuals engaged in this activity.

We assess that this ecosystem of domains and companies has technical links to the domains
and activities of Haixun and Haimai, two Chinese companies that Google found operated
networks of inauthentic news sites.

e Hangzhou Jijia Technology Co., Ltd. (1M ENREHLHR 22 F), one of the PR and marketing
firms listed below, advertised packages hosted as Excel files on news.shiworld[]Jcn, (a website
linked to Haimai), and hosted as direct links to web.ebuypress[]com, which [RSEM linked to
Haixun.

e Two domains, alpeninsulatv].Jtop and newsheadlinesnet[]Jcom, were first seen at 10:45 a.m.
UTC on Sept. 21, 2022 — the exact same time as 24usnews[.Jcom, a website linked to Haixun
and its HaiEnergy campaign. Within the next hour, another 10 domains from Haimai were also
registered.

wawelexpress.com
tarragonapost.com
swisshubnews.com
guellherald.com
greaterdutch.com
bydgoszczdaily.com
nilpress.org
cordovapress.org

24usnews.com

alpeninsulatv.top

newsheadlinesnet.com

2022-12-09T11:55:58.709000+00:00
2022-12-09T11:53:55.616000+00:00
2022-12-09T11:53:55.460000+00:00
2022-12-09T11:41:07.792000+00:00
2022-12-09T11:41:05.297000+00:00
2022-12-09T11:33:15.580000+00:00
2022-12-09T05:59:03.583000+00:00
2022-12-09T05:15:05.039000+00:00
2022-09-21T11:45:47.225000+00:00
2022-09-21T08:45:35.306000+00:00
2022-09-21T08:45:11.662000+00:00

Wawel Express

Tarragona Post — Tarragona Post
Switzerland Hub News

Gell Herald — Glell Herald
Greater Dutch

Bydgoszcz Daily

Netherlands press

Cordoba Press — Cordoba Press

alpeninsulatv.top

The domains alpeninsulatv[ Jtop and 24usnews[.] com were first seen seconds apart from each other. Source:

DomainTools.



https://cloud.google.com/blog/topics/threat-intelligence/glassbridge-pro-prc-influence-operations
https://www.irsem.fr/storage/file_manager_files/2025/10/focus-3-charon-a4-ok.pdf
https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-information-operations-campaign-haienergy?hl=en

The network shares similar tactics, techniques, and procedures (TTPs) as observed in the
reported activities of HaiEnergy, Paperwall, DuringBridge, and BayBridge. In the following chart,
we compare the TTPs we observed from these activity sets, all of which are also present in the
network we uncovered.

TTP Similarities
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Case study showing the placement and dissemination of an article targeting Falun Gong and Shen Yun amplified by likely
Spamouflage-linked accounts.



Spoofed Mainstream Media Outlets Domains (Set 1)

We identified 12 domains and 12 subdomains that mimic international English-language media
outlets, including the New York Times, the Los Angeles Times, and the Wall Street Journal. Two
shared articles denigrating Falun Gong and Shen Yun that Spamouflage-linked X accounts
subsequently amplified. We observed that these domains shared technical indicators, including
matching IP addresses, registrant information, and Autonomous System Numbers (ASN)
assigned to Alibaba's U.S. subsidiary. Some of these domains displayed similar website designs
and content. Ten domains were created on Dec. 15 and Dec. 16, 2020. The other two were
created on Sept. 20, 2022.

Domain Registration Data

Domain ASN | IP Address Registrant Location | First Seen (UTC)
globalviewlife[.Jcom 45102 147.254.83.83 Beijing, China 2020-12-16
newdelhi.globalviewlife[ Jcom 45102 147.254.83.83 | Beijing, China 2023-05-29
losangelestimesnet[Jcom 45102 47.254.83.83 | Beijing, China 2020-12-16
newyorkdailynet[.Jcom 45102 147.254.83.83 | Beijing, China 2020-12-16
tfr.finance.newyorkdailynet[.Jcom 45102 |47.254.83.83 | Beijing, China 2023-07-31
jinri.newyorkdailynet[.Jcom 45102 147.243.88.228 | Beijing, China 2025-08-12
ukguardiannet[.Jcom 45102 147.254.83.83 Beijing, China 2020-12-16
uswiredmagazine[.Jcom 45102 147.254.83.83 Beijing, China 2020-12-16
weeklytimesnet[.Jcom 45102 147.254.83.83 Beijing, China 2020-12-16
vancouver.weeklytimesnet[.Jcom 45102 147.254.83.83 Beijing, China 2024-05-04
worldnewstimesnet[.Jcom 45102 |47.254.83.83 | Beijing, China 2020-12-16
northamerica.worldnewstimesnet[.Jcom |45102 |47.254.83.83 | Beijing, China 2023-01-07
uaenewsnet[.Jcom 45102 147.254.83.83 | Beijing, China 2020-12-15
app.uaenewsnet[Jcom 45702 47.243.88.228 |Beijing, China 2024-12-08
wallstreet-daily[ Jcom 45102 147.254.83.83 Beijing, China 2020-12-15
tch-new.wallstreet-daily[Jcom 45102 147.254.83.83 Beijing, China 2023-11-01
alpeninsulatv[ Jtop 45102 147.254.83.83 Beijing, China 2022-09-21
news.alpeninsulatv[ Jtop 45102 47.254.83.83 | Beijing, China 2025-05-06
whsc.alpeninsulatv.Jtop 45102 |47.243.88.228 | Beijing, China 2024-11-02
newsheadlinesnet[]Jcom 45102 47.254.83.83 Henan, China 2022-09-21
cctv.newsheadlinesnet[.Jcom 45102 147.242.149.154 Beijing, China 2025-01-14
southafrica24.newsheadlinesnet[.Jcom |45102 |47.254.83.83  |Beijing, China 2022-11-17
india.newsheadlinesnet[.Jcom 45102 147.254.83.83 Beijing, China 2023-01-20

Note: Data as of Nov. 17, 2025. Source: DomainTools


https://www.arin.net/resources/guide/asn/
https://ipinfo.io/AS45102
http://vnewfashion.com
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Spoofed Chinese Media Outlets Domains (Set 2)

Eleven domains and 25 subdomains mimic the appearance of Chinese state media outlets, such
as China Central Television Network (CCTV), the People’s Daily, and Phoenix Media (ifeng[.Jcn).

Two of the 25 subdomains are under newyorkdailynet[.Jcom, one of the previously identified
domains which spoofed the New York Times. The nine other domains are hosted on the same IP
address as these two subdomains and share the same ASN.

We linked the domains and subdomains through their shared IP address and ASN. Some of these
domains shared similar website designs and content.

Domain Registration Data

Domain ASN IP Address First Seen (UTC)
chinazhongyi.newyorkdailynet[.Jcom 45102 47.242.149.154 2022-04-24
chinazhongyitoutiao.newyorkdailynet[Jcom 45102 47.247.149.154 2024-08-17
cctvyangshiguojixinwennet.com[.Jen 45102 47.242.149.154 2024-10-01
huodong.cctvyangshiguojixinwennet.com[.Jen | 45102 47.243.88.228 2024-12-01
guojixinwennet[ Jen 451702 47242149154 2021-12-18
news.guojixinwennet[ Jen 45102 47.242.149.154 2023-12-12
cctv.yangshi.guojixinwennet[.Jcn 45102 47.242.149.154 2025-05-30
zixun.guojixinwennet([Jen 45102 47.242.149.154 2025-03-19
cctv.guojixinwennet[.Jen 45102 47.243.88.228 2022-03-25
cnddmy.coml.Jen 45102 47.242.149.154 2021-05-14
lianheguoribaol.Jen 45102 47.242.149.154 2021-05-10
news.lianheguoribaol.Jcn 45102 47.242.149.154 2023-07-02
peopleshnet.com[]Jcn 45102 47.242.149.154 2020-12-01
wap.peopleshnet.com[.Jen 45102 47.243.88.228 2021-11-07
news.peopleshnet.coml[.Jcn 45102 47.242.149.154 2025-02-10
lianheguoribaonet[.Jcn 45102 47.242.149.154 2019-11-09
zhongguotoutiaonet[]Jcn 45102 47.242.149.154 2019-11-09
news.zhongguotoutiaonet[.Jcn 45102 47.242.149.154 2023-11-03
china.zhongguotoutiaonet[.Jcn 45102 47.254.83.83 2022-08-04
yazhouxinwennet[.Jcn 45102 47.242.149.154 2019-10-29
tech.yazhouxinwennet[.Jcn 45102 47.254.83.83 2023-07-25
news.yazhouxinwennet[ Jcn 45102 47.242.149.154 2023-11-01
guijixinwennet[Jen 45102 47.242.149.154 2019-10-10



yangshi.guijixinwennet[.Jcn
news.guijixinwennet[.Jcn
toutiao.qguijixinwennet[.Jcn
cctv.yangshi.guijixinwennet[.Jen
ifengvideo[.]Jcn
ishare.ifengvideo[.Jcn
news.ifengvideo[]Jcn
m.yangshipin.ifengvideo[ Jcn
cctvzswh(]Jcom
zhongshiwenhua.cctvzswh[.Jcom
english.hgrb.cctvzswh[.]Jcom
jijiu.cctvzswh[]Jcom

wap.cctvzswh[.Jcom

Domain Registration Data

45102
45102
45102
45102
45102
45102
45102
45102
45102
45102
45102
37963
45102

47.242.149.154
47.242.149.154
47.242.149.154
47.243.88.228
47.242.149.154
47.243.88.228
47.242.149.154
47.254.83.83
47.242.149.154
43.99.246.13
47.243.88.228
101.200.238.72
47.244.187.215

2024-08-16
2024-06-08
2024-08-09
2025-01-08
2019-10-05
2022-03-25
2024-07-13
2024-11-18
2018-08-13
2025-06-17
2024-09-29
2025-10-07
2023-07-17

Note: Data as of Nov. 17, 2025. Source: DomainTools.
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CCTV (top) and the news website of the United Nations (bottom).



Spoofed International Media Outlets Domains (Set 3)

We identified another connected network of nine domains and multiple subdomains, which
present themselves as news websites dedicated to covering specific countries. One of the
domains, canannews|.Jcom, shared the same article targeting Falun Gong and Shen Yun, which
Spamouflage-linked X accounts subsequently amplified.

We linked these domains through their shared IP address and ASN. These domains were all
created on either June 27 or June 28, 2022.

Domain Registration Data

Domain ASN IP Address First Seen (UTC)
canannews[.Jcom 132203 43.161.217.121 2022-06-29
carnewsinfo[.Jcom 132203 43.161.217.121 2022-06-30
doctorsinews[.Jcom 132203 43.161.217.121 2022-06-29
everysnews[]Jcom 132203 43.161.217.121 2022-06-29
kenyainews|.Jcom 132203 43.161.217.121 2022-06-29
lalalinews[.Jcom 132203 43.161.217.121 2022-06-29
phinewsinfol.Jcom 132203 43.161.217.121 2022-06-29
pkpnews[.Jcom 132203 43.161.217.121 2022-06-29
westerninews[.Jcom 132203 43.161.217.121 2022-06-29

Note: Data as of Nov. 17, 2025. Source: DomainTools. The ASN 132203 _is assigned to Tencent.

Cana News

Example of two domains kenyainews[ Jcom (left) and canannews[ Jcom (right) presenting as media outlets in Kenya and
Canada, respectively.

We identified a further 90 domains, hosted on the same IP address as the nine domains in Set 3.
These domains appear to spoof mainstream international news outlets (e.g., bbcnewsdaily[Jcom)
as well as general interest outlets (e.g., hollywoodinews[]Jcom and globalcarinfo[.Jcom). We
provide a full list of domains in Appendix 1.


https://ipinfo.io/AS132203

Domains Hosting the Content and Associated Companies

Almost all the domains and subdomains in the three sets displayed images and videos hosted on
separate websites with ties to Chinese companies engaged in advertising, marketing, and
publishing. When examining the three sets of domains, we identified 23 Chinese companies and
three individuals connected to these domains.

Despite the large number of websites hosting this content, several indicators suggest that the
same individuals and companies might collectively operate some domains.

Several Chinese marketing firms involved in our investigation
operate platforms through which customers can publish “press

releases” independently. s e
augoop o SR R Rt The 2025 International (Wuhan)
q

025106 |ntelligent Building Industry Expo

ameme SUCcessfully Held Bringing Together
Global Technology to Provide Practical
Pathways for Indonesia's Collaborative

o Effort in Building "Quality Homes"

Send to Your Devices
Create QR Code for this Page

its products

earn about ALLGOOD's brands and products

@452

i [0 FElements Console Sources Networl Translate to English
» <head> s </head>
~<body data-new-gr-c-s—check-loaded="14.1265.0'
» <header id="header'>:. </header>
~<articles
»<div class="rbox"> - </div>
v<div class="lbox">
. F v<div class="whitebg bloglist">
Qianfeng Med
b <div class="iftop"s o </divs
Release
v<div class="js_content™>
One-stop self-service manuscript publishing »<p style="margin-botton: 10px; padding: @px; color: rgb(68, 68,
povers 100,000+ madia feacurces acros2 [HRIRHRK 68); line-height: 28.8px; text-wrap: wrap; background-color: rgb

(255, 255, 255); text-indent: 2em; text-align: left;"s (- </p>
<p style="margin-bottom: 1@px; padding: @px; color: rgb(68, 68,
68); line-height: 28.8px; text-wrap: wrap; background-color: rgb

(255, 255, 255); text-indent: 2em; text-align: left;"></p>
News Release Soft article - PV P Licas
H . ) promotion : - q
<img src="https://a.iqianfeng.com/video/c931189..png"
e referrerpolicy="no-referrer"> == $@

Diagram visualizing how Chinese marketing firm customers can publish press releases independently, and how Grahpika
linked online content back to these companies.




We found that on the same domain, content was pulled from multiple sources, including from
private servers on Alibaba Cloud. This demonstrates that several stakeholders have permission to
access the domains and upload content from these servers.

~ [ top
~ ¢ northamerica.worldnewstimesnet.com
~ [ News
0 168.html
» [ static
v [0 template/obmzx

= 5 aliypic.oss-cn-hangzhou.aliyuncs.com
~ [ Uploadfiles
~ [ 20250624
D 2025062414394061.002.jpeg
~ [ 20250801
D 2025080118024486.006.jpeg
~ ¢ x0.ifengimg.com
» [ ucms/2025_29
D GEESECBC27FAGEEBBE97E6AE5AEAD0ATEDSD9ERSS, ..
~ ¢ zguonew.oss-cn-guangzhou.aliyuncs.com
~ [ Uploads/function/20240725
D 1721896427782467.png

Example of the domain northamerica.worldnewstimesnet[ Jcom. The source code shows that content is hosted on two
private Alibaba Cloud servers located in Hangzhou and Guangzhou, and one website connected to a Chinese company.

We identified content pulled from two companies that differed from the rest of the ecosystem:

e Shenzhen Tencent Computer Systems Co., Ltd. G EERITEN REHFE 2 F) The source
code of an article hosted on losangelestimes[]net corresponds to a Tencent News “ExEditor”
image card, which is embedded directly from Tencent's Content Delivery Network (CDN)
through the website inews.gtimg[.Jcom. This suggests that the operators of the domains are
using Tencent's CMS tools. This company is a key entity of Tencent Holdings.

<div class— exedltor 1mage card" data captcha-"" data- copyrlght—"(b" data —qgrcode="0" data-source="custom" (

<p style-"box—sulng border -box; margln apx @px 22px; paddlng Opx; border: pr, font-size: 16px; v{
&nbsp;</p>

Extract from the source code found on losangelestimes| Jnet.

e Jiangsu Xinhua Newspaper Media Group Co, Ltd. GI7A#EF#IRI‘ZIEEFAFGRAT) The
source code of an article hosted on uswiredmagazine[Jcom revealed the website
jedn.xhby[.Jnet. This website redirects to the app, “Meeting Point News,” which distributes local
news from the official provincial-level party newspaper of the Xinhua group in Jiangsu
Province. This indicates that the domain was directly reusing, syndicating, or scraping content
from Jiangsu Xinhua.

border-box; color: rgbh(@, @, 0); font-family: &quot;Microsoft Yahei&quot;, &quot;Hiragino
p—md5= "4F5BA79898ACD4E31C696C7309184052" src—"httDs //jedn.xhby. net/dams res/edltlnqllmag_l

[ IR - SR, T S . A RAY _ __ _ _Fa AF_ Lt . — AW

Extract from the source code found on uswiredmagazine[ Jcom.



Companies and Their Websites Hosting the Content on the Domains

Company

Company Name Homepage

Platform
FHIEEHE R XI AR
/A 7] | Shenzhen Kuyue
Marketing Planning
Co., Ltd.

HOXEE & B & FHR

AE2F] | Wuhan xm909[.Jcom/index
Coolfish Interactive www.kuyu909[Jco
Network Technology 'm

Co,, Ltd.

lovemeit[.Jcom lovemeit[.Jcom

xm909[.Jcom

BB EREER
A7] | Zhengzhou
Brilliant Network
Technology Co., Ltd.

xingkongmt[.Jcom

xingkongmt[Jcom xingkongmi[Jcom

BN EEMEREER
/2 7] | Cangzhou
Zuodun Network
Technology Co., Ltd.

kejiwang.com[Jen | zdun.com[]cn

FUNBNR B BB R A
| Hangzhou Jijia
Technology Co., Ltd.

meijieka[ Jcom meijiekal Jcom

BN L ARRIEE R AT
| Wenzhou Bilin Media |cnmtpt[.Jcom
Co,, Ltd

cnmtptJcom

ERFEEHREEAR

/28] | Beijing Fengze ruanwenpul.Joom

giketui[.Jcom

Link to Article Posting | Link Found in the

Source Code

lovemeit[.Jcom

xm909[.Jcom

End Domain

news.alpeninsulatv[.Jto

P
alpeninsulatv[.Jtop

westerninewsl[.]Jcom
news.alpeninsulatv[.]Jto

p
alpeninsulatv[.Jtop

image.xingkongmt[.] |P

com
img24070801.xingk
ongmt[.Jcom

alpeninsulatv[.Jtop
news.alpeninsulatv[.]Jto

carnewsinfo[.Jcom
everysnews[.Jcom
kenyainews|.Jcom
lalalinews[.Jcom
westerninewsl[.]Jcom

oa.zdun.com[.]Jen

newdelhi.globalviewlife].
Jcom
tfr.finance.newyorkdaily
net[.Jcom
ukguardiannet[.Jcom
uswiredmagazine[.Jcom
vancouver.weeklytimesn
et[.Jcom
tch-new.wallstreet-daily[.
Jcom

meijiekal Jcom

newdelhi.globalviewlife].
Jcom

tfr. finance.newyorkdaily
net[.Jcom
vancouver.weeklytimesn
et[.Jcom
lalalinews[.Jcom
westerninewsl[.Jcom

pic.cnmtpt[Jcom

westerninews|.Jcom
lalalinews[.Jcom
wh.kenyainews[.Jcom
kenyainews[.Jcom
canannews|[.Jcom
india.newsheadlinesnet
[Jlcom
news.alpeninsulatv[.Jto

p
alpeninsulatv.Jtop
wallstreet-daily[.Jcom

newyorkdailynet[.Jcom

img.ruanwenpul.Jco
m

india.newsheadlinesnet
[Jcom



https://xm909.com/index
http://www.kuyu909.com/
http://www.kuyu909.com/
http://xm909.com
http://vnewfashion.com
http://carnewsinfo.com/
http://vnewfashion.com
http://carnewsinfo.com/
http://everysnews.com/
http://vnewfashion.com
http://everysnews.com/
http://kenyainews.com/
http://vnewfashion.com
http://kenyainews.com/
http://lalalinews.com/
http://vnewfashion.com
http://lalalinews.com/
http://westerninews.com/
http://vnewfashion.com
http://westerninews.com/
http://kejiwang.com.cn
http://oa.zdun.com.cn/
http://oa.zdun.com.cn
http://newdelhi.globalviewlife.com/
http://vnewfashion.com
http://vnewfashion.com
http://newdelhi.globalviewlife.com/
http://vnewfashion.com
http://vnewfashion.com
http://uswiredmagazine.com/
http://vnewfashion.com
http://uswiredmagazine.com/
http://vancouver.weeklytimesnet.com/
http://vancouver.weeklytimesnet.com/
http://vnewfashion.com
http://vancouver.weeklytimesnet.com/
http://tch-new.wallstreet-daily.com/
http://vnewfashion.com
http://vnewfashion.com
http://tch-new.wallstreet-daily.com/
http://meijieka.com
http://meijieka.com
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com
http://lalalinews.com/
http://vnewfashion.com
http://lalalinews.com/
http://westerninews.com/
http://vnewfashion.com
http://westerninews.com/
http://pic.cnmtpt.com/
http://pic.cnmtpt.com/
http://pic.cnmtpt.com
http://vnewfashion.com
http://lalalinews.com/
http://vnewfashion.com
http://lalalinews.com/
http://vnewfashion.com
http://kenyainews.com/
http://vnewfashion.com
http://kenyainews.com/
http://vnewfashion.com
http://vnewfashion.com
http://wallstreet-daily.com/
http://vnewfashion.com
http://wallstreet-daily.com/
http://newyorkdailynet.com/
http://vnewfashion.com
http://newyorkdailynet.com/
http://qiketui.com
http://ruanwenpu.com
http://img.ruanwenpu.com/
http://img.ruanwenpu.com/
http://vnewfashion.com

Companies and Their Websites Hosting the Content on the Domains

Mingyang Technology
Co,, Ltd.

M B RAZ E R A R
/23] | Jingzhou JuKai
Media Technology Co.,
Ltd.

TN R FF AL AZ IR R
A®] | Guangzhou
Huya Culture
Communication Co.,
Ltd.

TRERE (LR BEE
BR=ELT | Yifeng
United (Beijing)
Technology Co, Ltd

FEIHERITEN RS
AR F] | Shenzhen
Tencent Computer
Systems Co,, Ltd.

X+ 0 #$EmMER
AR2F | Wuhan
Shifenginfen Network
Technology Co, Ltd

jlbtwh[ Jtop

ifengimg[.Jcom

toumeiw[.Jen

AEEN R WS
AR F | Henan
Media Knight Network
Technology Co., Ltd.

mjqishi[.Jcom

=ML FESREER
/A &] | Dezhou Fanzi
Information
Technology Co., Ltd.

BINFEREBRMERR
F BT | Wenzhou
Checu Internet
Information Service
Co., Ltd.

Kbz SR IEEFR
/28] | Changsha Yijie
Culture Media Co., Ltd.

R IR E B R A F
| Hengyang Chuangxin | cx298[Jcom
Media Co, Ltd

BERMFEMERESE
BR2xF] | Yibin
Xuannuo Network
Technology Co., Ltd.

TR AR S SR
ARAF | Jiangsu
Xinhua Newspaper
Media Group Co, Ltd

hnyjem([.Jen

xhby[.Jnet

huyaruanwen[.Jcom

chaojimeijie[.Jcom

meijiedakal.Jcom

ifengimg[.Jcom

gtimg[.Jcom

toumeiw[.Jen

mjqishi[.Jcom

xinwenpul.Jcom

meijiebijial Jcom

zizhu.hnyjem[Jen

zhichengecm[Jcom

jedn.xhby[]net

static.chaojimeijie[ ]
com

gnimg.meijiedakal]c

om

x0.ifengimg[.Jcom

inews.gtimg[.Jcom

img.toumeiw[ ]Jcn

mjqishi[.Jcom

xinwenpul.Jcom

image.meijiebijia[]c
om

zizhu.hnyjem[Jen

cx298[Jcom

dailysc[.Jcom

jedn.xhby[]net/dam
s-res

carnewsinfol.Jcom
cq.kenyainewsl.Jcom
westerninewsl[.]Jcom

chinazhongyi.newyorkda
ilynet[.Jcom
globalviewlife[.Jcom

northamerica.worldnew
stimesnet[.]Jcom

losangelestimesnet[]Jco
m

canannews|.Jcom
kenyainews[.Jcom

westerninews[.]Jcom
lalalinews[.]Jcom
kenyainews|.Jcom
everysnews[.Jcom
carnewsinfol.Jcom

losangelestimesnet[.]c
om

news.alpeninsulatv[.]Jto

p
india.newsheadlines[]n

et

newyorkdailynet[.Jcom

uswiredmagazine[.]Jco
m

india.newsheadlines[.]n
et

uswiredmagazine[.Jco
m


http://chaojimeijie.com
http://static.chaojimeijie.com
http://static.chaojimeijie.com
http://carnewsinfo.com/
http://vnewfashion.com
http://carnewsinfo.com/
http://cq.kenyainews.com/
http://vnewfashion.com
http://cq.kenyainews.com/
http://westerninews.com/
http://vnewfashion.com
http://westerninews.com/
http://qnimg.meijiedaka.com
http://qnimg.meijiedaka.com
http://vnewfashion.com
http://vnewfashion.com
http://ifengimg.com/
http://ifengimg.com/
http://x0.ifengimg.com
http://northamerica.worldnewstimesnet.com
http://northamerica.worldnewstimesnet.com
http://vnewfashion.com
http://northamerica.worldnewstimesnet.com
http://toumeiw.cn
http://toumeiw.cn
http://img.toumeiw.cn
http://vnewfashion.com
http://kenyainews.com/
http://vnewfashion.com
http://kenyainews.com/
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com
http://carnewsinfo.com/
http://vnewfashion.com
http://carnewsinfo.com/
http://losangelestimesnet.com/
http://vnewfashion.com
http://losangelestimesnet.com/
http://losangelestimesnet.com/
http://meijiebijia.com
http://image.meijiebijia.com/
http://image.meijiebijia.com/
http://hnyjcm.cn
http://zizhu.hnyjcm.cn/
http://zizhu.hnyjcm.cn
http://newyorkdailynet.com/
http://vnewfashion.com
http://newyorkdailynet.com/
http://cx298.com
http://cx298.com
http://uswiredmagazine.com/
http://vnewfashion.com
http://uswiredmagazine.com/
http://uswiredmagazine.com/
http://zhichengcm.com/
http://dailysc.com/
http://india.newsheadlines.net/
http://india.newsheadlines.net/
http://india.newsheadlines.net/
http://xhby.net/
http://jcdn.xhby.net/dams-res
http://jcdn.xhby.net/dams-res
http://uswiredmagazine.com/
http://vnewfashion.com
http://uswiredmagazine.com/
http://uswiredmagazine.com/

Companies and Their Websites Hosting the Content on the Domains

B E R B R A R
/28] | Zhengzhou Falv
Network Technology
Co, Ltd

—EIEsF (L) BixHE
fR22F] | AllGood
(Beijing) Technology
Co,, Ltd.

bR FE E XL E
AR F | Beijing
Zhongxin Tuwen
Culture
Communication Co,,
Ltd.

F—EENERREAR
AR 7] | Shenzhen
Yisou Baiying
Information
Technology Co., Ltd.

ifalv[.]Jen

allgood[]Jen

esoboy[.Jcom

82 | Tao Lan

B# | LuXu

#3EE | Lin Qingtao

zxal[Jen

igianfeng[.Jcom

tk163[Jcom

chinahotnet[.]Jcom

danewsl.]Jcc

articledetail[ Jtop

zxal[Jen

a.igianfeng[.Jcom

find.ccpvip[.Jen

img.tk163[Jcom

chinahotnet[.]Jcom

img2.danewsl|.lcc
i2023.danews|.Jcc

img.articledetail[.Jto
p

wallstreet-daily[.]Jcom

canannews[.Jcom
carnewsinfo[.Jcom
everysnews[.Jcom

phinewsinfol.Jcom

kenyainews|.Jcom
cannannews[.]Jcom

News.alpeninsulatv[Jto
p

alpeninsulatv[Jtop

tfr finance.newyorkdaily
net[.Jcom
vancouver.weeklytimes
net[.Jcom
news.alpeninsulat[Jtop
cannannews[.Jcom
carnewsinfol.Jcom
everysnews[.Jcom
kenyainews|.Jcom
lalalinews[.Jcom
Phinewsinfo[.Jcom
kenyainews|.Jcom

northamerica.worldnew
stimesnet[.Jcom

For instances in which the “Company Homepage” and “Link to article posting platform” are the same, this indicates that the
company's homepage and the article posting platform are one in the same — the given company does not have a more

general homepage.


http://ifalv.cn
http://zxcal.cn/
http://zxal.cn/uploads
http://wallstreet-daily.com/
http://vnewfashion.com
http://wallstreet-daily.com/
http://allgood.cn/
http://iqianfeng.com
http://a.iqianfeng.com
http://canannews.com/
http://vnewfashion.com
http://canannews.com/
http://carnewsinfo.com/
http://vnewfashion.com
http://carnewsinfo.com/
http://vnewfashion.com
http://find.ccpvip.cn
http://vnewfashion.com
http://esoboy.com
http://tk163.com
http://tk163.com/
http://vnewfashion.com
http://vnewfashion.com
http://img2.danews.cc
http://vnewfashion.com
http://carnewsinfo.com/
http://vnewfashion.com
http://carnewsinfo.com/
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com
http://vnewfashion.com

We identified that several domains shared certificates with some of these host websites,
suggesting some level of cooperation between some of the Chinese companies' websites and the
domains.

Domain & IP information

IP/ASNs IP Detail Domains Domain Tree Links Certs

Subject

pic.cnmtpt.com

meijieka.com

Validity Valid

2025-10-14 - ayear

2026-11-15

2025-11-18- ayear

2026-11-18

Screenshot of URLScan showing that the domain newdelhi.globalviewlife[ Jcom had two certificates issued at the same

time from the websites pic.cnmtpt[Jcom and meijieka[ Jcom.

Domains and Their Certificates

Domains

Certificates

newdelhi.globalviewlife[. Jcom

meijiekal.Jcom, pic.cnmtpt[Jcom

tfr finance.newyorkdailynet[.Jcom

danews[]cc

vancouver.weeklytimesnet[.Jcom

meijiekal.Jcom, danewsl[]Jcc

jinri.newyorkdailynet[.Jcom

china.toutiao.nronet[.Jcom.

northamerica.worldnewstimesnet[.]Jcom

cn-heyuan.oss.aliyuncs[Jcom

app.uaenewsnet[.Jcom

china.toutiao.nronet[.Jcom.

news.alpeninsulatv[]Jtop

hqgdaily.xaacmyk[.Jcom,pic.cnmtpt[]Jcom,
cn-hangzhou.oss.aliyuncs[.Jcom.

whsc.alpeninsulatv[ Jtop

hgdaily.xaacmyk[.]Jcom

cctv.newsheadlinesnet[.Jcom

cctvzswh[.Jcom

india.newsheadlinesnet[]Jcom

hqdaily.xaacmyk[.Jcom

canannews[.]Jcom

wetimeman[.]Jcom

Note: Data as of Nov. 25, 2025. Source: URLScan

e Five domains shared their certificate with the Chinese and international spoofed media
outlets, including hgdaily.xaacmyk[.Jcom, cctvzswh[.Jcom, and wetimeman[.Jcom.

e Two domains' certificates are from the subdomain china.toutiao.nronet[.Jcom. The domain
nronet[.Jcom is hosted on the same IP address as the subdomains app.uaenewsnet[]com,
jinri.newyorkdailynet[.Jcom, and whsc.alpeninsulatv[.Jtop.



e Two domain certificates came from cn-heyuan.oss.aliyuncs[]Jcom and
cn-hangzhou.oss.aliyuncs[.Jcom. Aliyuncs[.Jcom is the domain for Alibaba Cloud services.
OSS references an object storage service, Alibaba's scalable storage solution Cn-heyuan and
cn-hangzhou identifies the physical location of the server as Heyuan, and Hangzhou, China.
This means these domains are hosted on an Alibaba Cloud server in Heyuan and Hangzhou,
respectively.

Three websites, meijieka[Jcom, pic.cnmtpt[]Jcom, and danews[]cc, associated with three
companies, were both hosting content and sharing the same certificates as some of the
domains.

e meijieka[.Jcom, which is operated by the company Hangzhou Jijia Technology Co., Ltd. (7t
ENRE AR A F), is hosted on the same IP address as ruanwen[]pro and lianmeishe[.Jcom,
two other websites hosting the content of the domains. On its homepage, the website
meijiekal.Jcom redirects its overseas packages offers to the websites “news.shiworld[.Jen” and
“web.ebuypress[.Jcom”, which have been identified as two of the websites where the
companies Shenzhen Haimai Yunxiang Media Co., Ltd and Shanghai Haixun Technology Co.,
Ltd host their packages.

e pic.cnmtpt[Jcom is operated by Wenzhou Bilin Media Co. Ltd. GBJMEL4B4E5EHR2A ),
which describes itself as a full-service advertising media company.

e danewsl]cc is operated by the individual Lu Xu (&#3). Lu is also the legal representative of the
company Wuhan Shifenginfen Network Technology Co, Ltd, whose website “toumeiw[.Jcm”
hosts content from the domains. The website articlef.danews|.Jcc previously resolved to the
same IP address 139.224.201.517 as toumeiw[.Jcm.

The Marketing and PR Companies

When researching the domains' names on search engines, we identified websites for five
additional Chinese companies that advertised the ability to place content on these domains and
other alleged news domains. These companies often promoted this in the form of “press
releases” to promote or publicize goods, services, or events on behalf of their clients. These
companies did not host content on their own websites.


https://www.irsem.fr/storage/file_manager_files/2025/10/focus-3-charon-a4-ok.pdf
https://www.beianx.cn/info/269357214326853
https://88cha.com/detail?companyId=3m06xy3PIeeXynE9D7fQXjcrFsx5a6Rl&scene=default
http://articlef.danews.cc

© Bt

https://m.ruanwenshijie.com » meiti - Translate this page 3

World News Information Network
World News Information Network is a world-wide cooperative media for soft news. World News
Information Network has significant influence and dissemination power in the field of online news medi...

Al 78R

¥ https://xw.178rw.com > xwtg - Translate this page :

World News Information Network advertising, one-stop news promotion
media supply platform - 178 Soft News Network

Massive news promotion media resources, one-click media search, and media advertising placement on
the world news information network are simple and reliable.

Example of search results on Google showing two companies advertising their ability to place media content on
worldnewstimesnet[.Jcom, one of the domains from the first set.

N . .
9% ﬂ 7)? News media Self-media WeChat Media Search Media search
S ibo Media
Enalish) ¥50.00 News am?ngrm%on overseas  yes yes Not including webpage indexing placing an order, please provide one. Mobile layout is not
9 included. If you do not know how to layout, please provide a
document when placing an order.
South Africa 24-hour English website  ¥50.00 News and Information  overseas yes yes Not including webpage indexing Editing is instantaneous online.
. " " " N N B N Please specify your language when placing your order. English
Indian Headlines English Website ¥50.00 News and Information  overseas yes yes Not including webpage indexing N
is the default, but Hindi is also acceptable.
Global Views Lifestyle (English ! ) - For leading American media outlets, only documents or links in
Website) ¥50.00 News and Information  overseas yes yes Not including webpage indexing pure English are accepted; Chinese submissions will incur a
translation fee.
For leading Middle Eastern media outlets, documents or links in
Emirates News (English) ¥50.00 News and Information  overseas yes yes Not including webpage indexing pure English are required; Chinese submissions will incur a
translation fee.
For leading American media outlets, only documents or links in
Wired Magazine (English website) ¥50.00 News and Information  overseas  yes yes Not including webpage indexing pure English are accepted; Chinese submissions will incur a
translation fee.
For leading American media outlets, only documents or links in
World News Network ¥50.00 News and Information  overseas  yes yes Not including webpage indexing pure English are accepted; Chinese submissions will incur a
translation fee.
American New Technol English For leading American media outlets, only documents or links in
Website logy Eng| ¥50.00 News and Information  overseas yes yes Not including webpage indexing pure English are accepted; Chinese submissions will incur a
translation fee.
For leading UK media outlets, documents or links in pure
The Guardian (English website) ¥50.00 News and Information  overseas yes yes Not including webpage indexing English are required; Chinese submissions will incur a
translation fee.
. N For leading American media outlets, only documents or links in
New York Daily News (English . . . o - el
website) ¥50.00 News and Information  overseas yes yes Not including webpage indexing pure English are accepted; Chinese submissions will incur a
translation fee.
For leading American media outlets, only documents or links in
Los Angeles Times English website ¥50.00 News and Information  overseas yes yes Not including webpage indexing pure English are accepted; Chinese submissions will incur a
translation fee.
For leading American media outlets, only documents or links in
Time Magazine's English website ¥50.00 News and Information  overseas yes yes Not including webpage indexing pure English are accepted; Chinese submissions will incur a
translation fee.
All media content is in English. Only English manuscripts are
. accepted. If you do not have an English translation when
The I N N . . N N B
‘e Wall Street Journal (English ¥5000  Newsand Information overseas  yes yes Not including webpage indexing placing an order, please provide one. Mobile layout is not

website)

included. If you do not know how to layout, please provide a
document when placing an order.

Example of mjyuan[Jcom, a website displaying its services for placing content on overseas media outlets. These media

outlets redirect to the spoofed international mainstream media outlets from the first set of domains.

These companies, along with some of the content hosting companies, claimed to have access to
thousands of influential, widely read domestic and international media outlets and social media
platforms through strategic partnerships established with top global media and news agencies.
In reality, the companies likely sold space on websites that only mimicked these prominent
organizations, with a fraction of the traffic.




Strategic partnerships have been established with top global media and news agencies, including the Associated Press (USA),
Agence France-Presse (France), Reuters (UK), Jiji Press (Japan), Yonhap News Agency (South Korea), Bloomberg (USA), ANSA (ltaly),
Anadolu Agency (Turkey), and Iberia Presse (Spain), among dozens of other news agencies. Media distribution and dissemination can

cover more than 200 countries across five continents and more than 120,000 media websites.
[ > ] AFP@ ¢ REUTERS AP ) wixit

© i ¥GuardianTV [USN&WS | ANSAit yahoo/ W11 o

| want to publish an article|

Screenshot of a company’s website claiming strategic partnerships with multiple top global media and news agencies and
displaying the logos of AFR Reuters, AR and others.

The Marketing and PR Companies

05 & i A& 1% 32{E (b =) ABR 22 7] | Blue Eagle Times Media Culture (Beijing) Co., Ltd.
70N 5 48 B BR 22 8] | Guangzhou Vision Network Technology Co., Ltd.

REMARE CETNERBRZLESE | Dongguan Dongcheng Feifei Network Technology Operation
Department

EHITE & XAt B R 22 7] | Shenzhen Lanxi Culture Media Co., Ltd.
FTHENTEEEAR/AT | Jining Xinbaoli Advertising Media Co., Ltd.

When investigating these companies, we surfaced several indicators suggesting they are run by
individuals who hold various positions across the Chinese corporate, academic, and government
ecosystem. This corroborates findings by IRSEM and Tadaweb.

e Xu Xiaoyi, fREEZ, the founder and manager of Blue Eagle Times Media Culture (Beijing) Co.,
Ltd. On Baidu, Xu is identified as president of China Hundred Media Alliance (F & & R i & Bk
BA%t), editor-in-chief of China and Foreign News Agency (F4¢@##t), member of the
International Federation of Chinese Journalists (BEFrH X i2ZEEKE X)), visiting professor at
the economic development research center of the Chinese Academy of Management
Sciences, and chairperson of the Artificial Intelligence Committee of the China Business
Culture Research Association. A Sohu article describes her as “playing a key role in co-hosting
an event with the Embassy of Madagascar in China” and “promoting the smooth
implementation of various agenda items and building a convenient channel for Chinese
companies to expand overseas.”


https://www.irsem.fr/storage/file_manager_files/2025/10/focus-3-charon-a4-ok.pdf
https://www.sohu.com/a/915464509_121683521
https://www.sohu.com/a/915464509_121683521
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Photo of Xu Xiaoyi, the founder and manager of Blue Eagle Times Media Culture (Beijing) Co., Ltd., receiving the 2025
award of China Brand Innovation Outstanding Entrepreneur.

F &

Photo of Xu Xiaoyi, the founder and manager of Blue Eagle Times Media Culture (Beijing) Co., Ltd., with the Madagascar
Ambassador to China during an event she helped co-host.

e Guo Weihua (2BfF4t) is the legal representative of the company Guangzhou Vision Network
Technology Co., Ltd. Three articles from local Guangzhou-based outlets refer to Guo as the
Deputy Director of the Office of the China Foreign Trade Center. The articles guote Guo
referencing a plan for “increasingly leveraging foreign media outlets to amplify our outreach."


https://gzdaily.dayoo.com/pc/html/2022-04/03/content_867_788423.htm
https://www.gbaiea.com/817.html
https://www.gz.gov.cn/zt/qltjygadwqjsxsdzgzlfzdf/zxxx/content/post_8169900.html

Photo from the Greater Bay Area Importers and Exporters Association's website. Guo Weihua, first on the left, is part of the
China Foreign Trade Center Delegation and participated in a working group with the Chamber of Commerce.

The Clients

When researching the Chinese companies found in the source code of the spoofed mainstream
media outlets (Set 1), we surfaced a contract and a bid notice posted on websites for the city of
Changchun in China's Jilin Province. These documents reveal that the Changchun Municipal
Bureau of Commerce contracted Jilin Baitao Culture Communication Co., Ltd. (F# & %&b 1&
FB AR 22 5], henceforth “Baitac”) to promote Changchun’s “exhibition activities.”

The contract stipulates that Baitao will place over 50 promotional reports in international media
networks, produce short-form videos, and launch a “Changchun Exhibition” column with over 350
articles on the so-called “New Media Weekly Review” app and website. The city of Changchun
paid Baitao a total of 109,500 RMB ($15,455) for its services. This business relationship likely
produced an article on uaenewsnet[Jcom that promoted an August 2023 technology expo held in
Changchun, among other pieces of content in this network.


https://www.gbaiea.com/817.html
https://web.archive.org/web/20251211084507/http://swj.changchun.gov.cn/zwgkhxxgk/ggzypz/zfcg/202211/P020221115545887543623.pdf
http://zwgk.changchun.gov.cn/zcbm/fgw_98002/swjxxgkml/202211/t20221101_3078912.html
http://www.uaenewsnet.com/c2/1084.html
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Extract from a contract in Chinese, which includes the Chinese names of the spoofed mainstream media outlets (Set 1)
found in the source code of these domains.



5 Cooperation content

Party B shall complete the following tasks based

ion and highlights of

(1) The Changchun Municipal Bureau of Commerce will simultaneously publish informaz

ted to: The Wall Street Journal (Englis

s websites, including but not lir

"‘-B;D!’ exhibitions on overs

Magazine (English website); Los Angeles Times (English website); New York Daily News (English website); The

Guardian (English website); New Tech (English website); World News Network; Wired Magazine (English website)
Emirates News (English website); Global Views Lifestyle (English website); International Media (Chinese
version); The Times of India; Jakarta Globe; Liberty Belgian; Kompas (Chinese website); Dubai News;
Kyodo News (Chinese version); Yonhap News Agency (Chinese version); The Mirror (Chinese version);

Pravda (Chinese version); European Times (Chinese version); Time Magazine (Chinese version); The Wall

Street Journal (Chinese version); Bloomberg News (Chinese version); The Guardian (Chinese version).

e

English-language translation of a contract that includes the names of the spoofed mainstream media outlets (Set 1) found
in the source code of these domains.
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Openness, development, cooperation, win-win! The 14th China-Northeast Asia Exposition(hereinafter referred to as

the 14th Northeast Asia Exposition) was held at Changchun International Convention and Exhibition Center on October 23.
Since the beginning of this year, China has held the first national exhibition for Northeast Asia, attracting more than a

The 10th GLA Global
Logistics Conference
Held Grandly in
Dubai, UAE

thousand domestic and foreign enterprises to participate in the exhibition, showing new products, meet new partners, find

new opportunities, open up new markets, and create a better future.

‘Wan Aiguo was
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The 14th Northeast Asia Exposition attracted many citizens to participate in the exhibition and shop.

New Technology ——

Screenshot of an article posted on uaenewsnet[Jcom which promotes the 14th China-Northeast Asia Exposition held at
Changchun International Convention and Exhibition Center. The article, published on Aug. 24, 2023, claims that the
exhibition was held on October 23, but the exhibition took place from Aug. 23 to Aug. 27, 2023.

We found that Baitao's legal representative, Liu Lili (XI]3LFi), also represents Jingzhou JuKai
Media Technology Co., Ltd. (il B R4Z #EFH R F R 22 F), one of the hosting content companies.
We identified other contracts involving Baitao, including one with the Propaganda Department of
the CPC Changchun Lianhuashan Ecotourism Resort Working Committee in 2022, another with
the Changchun Lianhuashan Ecotourism Resort Commerce Bureau in 2024, and a third with the
Jilin Provincial Department of Veteran Affairs in 2024.

Additionally, we found several indicators linking the spoofed Chinese media outlets (set 2)
registrant information to two entities in the medical sector.

e These domains listed their registrant as Qi Guilan (374#2%) and the email address
413527086@qq[.Jcom.

e The email address redirected to 11 similar spoofed Chinese media outlets. One of these
domains was hosted on the same IP address (47.243.88.228) as several websites in Sets 1
and 2.

e Six of these 11 new domains have registrant information that lists the individual Su Yanwu (7
#84), Beijing Medical Culture Exchange Center (At IREEXILXFH L), and the company
Contemporary Famous Doctors Culture Communication (Beijing) Co. Ltd. (¢ EX L1 1E
(L) AR A7), whose legal representative is Su Yanna (752 55).


https://www.1688.com/pingjia/88cha/shangji/68dcae4d9c144eb94524aabc90a61ad2.html
http://www.jl.gov.cn/ggzy/zfcg/htgs/202405/t20240511_8907450.html
https://user.cacp.org.cn/bidding/280287.htm
https://tyjrt.jl.gov.cn/fw/tzgg/202409/t20240903_8971633.html

e Searching for these names on Google revealed a company data service on Baidu that listed
both Su Yanwu and Qi Guilan as employees of Contemporary Famous Doctors Culture
Communication, a Beijjing-licensed radio and television program production company. The
company lists the medical and healthcare sector as its main customer group, which is
consistent with the focus of the Chinese spoofed media outlets on Chinese traditional

medicine.
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Google results when searching for Su Yanwu and Qi Guilan show that they are both employees of the company
Contemporary Famous Doctors Culture Communication (Beijing) Co., Ltd.


https://gdj.beijing.gov.cn/xzxkxxgsNEW/2025/202503/t20250321_4041589.html
https://m.zhipin.com/gongsi/db28613857178ec11XR509y-Fw~~.html
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Map showing the provinces in China where the identified companies are located. Source: Created by Graphika with
Flourish.



Behavior

The domains in all three sets are primarily focused on impersonating legitimate English- and
Chinese-language media outlets. The operators behind these domains likely seek to deceive
clients by placing client content on these domains and claiming that they are the outlets they
impersonate. The sites hosted on these domains are often poorly constructed using the same
CMS template. They feature content pulled from external sources, hosted on websites belonging
to marketing companies. These companies offer “soft-article generation” services — content
designed to present a product, brand, service, or opinion persuasively, using a news-style layout to
enhance credibility. Accounts on both Western and Chinese platforms, including
Spamouflage-linked accounts, amplify the low-quality content.

Impersonating Legitimate International English and Chinese Media Outlets

The domains spoofed both Western and Chinese news outlets. Some domains — such as
uswiredmagazine[.Jcom and losangelestimesnet[.Jcom — closely mimicked specific outlets (e.g.,
Wired and The Los Angeles Times) in their URL structure, site titles, branding, and overall design.
Source code review of these domains revealed that the operators copied specific design elements
directly from the legitimate outlets.

navigation__logo-image'>
<picture class="standard-navigation__logo-image responsive-image"><img alt="WIRED" class="responsive-image__image"
src="https://www.wired.com/verso/static/wired/assets/logo-header.a7598835a549cb7d5ce024ef0710935927a034f9.svg" srcSet="" sizes="100vw"/></picture>
</span></a></div>
<div class="standard-navigation__section--utility-links">
<div class="standard-navigation-account standard-navigation__section--utility-links-login">
<div class="sc-gKAblj sc-fKgIGh fFuSsE lcoPDM standard-navigation-account__bookmark-alert" role="tooltip">
<div aria-hidden="true" role="presentation" class="sc-dIvqjp ijIfcC"></div>
<div aria-hidden="true" role="presentation" class="sc-hHEjAm hZnKrK">
<svg class="icon icon-bookmark icon-bookmark--activated" width="24" height="24" viewBox="-0.5 -9 10 32" fill="none"

Screenshot of the source code from uswiredmagazine[ Jcom showing design elements copied from wired[Jcom.

Some domains, such as ifengvideo[]cn and alpeninsulatv[.Jtop, nominally mimic specific outlets
(Phoenix TV and The Peninsula [Qatar]), without attempting to replicate branding or design.

Other domains, such as carnewsinfo[.Jcom and canannews[]com, presented as more general
interest destinations, including an automotive news outlet and a Canadian news outlet,
respectively.

Pulling Content From External Sources

The source code of the identified domains revealed that the images displayed on the news
domains are not hosted on these domains, but are pulled from external websites. These websites
are functionally content hosting providers.

href="/Software/184.html"> <img src="https://pic.cnmtpt.com/Uploadfiles/20251103/2025110314151683.001. jpeg" onload="zonstar.LoadImage(this, 180, 130)"|

Example of the source code of one domain showing that the image displayed in an article was pulled from
pic.cnmtpt[ Jcom.



http://wired.com

We identified multiple sites displaying content hosted on the same domain. This suggests that
different companies administering these hosting providers have access to the identified domains
that spoof news outlets.

For the Spamouflage-amplified articles targeting Falun Gong and Shen Yun, the source code
revealed that the images were hosted on a private Alibaba Cloud server in Hangzhou, likely in an
attempt to obfuscate the content and corporate origins.

<img src="https://aliypic.oss—cn-hangzhou.aliyuncs.com/Uploadfiles/20250217/2025021712190374.001. jpeg"

Screenshot of the source code of the domain alpeninsulatv[ Jtop showing that an article targeting Falun Gong and Shen
Yun and amplified by Spamouflage-linked accounts alpeninsulatv[Jtop used images from a private Alibaba Cloud Server in
Hangzhou.

Same Content Management System (CMS) Template

Using CMS detector tools, we found that the identified domains likely were not using a common
CMS such as WordPress, Joomla, or Drupal. A CMS is a software application that allow users to
create, manage, and publish digital content for a website or other platforms without needing to
code.

e We didn't find any wp-directory, administrator, or tag advertising a CMS.

e The HTML markup and asset file names did not match common themes/plugins or modules
from widely used CMSs.

However, we found that all these domains had the same architecture style.
e They all used identical layouts, suggesting the use of the same templates.

e They load their pages as pre-rendered static HTML. The home page is a plain index.html, and
many subpages are simple /c1/, /c2/, etc.

e They had identical folder structures with either /upload/YYYYMMDD/, /api/image/ or
/static/upload/image/YYYYMMDD/.

e They used hash-based asset filenames. (e.g, main.90ab6570e0b8548a3bb3 js,
vendors.5252df7df5ee286e7a8 js, runtime.06b0db4eb1d6179a9a16.js,
head.de9ae465b4b1213b230a.js)

Despite this, we did not surface strong indicators suggesting that a single operator manages
these domains.


http://alpeninsulatv.top/Venue/156.html
http://weeklytimesnet.com/c1/2053.html
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Example of northamerica.worldnewstimesnet[Jcom and newdelhi.globalviewlife[ Jcom sharing the same template-based
news layouts. They have a similar grid with thumbnails and titles, a sidebar for “Latest” or "Recommend.” The sites have
identical architecture with different themes applied.

Use of UEditor

The source code of the identified domains revealed the frequent use of UEditor, a common
WYSIWYG editor in Chinese CMS platforms developed by Baidu. This tool is used to create or edit
articles that automatically store attached images and/or files.

v ¢ oa.zdun.com.cn
~ [ /Uploadfiles/UEditor/Wordfile/20241116/202411161709...
[ 2024111617094265.001.jpeg

Screenshot of the source code of one of the identified domains. It shows that an image was uploaded via a web-based
content editor (UEditor) on an internal CMS server oa.zdun.com[Jcn.

Soft-Article Generation

Most of the PR, marketing, and hosting provider companies operated “soft-article (¥i3X)"
publishing platforms. In addition to serving promotional purposes, soft articles are also intended
to improve the visibility of a product, brand, service, or opinion in search engine results.

Some of the soft article publishing platforms offered an option to sign in, likely so that customers
can log in and publish content independently. Due to this restriction, we were unable to access
any of these platforms firsthand.


https://en.wikipedia.org/wiki/WYSIWYG
https://vip.hnyjcm.cn/?kf_uid=17513479882461&kf_n=morenkefu
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(5)) Platform Announcement:

The system upgrade is complete, and orders can be placed normally.

For advertorial promotion and distribution platforms, choose Media Cate.

Specializing in content marketing, press release distribution, media promotion, Q&A marketing, and encyclopedia creation.

:‘g‘ @

Media/Newspapers Self-media Xiaohongshu KOLs WeChat Official Overseas press
Mainstream 30,000+ self-media Xiaohongshu influencer Account releases
media/newspapers accept publishing resources, first. promotion + original First—hand WeGhat officlal Published In overssas media

account resources, covering outlets such as the

Homepage for the Meijie Ka (8%4vM) soft article publishing platform, operated by Hangzhou Jijia Technology Co., Ltd. (it
MENREHRAMR2AF]). Note that the platform claims to offer access to major outlets such as People’s Daily and Xinhua,
and requires users to log in.

Amplifying Anti-Falun Gong Content Via Spamouflage on Western Platforms

A set of 41 X accounts and three Facebook pages, which we assess with medium confidence are
linked to Spamouflage, shared links to two of the Set 1 domains in a coordinated manner. The X
accounts and Facebook pages demonstrated signs of inauthenticity similar to Spamouflage
accounts, including using likely randomly generated usernames and stock profile pictures, having
almost no following and followers, criticizing Falun Gong and Shen Yun, and posting identical
content simultaneously.


https://x.com/AllistirM42680/status/1972477050301935914
https://x.com/TeriPana77781/status/1977686558963818560
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Example of two likely Spamouflage-linked accounts sharing links to an article targeting Falun Gong and Shen Yun posted
on weeklytimesnet[Jcom, one of the spoofed mainstream media outlets.

The links redirected to articles targeting Falun Gong and its affiliated entities (Shen Yun and Li
Hongzhi). Mandiant (now Google Threat Intelligence Group) previously observed an overlap
between the spoofed media domains and the Spamouflage accounts in the HaiEnergy campaign.

These findings, paired with the previously mentioned obfuscation efforts, suggest that the
anti-Falun Gong content was likely placed on behalf of a covert actor, possibly one aligned with
the PRC.

Amplifying Other Content on Western Platforms

We identified several accounts and pages on Douyin, Facebook, Instagram, and X sharing links to
articles or screenshots of the spoofed news domains.


https://cloud.google.com/blog/topics/threat-intelligence/pro-prc-haienergy-us-news/
https://x.com/tohiruka_/status/1843866758727467008
https://www.douyin.com/user/MS4wLjABAAAAqwYPqfKNXQjh6LmNkJC22Az6gjMpYg40vEPfCMygN66PUPq9qgYlZP8ZM79aEeqI?from_tab_name=main&relation=0&vid=7480154089469316415
https://www.facebook.com/villagemacau
https://www.instagram.com/p/C4LFehqtZ1H/
https://x.com/Jasontothemooon/status/1759499721939501163
https://www.facebook.com/share/p/1JsQyFrjH5/
https://www.douyin.com/video/7475313744885697831
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aualitv trainina and assessment activitv"
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31 likes
March 6, 2024

Prayer scene
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»  The birth rate of China's populati

wallsreet-daity.com

The birth rate of Chinz
kB #A TP EOWERITFR

3 [ AR TISESC , 42
8K o e ) 288 i -

just like the'population®structure of this

comm

The birth rate of China's population should be the first priority The Wall Street Journal (English website) (video): h wallstreet—
daily.com/c3/1893.html Time Magazine (English website) (video): http://weeklytimesnet.com/c1/2047.html Los Angeles Times (English websi... more

Example of an Instagram post (top) and Douyin video (bottom) sharing screenshots and links of articles shared on the
spoofed mainstream media outlets.

Some of these accounts and pages shared links to the domains several times. We were unable to
confirm links between these amplifiers and the domains.


https://www.facebook.com/share/p/16Y5TPn6Li/
https://www.facebook.com/share/p/1JKDbdJFNo/
https://www.facebook.com/share/p/1DM1HmZjL9/
https://www.facebook.com/share/p/1BpGiyTXJe/

Accounts on Chinese Platforms Portraying Chinese Cultural Events and Celebrities as
Internationally Acclaimed

After Chinese marketing and PR firms placed content on these websites on behalf of clients, the
clients would often then promote this content on Chinese platforms and websites as evidence
that influential news outlets had covered their company. We identified several instances on
Chinese websites and platforms, including Sohu and NetEase.

Provincial Chinese We observed multiple instances of

state media outlet . . :
multiple Set 1 domains mentioned

together in the same article or press

Lei Junxiang, a young actor from Chonggqing, ranked
among the top ten international child stars by foreign release. -
media

=

‘On the occasion of
International Children’s Day, the
2023 ranking of the top ten
international child stars
selected by many English-
language media such as Time
i Magazine, The Guardian, New
mpmenns g York Daily News, World News
rva® and Information Network, and
Los Angeles Times has been
announced.”

We observed references to the Set T domains in an article on henan.chinal Jcom, a provincial news outlet. The article
included screenshots from the Set 1T domains that praised a Chinese child actor as "among the top ten international child
stars.” The actor's talent agency likely purchased promotion services from one of the companies in this network.


https://www.sohu.com/a/884548128_121885030
https://www.163.com/dy/article/JN08ADOO0518C97I.html

Jinan Flower Festival Goes Viral in UAE: From His works have been published in: Toscana TV (ltaly), Time Magazine (USA),
Niche to Popularity — A Beautiful Festival Square New York City (New York), The Guardian (UK), New York Daily News,
The Wall Street Journal, Los Angeles Daily News, New Technology News

(USA), Daily News (UAE), Rongbaozhai, Xinmeiyu, Ta Kung Pao, Art World,

( 5 19:0:

Recently, a traditional festival from Jinan, China, has garnered widespread attention . .

Corporate Culture, as well as People's Art Network, Sohu News, Phoenix
in the United Arab Emirates. UAENewsNet published an article titled "From Niche to
News, Sina News, China.com, People's Daily Europe, Vogue, Harper's Bazaar,
Mainstream: The Flower Festival — A Beautiful Festival Chosen by Jinan," showcasing ’ ’ ! P Y pe, Vogue, P ’

this unique and beautiful cultural phenomenon to the world. People’s Daily and other well-known professional media.

International media outlets, including The Wall Street Journal, The Guardian, and the UAE
Daily News, reported on the successful hosting of the 4th World Young Entrepreneurs
Convention.

SEARCH 0
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THE 4TH WORLD YOUTH BUSINESS CONFERENCE Great Chinese Medicine " - Chen
WAS HELD Changtao:
Time: 2024-10-30 13:18 Read: 609 [ Maricer inFor )

On October 27, 2024, the 4th World Youth Business Conference with the theme of "Unity,
Openness, and Win Win" was grandly held in Changshu, Jiangsus. Li Jinhua, Vice Chairman of
the 11th National Committee of the Chinese Peaple’s Political Consultative Conference,
attended the conference and announced its opening.

CHINESE MEDICINE STUDIOS SETTLED IN
BOAO INTERNATIONAL HOSPITAL, JIMIN
PHARMACEUTICAL ADDS ANOTHER
MAJOR BENEFIT
CHINESE ARTISTS' OVERSEAS MEDIA
EXHIBITION ——ZHAOGUANGSHENG

RECENT POSTS

instruction. These works have been reported, selected, and screened by mainstream media both within and outside Hubei Province, including the "Study the
Great Nation" Hubei platform, the "Study the Great Nation" Shandong platform, Xinhua Net, People's Daily Shandong Channel, Shandong TV, Dazhong
Net, Shandong Art Net, China News Network, Qilu Net, Shandong Radio, Jinan TV, Toutiao, Ezhou Daily, Ezhou Radio and Television Station, Ezhou
Government Website, The Wall Street Journal, The Guardian, New York Daily News, Los Angeles Daily News, French Times News Network, Vancouver
Daily News, North American Entertainment Online, Wired Magazine, Tencent, and Youku. More than 600 public accounts and WeChat groups have

forwarded the content, with over 30 million clicks.

Examples of articles posted on Chinese websites and platforms that claim international mainstream media outlets
reported on Chinese festivals and published the works of Chinese artists.




Content

The content published by these domains varied widely in its subject matter, highlighting the likely
diversity of the clients behind the promotional campaigns. Some articles pushed clear pro-China
messaging, including content targeting Falun Gong and Shen Yun, or recycled Chinese state
media content. The articles also focused on cryptocurrency and finance or promoted goods and
services. Other articles publicized Chinese cultural events and Chinese celebrities.

Spamouflage Amplification of Set 1 Domains

HOME FAVORT

Software Legacies Technology Sports Culture economy
A HOMEsVenue | Software MORE
. . s : : 2022-09-21
Breaking News: Falun Gong’s Shen Yun Art Troupe Under Investigation by
U.S. government ignores "greatest mass-
U.S. Government disabling event in human history:" Long COVI
B experts
2025-02-17 13:27:58 Visits: 5491
2022-09-21
U.S. government ignores "greatest mass-
Falun Gong's Shen Yun Art Troupe has been the subject of numerous lawsuits lately. At the beginning of 2025, the New disabling event in human history:" Long COVI
York Times, a mainstream media outlet in the United States, broke the news that Shen Yun was under investigation by the experts
New York Department of Labor and the federal government for various crimes, including bullying and abusing minors, 2022-09-21
defrauding of aid, visa fraud, and instructing students to carry large amounts of cash to avoid paying taxes. The New York Venezuela says U.S. sanctions causing
Times reported that Shen Yun was under investigation by the New York Department of Labor and the federal government for emigration spike
allegedly abusing minors, defrauding them of aid money, visa fraud, and instructing students to carry large amounts of cash 2022-09-21
lin order to avoid paying taxes. . X
Venezuela says U.S. sanctions causing
emigration spike

Screenshot of an article on alpeninsulatv[Jtop covering an ongoing investigation into the Shen Yun dance troupe.

Spamouflage assets amplified two of the five unique articles condemning Falun Gong that this
network produced. Spamouflage has also reposted text from these articles without linking
directly to them.

e ‘“Breaking News: Falun Gong's Shen Yun Art Troupe Under Investigation by U.S. Government.”
This article highlights recent investigations into and lawsuits against Falun Gong and its
leader, Li Hongzhi, accusing Li of “prolonged mind control and physical abuse” of children. The
article appears on northamerica.worldnewstimesnet[]Jcom, ukguardiannet[Jcom, and
alpeninsulatv].]top.

e “An inventory of the number of overseas Falun Gong cadre members who refuse medical
treatment and unnatural deaths.” This article insinuates that Falun Gong encourages


https://www.pixiv.net/novel/show.php?id=21073780
https://www.backchina.com/blog/382343/article-383277.html

pseudoscientific practices that lead to deaths among its members. The article appears on
globalviewlife[.Jlcom and uaenewsnet[.Jcom.

e “What is the reason for the frequent deaths of Falun Gong practitioners.” Similar to the article
discussed above, this article highlights Falun Gong pseudoscientific practices. The article
appears on losangelestimesnet[.Jcom and worldnewstimesnet[.Jcom.

e ‘Falun Gong Falling Apart Under New Media." The article appears on weeklytimesnet[.Jcom,
losangelestimesnet[.Jcom, usnewtechnology[.Jcom, and newyorkdailynet[.Jcom.

e ‘Investigation Reveals Controversial Aspects of Shen Yun's Operations.” This article claims
that Shen Yun's performances are first and foremost intended to advance “specific ideological
agendas” The article appears on worldnewstimesnet[]net, uaenewsnet[.Jcom,
ukguardiannet[.Jcom, and losangelestimesnet[.Jcom.

Cryptocurrency and Financial Content

We observed accounts and pages on Facebook, Instagram, and X that are not linked to
Spamouflage posting links to several domains in Set 1. These links contained discussions of the
financial sphere and advertisements for various cryptocurrencies.

@ BTCs# 3 tbi5T o - A) Momokan (oS
@BTCs_zh @ @unitancocco

4 Translated from Chinese Show original {&

. Breaking News!

Inscription Bitcoin $BTCs Reported by International News Networks! [
1. Wall Street Journal English Site J;
wallstreet-daily.com/c3/1295.html?1...

2. Time Magazine U.S. English Site;
weeklytimesnet.com/c1/1604.html

{4 Show translation

To Espore Co., Ltd

From another investment fund (YU & T Capital Partners)
Public inquiries submitted

Waterside Charm Ltd. The TOB proposal is also true!!
Original article from wallsreet

3. Los Angeles Times English Site s$; wallstreet-daily.com/c3/1688.html
losangelestimesnet.com/c4/1335.html

Reports BTCs Brand Upgrade Inscription Bitcoin! Address Count Breaks Espoa is delaying disclosure

Through 20,000! #1 on OKX Hot List"_ Is Nagoya ID encouraging disclosure?
#Bitcoin #Ordinals = $BTCs # Espoa

Rate this translation: & &8 R i e e

INSCIPTION 131ICOIN WIT OVET ZUUUU aaaresses YURTH ¥ B0 - »— F F— X,
HAD LRt LCARBAba 2 5

024-10-05 11:41 #13:822

BRC20 INSCRIPTION BTCS OFFICIALLY UPGRADED TO
INSCRIPTION BITCOIN WITH OVER 20000 ADDRESSES

AERPER L A

| DMCRBINTEWN T o WD oA L4

- vee

Y 32%

5125 % < <Al

5 B

;0

C
0384 BTC

3:51AM - Jan 2,2024 - 3,491 Views 4:55 AM - Oct 6, 2024 - 4,217 Views

Example of two X accounts promoting cryptocurrency content and redirecting to some of the spoofed mainstream media
outlets.



Content Promoting Goods and Services

Most of the content on these domains promotes a product, service, or activity on behalf of an
organization — likely a client of one of the 30 companies. We observed accounts on X and
Facebook posting links to Set 1 domains that contained articles promoting commercial goods
and services.

@ AlCome g
wome  @AICOMe2023

BtigerShopping
{/ = Maverick Power with SVAIRI to Incubate Al Come APP June 22, 2022 - @
(weeklytimesnet.com/c1/1521.html#)
http://globalviewlife.com/c1/805.html

Al COME CHANNEL .
- - http://ukguardiannet.com/c3/986.html

Telegram Btigershopping #MTB%Y WGIETFTIN O3 IREI Qffed 2021 Q ALEATCT ISTE AN FEE | Qft
“vm;kr’:;fwe) LA STAPIEL AP SRSAOIS T @ 5Te, TEHTOIE QAT ST 1T T, SO
(tiktok.com/@aicome237Lang..) Tfoafer fefatr om Q3L T TS By oW $& | Btigershopping Qfér 2023 #=fg wfem

Twitter TK 50000000 5118 QTR Fams fAwe
(x.com/aicome2023)

: Facebook : : http://globalviewlife.com/c1/805.html

(af::::;::,:,)m/pm epheid-) http://ukguardiannet.com/c3/986.html|

(instagram.com/aicome _23/) Btigershopping platform has officially entered the Bangladesh market this year's April 2021. It
( Y‘:“l“b_e Jontcomes) follows the relevant requirements of Bangladesh Government, actively serving the Bangladeshi
ﬁ:,‘ég,;g:ﬂ}cia‘;:g;mw people, returns national policies and provides good social stability. Btigershopping has
(aicoming.Live) decided to pay TK 50000000 tax in advance till April 2023

Hide Translation - R: translation

News | Sports Entariaimer  Liestyle Opmion  World  Obitare: E-Edior Legals  Na

Maverick Power with SVAIRI to
Incubate Al Come APP

Maverick Power Technologies Limited, has announced its strategic
al Intelligenc ch Institute

sV CERTIFICATE OF INCORPORATION
adoption and drives
PRIVATE LIMITED COMPANY

Al Come is a leading cons
Google Play Store. The app ps

Company Number 14100807

The Registrar of Companies for England and Wales, hereby certifies that

live funding sy
in need, but
at venture capital creation.

BTIGER SHOPPING E-COMMERCE CO., LTD

Through this collaboration, Maverick Power Technol
e research and
hine learning, na

and W,

Furthermore. the collaboration aims to create an Al ecosystem that fosters

Given at Companies House, Cardiff, on 11th May 2022

12:04 PM - Oct 22, 2023 - 1,119 Views

”

Example of an X account sharing a screenshot and linking to an article on weeklytimesnet[Jcom promoting “Al COME App
(left), and a Facebook page linking to globalviewlife[ Jcom and ukguardiannet[ Jcom promoting “Btigershopping platform’,
an e-commerce platform in Bangladesh (right).



http://weeklytimesnet.com

Promotion of Chinese Domestic Events and Chinese Artists

Nearly all of the domain homepages featured promotions for expos, local events, conferences,
exhibitions, consumer products, services, and similar offerings in China. The domains also

featured articles promoting Chinese artists.

UAE

LateslewsmuvinginUAE Gulf Business World Opinion Sports Photos Parenting

The 21st Changchun Agricultural
Fair was successfully concluded

Published: Aug 30, 2022

On the afternoon of August 27th, the 215t China Changehun International Agricultural and Food Expo (Fair) was
closed. The number of visitors reached 680,000, and nearly 50 million clicks went online. According to incomplete
statistics, 22 economic and trade cooperation projects were reached during the exhibition, with the intentional signing
amount of about 175.65 billion yuan, and the on-site transaction volume of 3.3 billion yuan. The popularity, reputation and

influence of the exhibition have been further enhanced.

It is understood that although the impact of the epidemic makes it difficult to attract investment and hold the
exhibition, but there are still nearly 1,500 provinces and some domestic regions of the famous and excellent characteristic
agricultural products enterprises to participate in the exhibition. During the exhibition, all cities, Changchun counties

(cities) and zone displayed the achi of modern agri ion, attracted many "auspicious

brand” brand ises; Sichuan, Liaoning, Heilongjiang, Beijing, Shanghai, Tianjin were invited to participate in the

supply and marketing characteristic exhibition "832 platform" agricultural products area organized 60 enterprises, more

than 40 categories, more than 1200 kinds of products to display and sell.

Dr. Yarong Rachel Guan's Lecture at Wel
The Musical Journey of a Doctor-Pianist and
how to Appreciating Classical Music

Yarong Guan
December 31, 2024 - @

Thank you to the UK Guardian for reporting on my lecture this time. | will definitely keep working
hard and continue to share the knowledge and experience | have learned in the future. & & &
http://ukguardiannet.com/c3/3932.html

By NETWORK | 7
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WELLINGTON COLLEGF
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HANGZHOU
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have YarongRachelGuan, a Docior i fom heighyrepuied Universiy of

Wicis Champig Ut n he Unied Sttes, 2 cur uest sosker. She

olersa ecure o The Musical oumey ofa Docio Piaistand s o

how to Appreciating Classical Music.

Example of two spoofed domains promoted the Changchun Agricultural Fair (left) and a Chinese artist's lecture at
Wellington Talk.


http://alpeninsulatv.top/Software/183.html
http://www.ukguardiannet.com/c3/3843.html
http://newyorkdailynet.com/c1/1154.html
http://www.weeklytimesnet.com/c1/1706.html
http://chinazhongyi.newyorkdailynet.com/shehui/jiaoyu/692.html
http://www.carnewsinfo.com/internet/2165.html

Recycled Chinese State Media Content

The inclusion of this content in these networks is likely due to contractual arrangements between
Chinese state media and these firms. Most of the Chinese state media articles within these
networks are hawkish and critical of the West, particularly the U.S. However, this content is far
less common than advertisements and promotional materials for goods and services. In these
cases, we were unable to identify the company that had placed the content due to increased
obfuscation of content hosting.

WALL - STREET.cou

China holds stronger position in
global trade despite COVID-19:
Fortune magazine ANALYSTS TAKE US TO TASK ON XINJIANG

p . DISINFORMATION
Lifestyle weeklytimesnet
Dec 17,2020 Tene! 200207492252 oot 197
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Chinese companies, Argentina further railway
cooperation with four new deals

US ‘HUMAN RIGHTS’ SANCTIONS AGAINST CHINA ARE
MOTIVATED BY GEOPOLITICAL CONSIDERATIONS

Time: 2022.07-21 23:44 Read: 70

BUENOS AIRES, Dec. 11 (Xinhua) -- Ghinese companies and
Argentina took anather step forward on Friday in rallway cooperation
after signing four new agreements, which will strengthen Argentina's

Aonnantivity and axnod cananity and nenarate inhe

DMI@MN cavemws

Home News Sports Nation World Lifestyle ALLNEWS

Technology Culture economy

HOME>Legacies

China's rural cooperatives purchase more agricultural

products in first ten months U.S. government ignores "greatest mass-disabling event in human history:"

Long COVID experts

2
Dec 17, 2020 20220921 10:51:31

PRO-CHINA CONTENT ANTI-US CONTENT

Samples of pro-China and anti-U.S. content that are present on the domains. These examples are sourced from Chinese
state media outlets Xinhua and Global Times.



Appendix 1: Domains in Set 3

Domains Hosted on the Same IP Address as Set 3

vhewfashion[]Jcom

mobweeks[.Jcom

autodrivingweekly[.Jcom

wallstreetweeks[Jcom

musicwebwork[.]Jcom

artdeting[Jcom

siliconvalleyweek[.]Jcom

motoidaily[Jcom

autotimesinfo[.Jcom

asianinfos[.Jcom

kdidiworld[.Jcom

ablescien[.Jcom

sctechcenter[.Jcom

kidinformations[.Jcom

fashionpio[.Jcom

overinformation[.Jcom

internetweekies[.Jcom

onlinestravel[.Jcom

technologies-online[.Jcom

jebusinessman[.Jcom

spacetechweekly[]Jcom

austratime[]Jcom

itinfodaily[Jcom

wemenweekly[.Jcom

americainfos[.Jcom

invenweekly[Jcom

fashioninews|.Jcom

financeweeks[.Jcom

investmentweeks|[.Jcom

globalcarinfol.Jcom

zealandtimes[.Jcom

hlitechnology[.Jcom

advinformation[.Jcom

wetimeman[.Jcom

hollywoodinews|[.Jcom

bbcnewsdaily[]Jcom

wedemocracywork[.Jcom

houstonidaily[.Jcom

medicaldailys[.Jcom

ustartdaily[.Jcom

globindustrials[.Jcom

newstrackings|.]Jcc

ventureinfosite[.Jcom

germandailys[.Jcom

metaverseting[.Jcc

u-transaction[.Jcom

globalnewweekly[.Jcom

consulates[]cc

usidaily[.Jcom

googlefeatured[Jcom

globalcurrency[Jcc

ulocaldaily[.Jcom

globalpapertimes[.Jcom

parisfashioninfo[.Jcom

travelinroad[.]Jcom

gllstudios[.Jcom

chinformation[Jtop

tinfoselected[.Jcom

gfinancialnet[.Jcom

torontobusiness[ Jvip

swissweeks[.Jcom

frontdaytime[.Jcom

africanetwork[.Jink

sydneyinfomation[.Jcom

gbhealths[Jcom

glotradel.]Jink

sportsweeking[.Jcom

finnitimes[.Jcom

technologynewsl[]Jcc

sportsidaily[Jcom

fiinformation[.Jcom

patentweeks[]Jcom

sharesinroad[.]Jcom

europinfomation[.Jcom

sciencetechnologys[.Jcom

europeidaily[.Jcom

radioidaily[.Jcom

ecommidaily[.Jcom

parper-info[ Jcom

ecomweeks|.Jcom

overfashions[.Jcom

developscience[.Jcom

nobelinformation[.Jcom

dietsharingdaily[.Jcom

nobelinfos[]Jcom

businessinroad|.Jcom

netitimes[.Jcom

block-techs[.]Jcom

moneyiweek[]Jcom

britishweeks[.]Jcom



http://vnewfashion.com
http://mobweeks.com
http://vnewfashion.com
http://mobweeks.com
http://autodrivingweekly.com
http://vnewfashion.com
http://autodrivingweekly.com
http://wallstreetweeks.com
http://vnewfashion.com
http://wallstreetweeks.com
http://musicwebwork.com
http://vnewfashion.com
http://musicwebwork.com
http://artdeting.com
http://vnewfashion.com
http://artdeting.com
http://siliconvalleyweek.com
http://vnewfashion.com
http://siliconvalleyweek.com
http://motoidaily.com
http://vnewfashion.com
http://motoidaily.com
http://autotimesinfo.com
http://vnewfashion.com
http://autotimesinfo.com
http://asianinfos.com
http://vnewfashion.com
http://asianinfos.com
http://kdidiworld.com
http://vnewfashion.com
http://kdidiworld.com
http://ablescien.com
http://vnewfashion.com
http://ablescien.com
http://sctechcenter.com
http://vnewfashion.com
http://sctechcenter.com
http://kidinformations.com
http://vnewfashion.com
http://kidinformations.com
http://fashionpio.com
http://vnewfashion.com
http://fashionpio.com
http://overinformation.com
http://vnewfashion.com
http://overinformation.com
http://internetweekies.com
http://vnewfashion.com
http://internetweekies.com
http://onlinestravel.com
http://vnewfashion.com
http://onlinestravel.com
http://technologies-online.com
http://vnewfashion.com
http://technologies-online.com
http://jebusinessman.com
http://vnewfashion.com
http://jebusinessman.com
http://spacetechweekly.com
http://vnewfashion.com
http://spacetechweekly.com
http://austratime.com
http://vnewfashion.com
http://austratime.com
http://itinfodaily.com
http://vnewfashion.com
http://itinfodaily.com
http://wemenweekly.com
http://vnewfashion.com
http://wemenweekly.com
http://americainfos.com
http://vnewfashion.com
http://americainfos.com
http://invenweekly.com
http://vnewfashion.com
http://invenweekly.com
http://fashioninews.com
http://vnewfashion.com
http://fashioninews.com
http://financeweeks.com
http://vnewfashion.com
http://financeweeks.com
http://investmentweeks.com
http://vnewfashion.com
http://investmentweeks.com
http://globalcarinfo.com
http://vnewfashion.com
http://globalcarinfo.com
http://zealandtimes.com
http://vnewfashion.com
http://zealandtimes.com
http://hlitechnology.com
http://vnewfashion.com
http://hlitechnology.com
http://advinformation.com
http://vnewfashion.com
http://advinformation.com
http://wetimeman.com
http://vnewfashion.com
http://wetimeman.com
http://hollywoodinews.com
http://vnewfashion.com
http://hollywoodinews.com
http://bbcnewsdaily.com
http://vnewfashion.com
http://bbcnewsdaily.com
http://wedemocracywork.com
http://vnewfashion.com
http://wedemocracywork.com
http://houstonidaily.com
http://vnewfashion.com
http://houstonidaily.com
http://medicaldailys.com
http://vnewfashion.com
http://medicaldailys.com
http://ustartdaily.com
http://vnewfashion.com
http://ustartdaily.com
http://globindustrials.com
http://vnewfashion.com
http://globindustrials.com
http://newstrackings.cc
http://vnewfashion.com
http://newstrackings.cc
http://ventureinfosite.com
http://vnewfashion.com
http://ventureinfosite.com
http://germandailys.com
http://vnewfashion.com
http://germandailys.com
http://metaverseting.cc
http://vnewfashion.com
http://metaverseting.cc
http://u-transaction.com
http://vnewfashion.com
http://u-transaction.com
http://globalnewweekly.com
http://vnewfashion.com
http://globalnewweekly.com
http://consulates.cc
http://vnewfashion.com
http://consulates.cc
http://usidaily.com
http://vnewfashion.com
http://usidaily.com
http://googlefeatured.com
http://vnewfashion.com
http://googlefeatured.com
http://globalcurrency.cc
http://vnewfashion.com
http://globalcurrency.cc
http://ulocaldaily.com
http://vnewfashion.com
http://ulocaldaily.com
http://globalpapertimes.com
http://vnewfashion.com
http://globalpapertimes.com
http://parisfashioninfo.com
http://vnewfashion.com
http://parisfashioninfo.com
http://travelinroad.com
http://vnewfashion.com
http://travelinroad.com
http://gllstudios.com
http://vnewfashion.com
http://gllstudios.com
http://vnewfashion.com
http://tinfoselected.com
http://vnewfashion.com
http://tinfoselected.com
http://gfinancialnet.com
http://vnewfashion.com
http://gfinancialnet.com
http://vnewfashion.com
http://swissweeks.com
http://vnewfashion.com
http://swissweeks.com
http://frontdaytime.com
http://vnewfashion.com
http://frontdaytime.com
http://vnewfashion.com
http://sydneyinfomation.com
http://vnewfashion.com
http://sydneyinfomation.com
http://gbhealths.com
http://vnewfashion.com
http://gbhealths.com
http://vnewfashion.com
http://sportsweeking.com
http://vnewfashion.com
http://sportsweeking.com
http://finnitimes.com
http://vnewfashion.com
http://finnitimes.com
http://technologynews.cc
http://vnewfashion.com
http://technologynews.cc
http://sportsidaily.com
http://vnewfashion.com
http://sportsidaily.com
http://fiinformation.com
http://vnewfashion.com
http://fiinformation.com
http://patentweeks.com
http://vnewfashion.com
http://patentweeks.com
http://sharesinroad.com
http://vnewfashion.com
http://sharesinroad.com
http://europinfomation.com
http://vnewfashion.com
http://europinfomation.com
http://sciencetechnologys.com
http://vnewfashion.com
http://sciencetechnologys.com
http://europeidaily.com
http://vnewfashion.com
http://europeidaily.com
http://radioidaily.com
http://vnewfashion.com
http://radioidaily.com
http://ecommidaily.com
http://vnewfashion.com
http://ecommidaily.com
http://parper-info.com
http://vnewfashion.com
http://parper-info.com
http://ecomweeks.com
http://vnewfashion.com
http://ecomweeks.com
http://overfashions.com
http://vnewfashion.com
http://overfashions.com
http://developscience.com
http://vnewfashion.com
http://developscience.com
http://nobelinformation.com
http://vnewfashion.com
http://nobelinformation.com
http://dietsharingdaily.com
http://vnewfashion.com
http://dietsharingdaily.com
http://nobelinfos.com
http://vnewfashion.com
http://nobelinfos.com
http://businessinroad.com
http://vnewfashion.com
http://businessinroad.com
http://netitimes.com
http://vnewfashion.com
http://netitimes.com
http://block-techs.com
http://vnewfashion.com
http://block-techs.com
http://moneyiweek.com
http://vnewfashion.com
http://moneyiweek.com
http://britishweeks.com
http://vnewfashion.com
http://britishweeks.com

Appendix 2: Estimative Language Legend

Assessments of Likelihood

Graphika uses the following vocabulary to indicate the likelihood of a hypothesis proving correct.
If we are unable to assess likelihood due to limited or non-existent information, we may use terms

such as “suggest.”

Almost No | Very Unlikely Real Likely Very Likely | Almost
Chance Unlikely Chance Certain(ly)
1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99%

Confidence Levels: Indicators of Sourcing and Corroboration

Graphika uses confidence levels to indicate the quality of information, sources, and corroboration

underpinning our assessments.

Low Confidence

Medium Confidence

High Confidence

Assessment based on
information from a
non-trusted source and/or
information we have not been
able to independently
corroborate.

Assessment based on
information that we are
unable to sufficiently
corroborate and/or
information open to multiple
interpretations.

Assessment based on
information from multiple
trusted sources that we are
able to fully corroborate.
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