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Overview

Through our ATLAS intelligence reporting, Graphika has monitored close to 700 active and
inactive hacktivist groups since 2022. The groups include state-sponsored hacktivist personas,
pro-Russia and pro-Ukraine groups, and groups based in the Middle East, North Africa, and South
and Southeast Asia.

In the first half of 2025, we observed hacktivist groups across the ideological spectrum claim
attacks against or threaten social media platforms, including LinkedIn, Pinterest, TikTok, Truth
Social, and X, forums like 4chan, the music streaming platform Spotify, as well as banks, airports
and government websites in the U.S. and dozens of other countries. Smaller companies and
entities with older, more vulnerable cybersecurity systems are also common targets as
hacktivists seek out relatively easy-to-exploit defenses.

As Mandiant and other cybersecurity firms have noted, before 2022, hacktivists were primarily
ideologically motivated. Since then, however, the structure of the hacktivist landscape has shifted
largely in response to two events: Russia's full-scale invasion of Ukraine in 2022, which continues
to be a source of motivation for pro-Russia and pro-Ukraine groups, and Israel's response to the
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Oct. 7, 2023, Hamas attacks, which resulted in an ongoing conflict that hacktivist groups routinely
cite as justification for their actions. Other high-traction events, such as elections, regional
tensions, and emerging conflicts, like the collapse of the Assad regime in Syria, the May 2025
India-Pakistan crisis, or the recent Israel-lran conflict, also often trigger spikes of activity.

The hacktivist landscape has grown increasingly complex, with groups participating in a highly
active online community that displays social dynamics observed in other, benign online
communities. While driven by ideological and geopolitical motivations, the hacktivists we monitor
are also heavily influenced by a pursuit of attention, building their brand as effective cyber threat
actors, and monetizing their activity, often using the attention they have received as marketing
opportunities. Hacktivism has also become more globalized, with groups with traditionally
disparate ideological or geopolitical motivations joining forces to collaborate on attacks.

This report identifies and explains some of these dynamics to help organizations targeted by
these groups better understand the online hacktivist landscape. Most notably:

e Due to their motivations, hacktivist groups regularly pick high-profile targets to attack or
disrupt, such as banks, social media platforms, and government agencies. They also seek
multiple means of promoting themselves, including using dedicated hashtags and logos, and
celebrating mentions of their activities in the press.

e These groups engage in what we consider to be a form of perception hacking, often claiming
without sufficient evidence that they have attacked high-profile targets or caused significant
disruptions to bolster their name recognition and present their targets as easily compromised
or lacking security.

e The hacktivists we monitor display an acute interest in developing new, more disruptive
capabilities, signaling that the threat this community poses will almost certainly grow and that
their attacks will become more complex and disruptive.

e Hacktivists attempt to monetize their online activities, using the publicity around their attacks
to promote and sell external or self-made tools, services, and hacking courses.

e The hacktivist landscape includes more active and public members who set the tempo for
attacks and hacking campaigns by naming specific targets and rallying others to their cause.
Aligned groups often partner together to amplify claims or a campaign’s impact. However,
they also engage in inter-community feuds, targeting each other and using their fights to
generate even more content and garner attention.

e While hacktivist groups are most active on Telegram, some maintain accounts on
mainstream social media platforms like Facebook, Instagram, and X. Even so, these groups
have had to contend with increases in platform moderation. Some regularly re-emerge with
new usernames and handles, while others stop posting publicly for months at a time.
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Cloutis the Currency

Hacktivist activity holds a unique position in the online threat landscape, falling between
traditional cybersecurity threats and operations that seek to influence public views. Hacktivists
claim to conduct cyberattacks against public and private sector targets but often overstate their
impact. They hijack major cybersecurity incidents for their own gain and leverage several means
to amplify their messaging and activities. Graphika views these tactics as a form of perception
hacking that reflects an effort to present their attacks as more destructive than they are, depict a
targeted country’s cyberspace as compromised, and suggest that their victims — whether they be
banks, government agencies, airports, or others — are weakly protected and will face further
attacks due to their connection to the targeted country.

Ideological Motivations

The hacktivist groups Graphika routinely tracks are primarily ideologically and geopolitically
motivated. They pick targets based on their perceived connections to the hacktivists' adversaries
or to support the goals of the nation or sociocultural group they align with.

e Pro-Russia hacktivist groups, such as NoName057(16) and its allies, regularly target public
and private sector entities in Ukraine and NATO countries. For example, just this year,
NoName057(16), the recently re-emerged Killnet, and others have claimed attacks against
targets in Belgium, Finland, Erance, Germany, Lithuania, the Netherlands, and Poland, among
others, citing their support for Ukraine or alleged Russophobia.

e Muslim or pro-Palestine hacktivist groups, such as members of the Holy League collective,
commonly go after targets in countries that they perceive as Zionist, allied with Israel, or
Islamophobic.

e More regionally focused groups will target entities based in the country they oppose. For
example, during the May 2025 India-Pakistan crisis, hacktivist groups that supported Pakistan
conducted attacks against Indian entities, while those supporting India attacked Pakistani
targets.

e After Israel conducted military strikes against Iran in June 2025, the pro-Israel group
Predatory Sparrow, which has suspected ties to the Israeli government, claimed it "destroyed
the data" of Bank Sepah in Iran. A Telegram channel claiming to be Cyber Av3ngers, a
hacktivist group that the U.S. government has said is affiliated with the Islamic Revolutionary
Guard Corps, also promoted a list of allegedly hacked email addresses from an Israeli defense
company that another group claimed it obtained. Similarly, the pro-lran group Handala
promoted a series of hack-and-leaks against Israeli defense and petroleum companies,
among others.
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Attention Seeking

The hacktivist groups we monitor also have a desire to be noticed. As a result, they often target or
take credit for attacks on high-profile companies, government agencies, banks, hospitals, or other
critical infrastructure assets, where even the threat of attack or fear of disruption may result in
traditional and social media attention. For example, the pro-Palestine hacktivist group DieNet has
repeatedly claimed responsibility for attacks on Spotify. In May 2025, during elections in Poland
and Romania, pro-Russia hacktivist groups targeted the websites of government agencies and
political parties in both countries, which international and Jocal media outlets covered.

Hacktivists also attempt to hijack or co-opt attention around cybersecurity incidents or service
outages that receive widespread media attention, such as when several groups took responsibility
for an outage of OpenAl's ChatGPT in January 2025.

We've also observed activity from pro-Russia or Russian state-sponsored hacktivist groups that
suggests they cooperate or coordinate with state-owned or -aligned media sources to produce
coverage of their attacks. The popular Russian news Telegram channel Mash, which has reported
links to Russian security services, announced the re-emergence of the pro-Russia group Killnet in
May. Mash has served as a primary source of promotion for Killnet's attacks against Ukraine. In
2024, Russian state media outlets often reported within minutes attacks against Ukraine by the
hacktivist group RaHDIit, the leader of which the U.S. Department of the Treasury has linked to
Russia’s Federal Security Service (FSB).
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NoName057(16)
4 We are inflicting massive damage on the economies of countries
unfriendly to Russia. An article in *The Guardian® is yet more proof of this
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"Last year, Norma Cyber recorded 239 destructive cyberattacks on the
maritime sector, most of which were carried out by the pro-Russian group
NoNameO57(16)."

Norma Cyber has also reported civilian
vessels such as fishing boats, research ships
and cargo vessels being used for espionage in
the Baltic, north Atlantic and the Arctic. USB
devices have also been used to infiltrate
maritime systems, including by a China-
linked threat actor called Mustang Panda.

Last year, Norma Cyber noted 239 disruptive
cyber-attacks on the maritime sector, with
the pro-Russian group NoName057(16)
behind most of them.

i Sign up to Global Dispatch

& Free newsletter

Get a different world view with a roundup of the best
news, features and pictures, curated by our global
development team

Enter your email address

An April 19, 2025, Telegram post from the pro-Russia hacktivist group Server Killers sharing news coverage about

cyberattacks against websites in Kosovo, which it claimed to have participated in (left). A June 18, 2025, X post from the

pro-Russia group NoName057(16) claiming that an article from The Guardian is “proof” that it is “inflicting massive
damage” on nations adversarial to Russia (right).

Branding

Most hacktivist groups we monitor attempt to cultivate specific brands by leveraging distinct
logos and imagery (often likely Al-generated), posting styles, taglines, and hashtags. These
brands are displayed prominently across their social media accounts, primarily on Telegram.
Some groups, such as NoName057(16), post the same style of image with almost every post

claiming an attack, making their social media activity instantly recognizable.
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Examples of logos and profile images that various hacktivist groups have used in their social media profiles. From top left,
the images are for the pro-Russia groups NoName057(16), Killnet, Server Killers, and Z-Pentest, and the pro-Palestine
groups Keymous+ and Dark Storm Team.
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Examples of images the pro-Russia hacktivist group NoName057(16) has posted with its Telegram messages announcing
attacks against Ukrainian and Italian targets.
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Overstating the Impact, Looking to Learn

Hacktivist groups also very likely overstate the real effects of their attacks to attract social and
traditional media attention. Groups often claim to disrupt major social media platforms and
targets that are considered critical infrastructure — for example, websites for government
agencies, transportation services, and bank login pages — and depict their attacks as disruptive
and destructive, while they very likely only have a limited impact. They attempt to provide
evidence, even if thin, that their attacks were successful, such as sharing screenshots or links to
the connection status website check-host.net to show that they disrupted a specific website.

FieLaE P iwE s

nl_p:- |

Cyber War with Cambodia.

Cambodian medical website disabled as part
of cyber operation against Cambodia

MEDICAL COUNCIL OF CAMBODIA (Death
by Ping)

Bank of Israel website has been taken down
URL

https:/fal.boi.gov.i

Orienda International Hospital is one of
bigger hospitals in Cambodia

Examples of Telegram posts from the pro-Palestine hacktivist group Arabian Ghosts (left) and the Vietnamese hacktivist
group Special Forces Electronic Army (right) that shared links to the connection status website check-host.net as alleged
evidence that they had successfully disrupted a target’s website.

We have also observed some groups claim they hacked and accessed sensitive databases, only
to share publicly available or repackaged, previously leaked documents as alleged proof, as well
as documents from completely different, low-security targets that are passed as government or
confidential material.

Groups also make unverifiable or false claims about their attacks or attempt to co-opt attention
around real disruptions to promote themselves. For example, the pro-Palestine Dark Storm Team
claimed in March and April 2025 that it was responsible for disruptions of X and 4chan,
respectively. Dark Storm Team launched its own cryptocurrency shortly after its claims about X.
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In late May, DieNet used its claims that it took down Spotify's website as an opportunity to
promote the third version of its distributed denial of service (DDoS) tool.

Even so, groups with varying technical capabilities have shown an interest in developing new
skills, working with more prominent or skilled hacktivist groups, and recruiting members to bolster
their capabilities. Graphika routinely witnesses hacktivist groups seeking to recruit users with
cybersecurity skills, such as intrusion, pentesting, or malware development, to join their teams.
Some also advertise their own services or tools, discussed further below.

Others have partnered with external providers of botnets, stress-testing services (“stressers”), or
command-and-control (C2) tools to increase the intensity of their attacks in exchange for
promoting the tool used. Some groups have explored new attack pathways, such as conducting
DDoS attacks against website login pages, servers, or APIs rather than focusing on disrupting a
target website's homepage. Based on this, we assess that the overall threat from the international
hacktivist community will almost certainly grow as groups work to improve their skills, eventually
leading to more complex and sophisticated attacks and operational techniques.

Monetization

In addition to promoting their ideologies, a significant share of the hacktivist groups we monitor
also attempt to use their clout to make money. When we began monitoring this community,
hacktivist groups, mainly pro-Russia ones, directly asked for donations and shared their
cryptocurrency wallet or bank account numbers. Since then, however, monetization activities
have diversified notably.

Now, we commonly see these groups attempt to monetize their activities by selling access to
products, tools, or services, and access to data they allegedly obtained.

Products & Tools

Several hacktivist groups have launched specific products, tools, or other offerings that rely on
their brands, including hacktivist-developed botnets to initiate DDoS attacks and C2 tools.

e In May 2025, the Moroccan hacktivist group Mr Hamza announced that it had developed its
own DDoS tool, Abyssal DDoS. The group presented it as a tool with "advanced technology
and attack techniques" and an "invincible system to hack any website."

e As mentioned above, the pro-Palestine hacktivist group DieNet has started using and
promoting its own eponymous DDoS tool, claiming it is capable of launching attacks "so
massive it is like a black hole swallowing everything." It has also started teasing its own
ransomware, LockNet.
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e The Italian pro-Palestine group AzzaSec, which also calls itself APT-ITA, launched its own C2
service, Azza-C2, in April 2025. The group also claims to operate ransomware with
“military-grade encryption methods.”

e As mentioned above, Dark Storm Team launched a cryptocurrency coin, SDARKSTORM,
earlier in 2025.

e NoName057(16) has partnered with the Russian artist DaZbastaDraw to produce
merchandise, such as I-shirts, hoodies, stickers, and patches. The artist has claimed that
money raised from these sales will support Russian frontline soldiers.

Services & Subscriptions

Since 2024, hacktivist groups have increasingly launched or promoted services-for-hire, including
ransomware-as-a-service (RaaS), DDoS-as-a-service, and hack-and-leak services.

e Dark Storm Team and the Yemeni group R70 have each advertised DDoS-as-a-service
offerings, typically alongside claims that they've attacked high-profile targets, like Western
social media platforms or airports.

e The Indian hacktivist group CyberVolk began promoting its own RaaS in 2024, claiming it
features “a unique encryption algorithm."

e The pro-Palestine group Cyber Islamic Resistance offers its followers a $45/year "VIP
subscription" for "web hacking" tutorials, exploits, and vulnerabilities. MadCap, another
pro-Palestine group, previously promoted a “Hackers VIP Forum” for $400/year.

e Other groups, such as the pro-Russia group UserSec, sell classes starting at $100 that
allegedly teach a range of skills, such as CCTV and server hacking, open-source
investigations, and malware.

e Several Moroccan hacktivist groups have promoted Dragon RaaS, which SentinelOne has
described as “a ransomware group that walks the line between hacktivism and cybercrime”

that is linked to a pro-Russia cybercrime syndicate.

We've also increasingly observed hacktivist groups claiming that they are selling data they
allegedly accessed on Telegram and various darknet forums. For example, the Khmer hacktivist
group ANON-KH claimed in April 2025 that they would sell data they allegedly stole from the
Vietnamese Vietcombank for $8,000.
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Hacking VNC servers.
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A Telegram post from the pro-Russia hacktivist group UserSec promoting its for-sale training materials. Redactions added
by Graphika.
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Telegram post from the pro-Palestine hacktivist group CyberJund promoting a botnet (left). Telegram post from the
Yemeni hacktivist group Team R70 promoting its own DDoS-as-a-service stresser and claiming it was used against an
airport in Los Angeles (right). Redactions added by Graphika.



[ANON-KH [/ DATA FOR SELL —
VIETCOMBANK]

Status: Access granted. Vault emptied.
Target:

Contents: 12-digit ID card, Full Name, DOB,
Address, Bank Balance

Total amount: 9 million

They guarded billions.
We walked in. Took everything. Quietly.

DM: " Interested In Buying
Vietcombank's DataBase.

Price: $8000// Discount: $3000

Offer End: 10/05/2025

Telegram post from the Cambodian hacktivist group ANON-KH claiming it was selling data from the Vietnamese bank
Vietcombank for $8,000. Redactions added by Graphika.

Community Dynamics: Alliances & Feuds

Like other online communities, the global hacktivist landscape is subject to its own social
dynamics, including the presence of more active and public members who set the tempo for
attacks and hacking campaigns, the emergence of new players, and the creation or breakups of
alliances. Aligned hacktivists promote and amplify each other’s activity while fighting or insulting
groups with differing ideologies or with whom they have personal feuds.

Alliances and Joint Campaigns

Alliances, hacktivist collectives, and joint campaigns are key structures of the hacktivist
community that we monitor. Since 2022, we have tracked close to 20 alliances and collectives,
some of which can contain dozens of hacktivist groups, and most of which are transregional.
These alliances and collectives permit hacktivist groups to loosely coordinate their activities,
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more easily and quickly line up behind attacks against a specific target country, and amplify the
overall perception of their effectiveness. These alliances also enable smaller hacktivist groups
with lower technical skills to gain visibility, engage in cross-promotion, and grow their followings.

ALLIANGE!

DARK STORM

AL T N———

DARK STROM  NONAMEOS57(16)

The pro-Palestine hacktivist group Dark Storm Team shared this image in an April 2025 Telegram post announcing an
alliance with the pro-Russia hacktivist group NoName057(16) as NoName057(16) conducted attacks against Finnish
websites. The misspelling is part of the original image.
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Killnet konnexkTHE:

In June 2025, the pro-Russia hacktivist group Killnet posted a Telegram message that suggested it was attempting to form
a “collective” of groups that includes pro-Russia hacktivists like UserSec and pro-Palestine ones like Dark Storm Team.

In addition, these transregional collectives and joint campaigns have resulted in a breakdown of

ideological and geopolitical barriers, resulting in groups attacking countries they otherwise likely

would not have. Since the Holy League collective — an intergroup alliance comprising pro-Russia,

pro-Palestine, and occasionally other groups — emerged in 2024, we have increasingly witnessed
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pro-Palestine groups joining attacks against Ukraine or aligned countries and pro-Russia groups
participating in attacks against Israel or supportive nations. While its activity is sporadic, Holy
League remains one of the most persistent collectives we've monitored.
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"A new front and a new war have been
opened beside us by our brothers in
Russia and various parts of the world,
in support of us in our war. The Ababil
of victory is ours, death to our enemy,
and martyrdom is a medal for our
dead."

We declare our triumphant retumn, and with it comes a full-

scale cyber strike against France.

Our support is unwavering, unlimited, and unconditional for
our brothers in Russia, especially NoMame057.

We have returned.. and with us comes the wrath of God!

"HoBbI GPOHT M HOBasi BoWHa 6b1n
OTKPbITbl PAAOM C HaMM1 HaLLUMU

6paTbsiMu B Poccuu 1 B pasHbixX
YyacTsX MUpa, B MOAAEPXKKY Hac B
Halleit BoiiHe. MNo6ena A6abunsa

NPUHAANIEXMUT HaM, CMePTb HalleMy
Bpary, a My4eHU4ecTBO - Mefanb ANA
HalMX MepTBbIX."

#Holy_legue
#7_October_Union
#Free_Gaza

#ForRussia
#Cyber_lslamic_resistance
#NoMame(O57

#User

Telegram posts promoting the Holy League collective.

Similar to the branding efforts of individual groups, alliances and joint campaigns also utilize
distinct images, typically a collage of the logos of participating groups, and hashtags to promote
their efforts. Starting in Eebruary 2025, various pro-Russia and pro-Palestine groups engaged in
multiple rounds of a campaign they dubbed #Hack_For_Humanity, appending the hashtag to joint
attacks against NATO member countries, as well as Israel and countries perceived as supporting
its actions in Gaza, including the United Arab Emirates and Cyprus.



https://platform.graphika.com/feeds?narrativeId=2961&feedId=37
https://platform.graphika.com/feeds?narrativeId=3143
https://platform.graphika.com/feeds?narrativeId=3222
https://platform.graphika.com/feeds?narrativeId=3010

FOR HUMANITY

L)

An image containing the logos of various hacktivist groups that participated in the Hack For Humanity campaign.

Feuds

In addition to helping them form alliances, hacktivist groups’ ideological, geopolitical, and
personal motivations also routinely put them at odds with adversarial groups, resulting in
inter-community feuds that place public and private sector entities in the crosshairs.

For example, in April 2025, after the Algerian military shot down a Malian drone near their shared
border and tensions escalated, we observed pro-Algerian and Malian hacktivist groups engage in
retaliatory attacks targeting government websites, banks, and other entities in both countries. In
March 2025, after Dark Storm Team claimed it was responsible for disruptions of X, DieNet
accused it of “lying” and taking credit for an attack DieNet performed.

Even personal feuds present a risk to public and private sector entities, which become collateral
damage in hacktivist campaigns. For example, in May 2025, we gbserved the Vietnamese
hacktivist group Special Forces Electronic Army (SFEA) and its allies attack banks and
government websites in Cambodia after the Cambodian group BL4CK CYB3R called SFEA a
'skidd," an insulting term for an unskilled hacker. The Viethamese-Cambodian group attacks had
initially started after SFEA threatened Cambodia with a "large-scale war" in late April. The timing
occurred a day before the 50th anniversary of Vietnam's reunification, although SFEA did not
directly mention the anniversary.



https://www.dw.com/en/how-an-intercepted-drone-escalated-mali-algeria-tensions/a-72216317
https://www.bbc.com/news/articles/c045zp1l3nko
https://platform.graphika.com/feeds?narrativeId=3139
https://platform.graphika.com/feeds?narrativeId=3032&feedId=37
https://platform.graphika.com/feeds?narrativeId=3261
https://t.me/Anonymous_VNLBN_0
https://www.okta.com/identity-101/script-kiddie/

Probable spam

We, as the DieMet team, don't like lying. 5o
today | bring you information about the Dark
Storm Team

The team started using an account on the
Arthur C2 botnat, and the team began using
Bruh the botnet to send 60-second and 120-second

These kids use a botnel that doesn't even attacks, which they began disseminating
belong o them and they start hyng 1o people
Y )

R I The team is 100% Arab. it was initially a one-

an attack, then go 1o skeep and wake up person team, i{leader), from Egypt, but
announcing the attack later | joined

Lika , ‘W attacked hours ago and this skid The two have no experience in the field at all;
comes and says: We sent an attack. Did you they simply launch 120-second attacks from a
feel it? botnet that doesn't belong to them.

Lod v ' i
&

In March 2025, the pro-Palestine hacktivist group DieNet accused another pro-Palestine group, Dark Storm Team, of ‘“lying”
about disrupting the social media platform X (left). DieNet then named two alleged members of Dark Storm Team(right).
Redactions added by Graphika.

Platform Moderation & Hacktivist Persistence

Like other malign actors engaged in violative activity on social media platforms, hacktivist groups
face difficulties maintaining an online presence and have had to contend with increases in
platform moderation, particularly on Telegram. In addition, while several groups have maintained
a presence for years, several others have gone defunct, changed their names, or only appear
sporadically, making consistent tracking difficult without a robust monitoring methodology.

Dealing With Deplatforming

Hacktivist groups have primarily operated on Telegram, likely due to the platform’s traditionally
less stringent moderation than mainstream Western social media platforms. However, we have
observed a stark increase in Telegram deplatforming these groups after French authorities
arrested CEO Pavel Durov in August 2024, and the platform indicated it would increase
moderation. While the reasons for removal remain vague, several groups have stated that their
channels were taken down or blocked for violating Telegram's terms of service on copyright, the
release of personal data, or the promotion of illegal goods.


https://www.lemonde.fr/en/france/article/2024/08/29/telegram-ceo-pavel-durov-charged-but-released-under-judicial-supervision_6723047_7.html
https://edition.cnn.com/2024/09/23/tech/telegram-ceo-durov-arrest-user-data-changes
https://www.reuters.com/technology/durov-says-telegram-will-take-new-approach-towards-moderation-2024-09-06/
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Groups that have received significant attention after attacking high-profile targets, like
NoName057(16), or that take credit for significant disruptions, like Dark Storm Team, end up
repeatedly deplatformed. Smaller groups have also been disrupted.

This deplatforming can notably impact a hacktivist group’s on-platform audience as they are
forced to establish new channels and followings. For example, NoName057(16)'s Telegram
channel had about 85k subscribers before it was removed in late 2024. It has had to establish
new channels several times. Its current Russian-language channel has about 4.4k subscribers.

When they re-emerge, deplatformed groups often use their removals to claim they are being
silenced by their "enemies” and Western powers. We've also observed groups leave messages in

their bios that appeal to Durov directly not to ban them.

Contacts:
Hello Telegram Team This Channel Does Not

Promote Any lllegal Activities We Are Following
Telegram Guidelines Thank You

VIEW IN TELEGRAM

Vulture

This Channel Follows Telegram Rules,
No Politics/ No Hate/ No Racist/
Follow All Terms And Guidelines.

+ Only For Education And Informational Purposes....

VIEW IN TELEGRAM

*

s

i
Luc Lugng Pac Biét Quan
Pdi Dién T
This Channel Follows Telegram Rules,
No Politics/ No Hate/ No Racist/

Follow All Terms And Guidelines.

+ Only For Education And Informational Purposes.

VIEW IN TELEGRAM

Golden Falcon

Hi this channel follows telegram rules.
This channel is anti terrorism and hack.

™ The last defenders of the bastion of humanity *

Unknowns cyber team

MpueeTcTBUA MUCTEpY ( )
3TOT KaHaN He NYBNMKYET HUKaKOro
MOPHOTPadWU4ECKOro KOHTEHTA.
STOT KaHan NpeAoTBpAaLLIAET NPeACTABNEHHE
NU4HON MHHOPMALIMK M ABTOPCKHX MPaB...

Team insane Pakistan 1¢

Literally 4 channels got banned due to government
reports and others telegram shits !

#PakistaniHacktivist
official Attack channel...

Several hacktivist groups have put messages in their Telegram channel descriptions asking Telegram founder Pavel Durov
not to ban their accounts or complaining about bans.
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Despite facing challenges with deplatforming and bans, many of the hacktivist groups we monitor
are persistent in their attempts to maintain and expand their online presence. They routinely
re-emerge on Telegram with new handles and channels, relying on allies to promote their new
presence. Some have attempted to establish a presence on X, potentially viewing it as safer from
moderation. Some Bengali and Pakistani hacktivist groups administer Facebook pages and
related groups to share their content, engage with their communities, promote hacking courses,
and recruit new members. A minority of groups have attempted to move their communications to
platforms like Signal, Discord, TOX, or the Matrix-based decentralized chat app Element.

4

§ ANNOUNCEMENT TO ALL TEAM, MEDIA & HACTIVIST. 4

We From RipperSec want to share about the Latest News & Reason why many
Team Got Banned. Our Spy Team analyse about Friended The Leader Of
Ransomware Group AzzaSec & DoubleFace attacking many Team. They use
some weird stuff to ban all of Hactivist Channel. This guy also ask for 300$ or
He will ban the Channel.

They also has banned :
NoName Eng

AlixSec

Morrocan Dragons

- And More.

So, We invite all Hactivist to attack this guy We need to protect our
Empire from this Terrorist.

Before this, this guy Support Palestine / Pro Palestine. Now he being Natural.
Now He Support Israel & Palestine.

d:

In November 2024, the Malaysian hacktivist group RipperSec accused the leader of the pro-Palestine group AzzaSec of
attempting to extort other hacktivists by threatening to get their Telegram channels banned. Redactions added by
Graphika.




We Are "Team_R70" 3/21/25

This channel can't be displayed
because it violated Telegram's...

STUCX TEAM : 3/20/25

This channel can't be displayed
because it violated Telegram's...

ANONYMgoUS 3/16/25

This channel can't be displayed
because it violated Telegram's...

RABBIT CYBER TEAM 3/16/25

This channel can't be displayed
because it violated Telegram'...

WOLF CYBER ARMY 3/14/25

This channel can't be displayed
because it violated Telegram's...

Examples of the Telegram channels for several Southeast Asian and Middle Eastern hacktivist groups being unavailable
due to platform suspensions for "violating Telegram's terms of service.”
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Appendix: Estimative Language Legend

Assessments of Likelihood

Graphika uses the following vocabulary to indicate the likelihood of a hypothesis proving correct.
If we are unable to assess likelihood due to limited or non-existent information, we may use terms

such as “suggest.”

Almost No | Very Unlikely Real Likely Very Likely | Almost
Chance Unlikely Chance Certain(ly)
1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99%

Confidence Levels: Indicators of Sourcing and Corroboration

Graphika uses confidence levels to indicate the quality of information, sources, and corroboration

underpinning our assessments.

Low Confidence

Medium Confidence

High Confidence

Assessment based on
information from a
non-trusted source and/or
information we have not been
able to independently
corroborate.

Assessment based on
information that we are
unable to sufficiently
corroborate and/or
information open to multiple
interpretations.

Assessment based on
information from multiple
trusted sources that we are
able to fully corroborate.
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Graphiks

About Us

Graphika is the most trusted provider of actionable open-source intelligence to help organizations
stay ahead of emerging online events and make decisions on how to navigate them. Led by
prominent innovators and technologists in the field of online discourse analysis, Graphika supports
global enterprises and public sector customers across trust & safety, cyber threat intelligence, and
Strategic communications spanning industries including intelligence, technology, media and
entertainment, and global banking. Graphika continually integrates new and emerging technologies
into our proprietary intelligence platform and analytic services, empowering our customers with
high-precision intelligence and confidence to operate in a complex and continuously evolving
information environment.

For more information or to request a demo, visit our website.


https://graphika.com/get-started
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