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~ake Cluster Boosts Huawel

Accounts with GAN Faces Attack Belgium over 5G Restrictions

Executive Summary

e A cluster of inauthentic accounts on Twitter amplified, and sometimes created, articles
that attacked the Belgian government’s recent plans to limit the access of “high-risk”
suppliers to its 5G network. The plans are reportedly designed to limit the influence of
Chinese firms, notably Huawei and ZTE.

e The operation appears to have been limited to Twitter, and it did not gain substantial
traction: other than a systematic amplification by the real accounts of Huawei executives
in Western Europe, its main amplification came from bots with zero followers.

e As so often in recent influence operations, the accounts used profile pictures created by
artificial intelligence.

e There is insufficient forensic evidence to prove conclusively who was running the fake
accounts, or who sponsored the operation.

Fakes with GAN faces

Graphika first came across this network in early December in the course of the continuing
investigation of the Spamouflage network. (Independently, Belgian researchers @bickylover and
Michiel van Hulten came across the same network when its promoted tweets appeared in their
feeds.)! A handful of Spamouflage accounts retweeted an account called @alexandre_phd, with a
stated location in Brussels and posting in English about the Belgian 5G decision and its many
negative consequences.

T While this report was being drafted, we were made aware of an article on Belgian Dutch-language website
knack.be that reported on the same cluster and made many of the same findings, including the presence of
fake accounts, articles attributed to those fake accounts, and amplification by Huawei executives.
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https://www.politico.eu/article/belgium-huawei-restrictions/
https://www.brusselstimes.com/belgium/88263/belgian-security-services-want-second-highest-security-level-for-huawei-5g-technology/
https://carnegieendowment.org/publications/interactive/huawei-timeline
https://graphika.com/reports/spamouflage-dragon-goes-to-america/
https://twitter.com/bickylover
https://threadreaderapp.com/thread/1341376781039915008.html
https://web.archive.org/web/20210124123211/https://www.knack.be/nieuws/belgie/fake-influencers-en-fake-news-moddercampagne-van-huawei-tegen-de-belgische-regering/article-longread-1680851.html?cookie_check=1608829670
https://www.knack.be/nieuws/belgie/fake-influencers-en-fake-news-moddercampagne-van-huawei-tegen-de-belgische-regering/article-longread-1680851.html?cookie_check=1608829670

Alexandre , PhD @alexandre_phd - Dec 18 oco
Trust and a deep sense of insecurity is induced by lack of transparency
coz it inhibits network vendors' risk evasion due to diversity. In turn,

uncertainty will also come to access to the Belgian 5G Market - this is a
bad news frm a security point of view!

Belgium and 5G - a complicated relationship
Belgium is a country with wonderful traditions,
culture, and a rich history. Known around the wor...
& johannesdrooghaag.com

Q 2 n 13 Q a7 a

Alexandre , PhD @alexandre_phd - Dec 17 oca
If the Belgian Government ordered mobiles operators to bear the extra
cost, Consumers will have to pay higher prices for 5G and even the
existing 4G, and the roll out of 5G in Belgium will be seriously delayed.

- Mobile operators question Belgian Government's ...

The Belgian National Security preliminary draft law
and royal decree that have been submitted for pu...
& newyorkglobe.co

Q 11 1 ) e1 g

Alexandre , PhD @alexandre_phd - Dec 16 se0
This is a crucial time for Covid-19 hit economies all over the world and
if Belgium government exclude some 5G vendors altogether from

participation in provision of 5G equipment, it will be a major blow to its
economy.

c 5G: If the Belgian government exclude specific
suppliers, who will pay for it?
& toplinenews.eu

Q 0 9 Q 48 %y

Tweets by @alexandre_phd, December 16-18, 2020.

By examining this account and the articles it shared, Graphika found 13 more accounts that had
an identical behavior pattern. All posted the same handful of articles with different comments on
the Belgian 5G decision, interspersed with retweets on a range of tech-related subjects.
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Profiles of the 14 accounts in the Twitter cluster. The top left account used for its banner a photo of two
children; we have obscured their faces to protect their privacy.

All 14 had profile pictures that appear to have been created using the form of artificial intelligence
known as Generative Adversarial Networks (GAN), a technique that has become endemic among
influence operations in the past year and a half. To date and despite the rapid developments of
GANs, most of these images can still be identified by a range of features, notably asymmetries on
both sides of the faces and a lack of detail in the background. In the case of images produced by
the same software, one can also lower the opacity of each image and superimpose them on each
other: in this case, the eyeballs of all 14 profile pictures used by the inauthentic accounts aligned
perfectly.
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The profile pictures of the 14 pro-Huawei accounts, made opaque and superimposed.

Each of these fake accounts had very similar behavior. They were created in the second half of
2017, but only started tweeting in late 2020. Despite the late date at which they started tweeting,
their first posts were all retweets of tech-related content that originated on November 10, 2017 or
November 10, 2018. This is likely to have been an attempt to make them look as if they had been
in use for a long time, and to give them the appearance of tech-focused accounts. On each
account, most of the retweeted posts used the same keyword or hashtag, such as “VR” (virtual
reality), “AR” (augmented reality) or “5G”". The tweets were not always relevant to the tech world,
suggesting that they may have been automated and not manually checked - for example when
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@alexandre_phd
Railways.

| ees | { Follow
Alexandre , PhD
@alexandre_phd
Educator | CEQ | #Telcos #5G #Al #1oT #DataAnalytics
® Brussels [ Joined October 2017

107 Following 2,374 Followers

retweeted a post about VR that actually concerned Australia’s Victorian

i Follow

Noah

@lanNoah1l

Bestselling author, editor, journalist, Consultant and researcher on development,
governance, rights, ICTs and the Internet.

® Dirant E Joined July 2017

32 Following 2,528 Followers

Profiles of @alexandre_phd and @lanNoah11; note the creation dates. @lanNoah11 is an oddity as a
"bestselling author, editor, journalist” whose timeline made no mention of any of his apparently
bestselling books.

11 Alexandre , PhD Retweeted

% Jesse Torres @ @jstorres - Nov 10, 2017 ses

= With AR Glasses, Apple May Finally Break The Black Mirror's Spell

With AR Glasses, Apple May Finally Break The Black Mirror's Spell
More than anyone else, Apple aot us staring into the screens of our
smariphones three hours a day. Augmented Reality glasses may be it..
& fastcompany.com

11 Alexandre , PhD Retweeted
@ Lucerinas do RN ® @LucerinasRN - Nav 10, 2017

Mo ar #CarinhadeAnjo285

Q2 s O 2 Iy MPal

11 Alexandre , PhD Retweeted

Wenzhang Zhu @wzzhu « Nov 10, 2017
go eye promotion on Nov 11 weekend! Go, to experience AR of go!

. Alexandre, PhD

\ Follow |
95 Tweets _

Media |

Likes

131 Alexandre , PhD Retweeted

ﬂ‘\ . B 45l 34 @ fawaz_ksa - Nov 10, 2017
Lbisgs allell_,,ulS#
There is a problem in the Saudi Football Federation, the government has
intervened in a closed case to be appealed, we hope you to intervene in
the case, to Save our Sport and our club @ALAHLIFC @

@FIFAcom

Q3 3 192 Q7

I

T1 Alexandre , PhD Retweeted

Hende 500 @Dylan_H_8 - Nov 10, 2017
- Replying to @LaurennFodorr and @DillonCook 12
= Yeah let's just walk up to a guy killing pecple with an AR-15 and ask him if

he'll let us get close enough to pepper spray him

) 11 21 T

The first retweets by @alexandre_phd. The theme of these retweets appears to have been AR, but
the tweets chosen included mentions of FIFA’s Arabic account and the AR-15 assault weapon.
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https://australian-railways.fandom.com/wiki/Victorian_Railways_DD_class_4-6-0_(1902)_%26_DDE_class_4-6-2T_(1908)
https://australian-railways.fandom.com/wiki/Victorian_Railways_DD_class_4-6-0_(1902)_%26_DDE_class_4-6-2T_(1908)

11 Alexandre , PhD Retweeted 11 Alexandre , PhD Retweeted
% Jessica Maziri @ @jessicanazir - Nov 10, 2017 Eugene Capon | Social Media Futurist £ @Capon.. - Nov 10, 2017 e
People want experiences not things. This is my first experience with food
g and VR. @RCLcorp is showing off a futuristic cruise & and I'm taking a
bite of virtual reality. #ad #RCLSeaBeyond

Interested in learning \m w|th Adobe After Effects? Try this playlist!
#VR #adobe #AtterEffects

youtube.com/playlis

Q 2 Tl 4 @ . & MG
11 Alexandre , PhD Retweeted 11 Alexandre , PhD Retweetad
CNET @ @CNET - Nov 10, 2017 acs Metro Trains @ @metrotrains - Nov 10, 2018
Ciﬂﬂt Royal Caribbean's new ship lets you eat in VR cnet.oo/2INVEIE On this 100th anniversary of #Armist ::!?LJ:.'\-. we gratefully acknowledge

the service and sacrifice of all who served defending Australia.

In late 1918, this VR A2 locomotive was decorated to celebrate the
Armistice and the end of World Wai . #RemembranceDay 2018
L estWeForget

(T Tl 20 O 22 W MpsD

Early retweets by @alexandre_phd that contain the term “VR,” including one anomalous tweet about
Victorian Railways.
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11 Noah Retweeted 13 Noah Retweeted

GSMA £ EGSMA - Nov 10, 2017 ¢ Evan Klrlstel #RemoteWork [u-.Eu’.srl:( rstel ch.w. 291
Meet the #GSMA # iarks team & learn how to unlock revenus o the mobile world accelerated with @Qualcomm_Tech #5g tech New
FaSMA ¥ IFKS 3 . 1 "
& nunit'es)from : -|:¢§i:l- g at EHWMBBF asma.at/2y0ayUy command-and-control services where failure is not an option—enabled
Ppo ) i  Fbbi it ol e el it with 5G technology for ultra-reliable, low latency communication links
snip. lyfnubpy

g/the'way we interact with ou
each other.

Watch video ©

- P

Meet the Future Networks Team
d Forum

Enhanced Mobile
Broadband

o immersiue. sy

Q 2 & & MGD ) 1 3 £ MG D
11 Noah Retweeted 11 Noah Retweeted
#EM  Tamara MeCleary € @TamaraMcCleary - Nov 10, 2017 -  TIM Newsroom @ @TIMnewsroom - Nov 10, 2017 ese
#Smart : Change is in the air. aphic #5G #innow # == Amos Genish, CEO TIM, on #5G during the #AGCOM #R4l conference for
#BigData #lndustryd0 #infosec MT @TopCyb NS the #AntonioPrato prize.
“TIM at the farefront of 5G trials:
it's a great opportunity
for telco industry.”

Amos :'u_em_cﬁ

171 136 O 122 i MG (5] o e o n s MG

Early retweets by @lanNoah11, on 5G.

Each of these fake accounts had at least 1,800 followers, but the vast majority came from
countries and language groups that were incongruous for users who were ostensibly based in
Belgium. They each followed at least 40 other accounts, but these also showed a language bias
away from French or Dutch, and towards languages that included Russian and Arabic. This
suggests that the fake accounts were equipped with fake followings, purchased online from
international suppliers without too much thought given to verisimilitude.
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. Alexandre, PhD & Alexandre , PhD

Ealexandra_phd Ealexandre_phd
Followers Following Followers Following
. Mohamed Khaled - n topwit Ayns & N
[ | Follo |
ﬁ @M_kh_Elarby il s' @yurydud FONOW,
L sy e el p g e o il il e 02
4% Anexcaunp XuHwTedH Cronen )
Superstar Mahesh Babu fc { Falow ( @Khinshtein \ ranaw
@hyderabiadi_fe . ——— Denytat Nocoymel (158-i Camapckuid o), np Tens Komutera M0
Fans club of Hyderabadi DHFM's = N0 MHOOPMNGNNTHKE M CBA3M, 3aM.CexpaTapd MeHcoseTa «EquHoR
Poccum»
B £ovix (" Follow
@KrypticZerks 4 Lurate: us necew ( Fonow )
Subscribe To My YouTube Channel @BstSongQuotes . P
nTaTo! 13 nobumbix neced. Mel modum myssiky! Mo scem Bonpocam:
Muhammad SAAD @fficial Aggeunt £ ; . adv.dimaruru@gmail.com
£ro | Follow |
@saadaligi74 .
et yet working Just Studying # The Difference Between Me And #7200 Is ruslan jpeg { Follow )
You Past For Like | Post What | like #Pakistan #2indbad @ B @atazyymegensl : -
Be3napHoCTL
o % Hushi& f -F I :
@followlilhushix i Kopnopaums 3na ( Follow )
«grinding for @TeamkwoGG«-NAW @inc._evil d
J¥ypHan capxaama, nogcTebai ceonx gpyaed.
i w P o
Fol
O @9tyslya \Eallow,/ Katanncig (" Follow )
@ktvsktvs s .

. WPUSE my Web link to find and follow my Instagram.

Left, followers of @alexandre_phd. Right, the first accounts followed by this account.

Anti-Belgium, Pro-5G, Pro-Huawei

In between the retweets, each of the 14 accounts in this set tweeted links to articles about
Belgium's 5G decision and why it was a bad idea, or articles about Huawei and why it was a
reliable investor and partner. The articles came from a range of sources, including Politico,
German business paper Handelsblatt, and the websites eureporter.co and dwire.eu. Each account
tweeted the same articles, with different comments to accompany them. This tweeting appears
to have been manual rather than automated, and the text of the tweet was different in each case.

By December 23, each of the accounts had posted 8-10 authored tweets in between several
dozen retweets of tech-related content.
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Tim Maslen @NoriceMaslen « Dec 21 0ss
Legislation are the medication of the government body, and medicine

must be administered when the government entity gets ill. ZTE,
therefore, is welcome to sue Belgium for unjust exclusion!

LIEPR

Chinesischer Netzausrister ZTE will auf Marktzugang in Europa kla...
Immer mehr EU-5taaten limitieren den Zugang fir Ausriister aus
China im Mobiifunk - auch Deutschiand. ZTE will juristisch auf ..,

4" handelsblatt.com

®) )

Tim Maslen @NoriceMaslen - Dec 18

Compared with other EU countries with sufficient competition, such as

Germany, the Netherlands, Spain, etc., Belgian consumers will pay higher
fees for #5G for it's Corrupted Goverment's political decision on
excluding competitors.

6G; If the Belgian government exclude specific suppliers, who will p...
The Belgian Strategic Security Council, via the Belgian regulatory
agenc IPT/IBPT), has issued a public consultation on the draft la...
& london-globe.com

tim ) oar

Tim Maslen @NoriceMaslen - Dac 17 ooe

Of all the major suppliers of 6G Network Huawei has been the only one to

give access to their source code. The decision should be based on
Technical standards rather then Political.

Mobile operators question Belgian Government's motive for new 56 ...
The Belglan National Security preliminary draft law and royal decrae
that have been submitted for public consultation and concerned wit...
& landon-globe.com

QB T1 20 } 8O ]

Tim Maslen @NoriceMaslen - 21h
The government together creates policies that allow for greater job

creation with economically viable ways and this move is one of a kind!

Huawei and Eurcpean industry: natural partners
Together we can address the challenges of a new emerging order
& politico.su

Q1 ! v,

11 Tim Maslen Retweeted

ML, POrO3UH @ @Rogozin - Dec 27

Authored tweets by @NoriceMaslen, praising Huawei (top and bottom right) and calling the Belgian
government corrupt (bottom left). The bottom right post was a sponsored article by Sophie Batas,
the director for cybersecurity at Huawei EU, on Politico.
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https://www.politico.eu/sponsored-content/huawei-and-european-industry-natural-partners/amp/?__twitter_impression=true

Mélanie @lanilaFl - Dec 21 =63
The risk factors require a substantial awareness, you know, of how the
networks are going to operate, and where the network's possible cyber
threats exist. But that's not what's on the cards now because of
Belgium's 5G confinements.

“1f

Expert panel debate the proposed new Belgian 5G law

The Belglan National Security Council has propesed a new law which
includes a series of additional security measures regarding the rollo...
&' eursporter.co

(0 T3 (R i

Mélanie @lanilaF| - Dec 18 ss
The ban of certain 5g telecom operators will give the government
confidence that they can ban any business organization in future by
suggesting that it possess a national security threat without solid
evidence

;._. Y Y

Why Openness and Transparency Pay when Buying Security
Why vendor blacklists, especially secret ones, fly in the face of
everything we know about best practice in procurement and ...
& billmew.substack.com

Q 7 & (i}

Mélanie @lznilaFl - Dec 10 we

By not sharing the criteria of defining the High-Risk Vendor list in 5G
rollout, the move of restricting certain vendors frem participeting in 56
rollout by Belgium looks palitically motivated rather than the issue of
national security!

The 5G decision in the BlackBox | DWIRE

The industry and consumers are concerned about the decisions made
behind ciosed doors that are taken in Brussels

& dwire.eu

Mélanie @lanilaF| « Dec 14 vos
The role of the U.S can't be ruled cut from forcing Belgium public office
holders to restrict specific vendors from providing 5G equipment. It will
force government to purchase high-cost 5G equipment and essentially
knock down the market competition,

THE
CORRUPTION

The Carruption: Unpacking Belgium's BlackBox Operation | DWIRE
Transparency Is the key to address all such Issues. The government
should net be allowed to finalize business deals involving public ...
& dwire.eu

4 Tl 7 o s b Q8 1 23 QO 83 Oy

Authored tweets by @lanilaFL (screen name Melanie) accusing Belgium of corruption and politically
motivated decisions ‘rather than the issue of national security!”

Same Script, Different Domains

Among the articles that the fake accounts promoted were a few cases in which the same article
appeared on multiple, apparently connected, websites at the same time. On these occasions, the
fake accounts in the network took advantage of this fact to tweet the same headline from
different sites, thus making it less likely that a URL-based search would be able to identify them all
as a network. (The websites in question long pre-dated this operation; there is no forensic
evidence to suggest that they were knowingly involved in the operation.)

For example, all the accounts shared an article headlined, “5G: If the Belgian government exclude
specific suppliers, who will pay for it?”
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‘Compared with other EU countries with sufficient competition, such as Germany, the
Netherlands, Spain, etc., Belgian consumers will pay higher fees for this. In the post-epidemic era,
this will put tremendous pressure on Belgium’'s economic recovery,” argued the article, which also
qguoted an unnamed “mobile network CEQ” as saying the Belgian move was aimed at Huawei and
ZTE.

This article appeared on four different websites: london-globe.com and newyorkglobe.co, where it
was not bylined; toplinenews.eu, where it was bylined Colin Stevens; and eureporter.co, where it
was bylined Louis Auge. These two names are both listed as regular contributors at eureporter.co.
According to a report in the Sunday Times, london-globe.com, eureporter.co and newyorkglobe.co
are “all small news websites privately owned by a small British company which is owned by a
former TV journalist.”

@ & london-globe.com/european-union/2020/12/16/5g-if-the-belgian-government-exclude-specific-supplier.. &,

5G: If the Belgian government
exclude specific suppliers, who
will pay for it?

@ toplinenews.eu/2020/12/16/5g-if-the-belgian-government-exclude-specific-suppliers-who-will-pay-for-it/

5G: If the Belgian government exclude
specific suppliers, who will pay for it?

& eureporter.co/world/belgium-world/2020/12/15/5g-if-the-belgian-government-exclude-specific-suppliers-who: ¢ ;fﬁ &

eureporter 5G: If the Belgian government excludes specific suppliers, who will pay for it?

e Belgian government excludes
specific suppliers, who will pay for it?

/ Louis Auge

The same headline on three different websites, with two different authors named.
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https://web.archive.org/web/20210110104234/https://www.london-globe.com/european-union/2020/12/16/5g-if-the-belgian-government-exclude-specific-suppliers-who-will-pay-for-it/
https://web.archive.org/web/20210110104320/https://www.newyorkglobe.co/2020/12/16/5g-if-the-belgian-government-exclude-specific-suppliers-who-will-pay-for-it/
https://web.archive.org/web/20201228151335/https://www.toplinenews.eu/2020/12/16/5g-if-the-belgian-government-exclude-specific-suppliers-who-will-pay-for-it/
https://web.archive.org/web/20210110104138/https://www.eureporter.co/world/belgium-world/2020/12/15/5g-if-the-belgian-government-exclude-specific-suppliers-who-will-pay-for-it/
https://web.archive.org/web/20210110104640/https://www.eureporter.co/author/colin/
https://web.archive.org/web/20210110104547/https://www.eureporter.co/author/louis-auge/
https://www.thetimes.co.uk/article/fake-news-factories-churning-out-lies-over-monkey-vaccine-qhhmxt2g5

Many of the accounts in the network tweeted at least one version of this article, but not from the
same source: most used the toplinenews.eu version, but some tweeted the eureporter.co one,
and some shared the version at london-globe.com.

L teAsK of Retweuted
Mathalie Vidrin @nathalie vierin - Oec 76 -
Aftor Covid-18, the woeld is more and more refiant on intarnat than evar
and at this time If the Beigium government sticks to its plan of blecking
spocic 53 supgaliers. It wdl [@ad to chaatic for the public in futue with
the increase in 5G cost.

- c iG: if the Baigian government axclude spacific
suppliers. who will pay for it?
&' taplinenews.au

Goa Q7 o &

T4 MASK of Rorweatod
Meélanie @laniaFl - Dec 18
Miowing the pressure from the US te bleck specific 56 suppliers means
that Balgium gevernmant values ils ties with the US mare than it cares
1o provide cheaper and better facditios 1o its gitzens.

- e 5G: f the Belgian government axclude specific
suppiers, whao will pay for in?
& tophinenews o

2 a nun LV R T

T1 MASK o Retwested
‘Hannah Malache ©Hannabima « Oec 16
The direct ecanamic losses of majar telecom operatars in Belgium are
expacied o exceed 14 Billion surod. 18 the Govemment prepared 1o Eaar
the burden of this cost In middie of Covid-1% pandemic by blacking the
magor suppliers of BG equipment?

-3 e 563 If tha Beigian gavernmant sxciude specific
suppliers, whe will pay for it?
Froplinerowe.en

Lo 1Le e &

Tl MAEK W Retwnsted

Modmie Honiat Bl @noemis261406046 - Doc 16
The Belgium's &G dacision draft doss not haue cloar tachnical
standards, lacks a transperent decision-makitg process, and is full of
discriminatian and unfalmass, which are obwaus pelitical
considerations.

supgliers, who will pay for it?
S taplinenews.eu

R s =1 &

Th MASH o Retweutod
Gascén Phesconones - Oec 16
There are 4 main suppliers in the §G feld, The dralt legisiation in
Bedgium wouid exciuca Huawe| and ZTE from 56 compatitian from faur
1o two, then it will cast the country dearly and the peoole of Belgium
will utiimately suffer fram this sinaatan

suppiers, wha will pay for in?
& toplineness su

A e @ i

L1 MASHK R Retweutod
Céleste @CiesteNall - Dec 16 b
The draft legisistion in Belgium aimad 10 include only Nokia and
EricBon 35 56 equipmant supplers whils axciuding tha tmm paEsini
suppliers and public bda hat Govt
|5 POt sincare wih the process giscussed in public

- | c 56: I the Belgian government exchede specific
suppBars, wha will pay for iK?
E baplinenees i

Qs e @ e

T1 MASK off Awivemsted
Océane Baleh &oceanc_loic - Doc 16
In Belgium, the direct sconemic losses of major operators sce nnecmd
to sxceed 14 bilion eurcs on the 5G Vender axclision decision by the
Gaverment. Can the Belgian government bear this part of the cost for

5(=m
]

5G: M the Baighan governmant axchales specific sEnpliors, wio wil.
The Belgan Strateqic Security Counci, via the Beigian regulatary
agency ([BIPTIGPT), has issued & pubslic consitation o the draft

o eureparter.co

Qs (ST [« &

T MASK of Retwsotod
Tim Masien @NarlceMatden - Dec %6

‘Compared with other EU countries with sumem l:omoallmr\. such ag
Gormany, the Spain, o, B

higher fees for V53 for it's Corrupted Goverment's pah(r.al ﬂmm on
exchuding competitors:

56 IF the Beigi = il wha will ..
The Belgian Strategic Security Council, ¥ia the Belgian ragulatery
agency [BIRTERT), has suid a public consultation on the draft .,
# hondon—globe.com

o8 me a3 e}

U1 MASK of Retwocted
Arlisn Guzman [#0as0se - Dar 16
The risk of G saupment or saftware sugphens related fo l:smrsmmly
of national cybersocurity ystem will be assessed, Blind political
daclsions could cast only Consumers, wha will pay for (17

,;,

§G: H the Balgian governmant axclude specific suppliers, who wall ..
The Belgian Sirategic Security Councd, vin he Belgon reguistary
agoney (RIPTABRT], has lasund & pubslic cansultatian an Ma dran

1R Inadan-globe som

(w1 ] i ] (ol +] A

1 MAEK o Retwarted
Ellse Bélivesu Falza vic - Dec 19 e
#5 tha Belglan gavernment eouds some of the malnstream suppiers
of §G equipment. the coet of 6G equipment will increase significantly
which will uimately ead to higher subscription fee for consumer G

e

530 1 the Belgian goaernment excludes specilic seppliers, who wil..
Tris Belgian Strategic Security Council, vin 1ha Beigin ragulatory
agency (AIFTHAPT), has issued a public cansultation an the draft

& awraporturco

oa g IR am Jus

13 Mask of Retwsatnd

Moah Biartiaahll - Dac 16 P
Tha ducision to allow only @ few 5G Suppliers while blocking othar
competilive 53 suppliens sssentially mears Ut the peopie of Belgum
should get prepared to pay for higher 56 subscrption In comparisen
with Germany, Netherlands, Spain stc,

50: If the Belgian government exciudes specific suppéers, wha will..
Tha Balglan Stratagc Security Councll, via tha Balgian regulatory
agency |BIRTIRFT), has Esurd a pishlic connidation st the draft .,
& aureporterco

Ds e & = o

. Chiod Echaleqnol - Dec 16
twhere the

A

UL MASE of Retweeted

market wil create a

will not be able 1o
TegaNate the price of 55 eqUIBMENE With e S0 YENTATS and Mis Wil
e forced to pay higher prices

5: I the Belgiean gueeinment excliddes specific suppliers, who sl
Tha Belgian Strategic Seeurity Crunell, via ha Bekgien rgulstary
agency (HIPTHEFT], has lssued a public cansaltatian an the dralt

S eLsponer.ca

o3 s [l s

Tweets of the same article from different sources, posted by different members of the network.

Another article was headlined, “Mobile operators question Belgian Government’'s motive for new
5G law.” It was published on london-globe.com without a byline, eureporter.co under the byline of
Colin Stevens, and newyorkglobe.co without a byline.

The Belgian proposal “is believed to be a cynical media manipulation tactic” which “could result in
gravely impacting the swiftness of 5G rollout and the cost of 5G equipment could go remarkably
high. Who is going to suffer from this situation the most? Of course, the consumer,” the article
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https://web.archive.org/web/20201228151245/https://www.london-globe.com/european-union/2020/12/17/mobile-operators-question-belgian-governments-motive-for-new-5g-law/
https://web.archive.org/web/20210110104934/https://www.eureporter.co/world/belgium-world/2020/12/16/mobile-operators-question-belgian-governments-motive-for-new-5g-law/
https://web.archive.org/web/20201228151216/https://www.newyorkglobe.co/2020/12/17/mobile-operators-question-belgian-governments-motive-for-new-5g-law/

wrote. Again, it quoted two unnamed mobile-phone network CEQs, and argued that “of all the
vendors Huawei is the one who has gone the greatest length to reassure their customers.”

(& & london-globe.com/european-union/2020/12/17/mobile-operators-question-belgian-governments-motive... @ 3¢

Mobile operators question Belgian
Government’'s motive for new 5G
law

& eureporter.co/world/belgium-world/2020/12/16/mobile-operators-question-belgian-governments-motive-for... 1

Mobile operators question Belgian
Government’s motive for new 5G law

£v Colin Stevens

C & newyorkglobe.co/2020/12/17/mobile-operators-question-belgian-governments-motive-for-new-5g-law/

Mobile operators question
Belgian Government’s motive
for new 5G law

The same headline on three different websites.
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Mélanie Fl - Dec17

With the ban imposed on certain 5g vendors in Belgium, the direct
economic losses of major operators are expected to exceed 14 billion
euros. The mobile operators have to suffer losses because of this
imprudent decision by the government.

- Mobile operators question Belgian Government's ..

The
ant

cree that

Céleste @C Nell
Belgmm wIII end up as the least competitive telecom country in the
Europe continent, if they decide to create a Nordic duopoly (Mokia -
Ericsson) in 5g market by allowing only two of the 59 vendors,

Mobile operators question Belgian Government’s motive for new 5...

In this pandemlc era, 5G vendors Ban will put tremendous pressure on
Belgium's economic recovery. it's wise to allow all the 5G vendors to
take part in the 5G rollout, which will be Good for Consumers.
Competition is always a better choice!

-

9

111 - Dec 17 o3

Noah @
In General, Security will never be assured 100% and while it would be
ignorant to rule out the existence of backdoors, of all the vendors
Huawei is the one who has gone the greatest length to reassure their
customers.

Mobile operators question Belgian Government's ...
ian Nationa
th

Noémie Honiat @l @
Belgium's favourite 5G supphers like Ericsson Iets their security
certificates expire and uses old version of S5L. On the other hand,
Huawei provides their source code itself, ERNW reviewed Huawei's
source code and found its of good quality.

Mobile nperatnrs question Elelglan Government’s motive for new 5...

Hannah Meloche @ 3 L
Belgium's plan of excludmg certain 5G equipment suppliers can only be
seen as a move to please the United States. This does not only go
against Belgium's national policy but also goes against the European
Union trade paolicy.

Momle operators question Belgian Government s motive for new 5
The B

2 L1 18 ] B9 i

Mobile operators question Belglan Gnvernment s motive for new 5

Different assets in the operation sharing the versions from (top to bottom) newyorkglobe.co,
eureporter.co and london-globe.com.
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Sponsored Content

On two occasions, the fake accounts shared articles that had been sponsored by Huawei. On
December 28, many of them tweeted a link to an article on Politico that was headlined, "Huawei
and European industry: natural partners.” The post was sponsored by Huawei and written by its
EU Director for Cybersecurity, Sophie Batas.

SPONSORED CONTENT FROM HUAWEN

Huawei

Together we can addr@s the challenges of a new emerging order

Mélanie @lanilaF| - Dec 28
. Through the mission to keep

all the intriguing possibilities t

in Europe and around the world,

sus Arlise Guzman ®@idaérlise - Dec 28 o
veloping the Digital Economy and then Long-term sustainable employment growth comes from the private
this recovery gives us individuals here sector and this proposal is a prime example
rope is vitally important for Huawei. —

} [ ¥

‘-ﬁ/"’"‘* . uropean industry: natural partners

Huawei and Eurcpean industry: natural partners Together we can address the challenges of a new emerging order
Together we can address the challenges of a new emerging order & politico.eu

& palitico.eu
< i @ &
Q (@ < !

Operation accounts @lanilaFL and @IdaArlise tweeting a link to the sponsored post on Politico,
together with the headline and (inset) the sponsorship notice.

A week earlier, the operation’s accounts shared a link to a Dutch-language article whose headline
translated as, “Belgium'’s rollout of 5G at the crossroads of regulation and protectionism.” This
was a guest contribution on one Belgian tech-focused website, called itdaily.be. A disclaimer at
the end confirmed that it, too, was sponsored by Huawei.
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https://web.archive.org/web/20201228150908/https://www.politico.eu/sponsored-content/huawei-and-european-industry-natural-partners/amp/?__twitter_impression=true
https://web.archive.org/web/20210126231009/https://itdaily.be/blogs/infrastructuur/belgische-uitrol-5g-op-kruispunt-van-regelgeving-en-protectionisme/

C @ itdaily.be/blogsfinfrastructuur/belgische-uitrol-5g-op-kruispunt-van-regelgeving-en-protectionisme/

IT business .cloud .communicatie .data

Dit is een ingezonden bijdrage van Edwin Vermuilst, partner bij VWVGB Advocaten. De opinie
werd aangeleverd met ondersteuning van Huawei.

11 MASK & Retweeted 11 MASK % Retweeted

Noémie Honiat [l @noemie26140606 - Dec 21 = Gascdn @GasconJanez - Dec 21 s08
Some Belgium operators have already begun #5G B2B developments, Where R&D, production usuaily take place worldwide, production takes
mainly for logistics and industrial applications, and most are in the test place in China in most cases. In this sense, a seller's country of origin
phase. That is not good news for the economy of the country, as the or head office is neither a sufficient nor an appropriate criterion to

draft bill does not provide clear support! determine interference by a third country.

Top, the disclaimer at the end of the article on itdaily.be, showing the Huawei support (“med
ondersteuning van Huawei”). Bottom, two of the operation accounts that tweeted it

Written by Fakes

In two other cases, the operation’s Twitter accounts amplified articles that were likely crafted by
the operation itself. Both of these were posted on the blogging site dwire.eu. This website gives
its street address as 84 Crescent de I'Europe 3, 1000 Brussels, but no such address seems to
exist, according to a review of Google maps and a Brussels street atlas.
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https://web.archive.org/web/20210121151742/https://dwire.eu/contact-us/

Contact Information

84 Crescent de |'Europe 3, 1000

Brussels, Belgium

& contact@dwire.eu

84, Crescent de I'Europe 3, Bruxel O X

@ Add a missing place to Google Maps.

Top, the address from the dwire.eu website’s Contact Information section. Bottom, Google maps
result of searching for the address, showing it as a missing place.

The first of the two articles, published on December 11, called Belgium’s 5G decision a “blackbox
operation,” and argued that the security procedure to define “high-risk vendors” should be thrown
open to the public.

“The industry and consumers are concerned about the decisions made behind closed doors that
are taken in Brussels. There is only one way to address the issues of national security concerns,
make the whole process of defining the high-risk vendor list open to the public for debate. It is
high time the national governments realize that transparency is the key to move forward in the
right direction as nothing good comes out of closed doors decisions. People have a right to know
what their governments are planning and doing with the future of their country. One of my friend
[sic] said: ‘No one in Belgium would like Blackbox operation’. It seems that Brussels is being
pressurized by a foreign entity to block certain 5G suppliers,” it wrote (emphasis in the original).
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https://web.archive.org/web/20210121151742/https://dwire.eu/contact-us/
https://web.archive.org/web/20201228151448/https://dwire.eu/index.php/2020/12/11/the-decision-over-5g-is-going-into-black-box-operation/

The article was bylined “Noah,” and featured the same GAN-generated profile picture as that of
the Twitter account @lanNoah11. This suggests that the article was most likely created by the
operation itself, using one of the inauthentic personas profile pictures that it had generated.

Noah ; cision in the BlackBox
@lanNoah11

Bestselling author, ec

Left to right, @lanNoah11 on Twitter, detail of the byline on dwire.eu, and the full headline.

Three days later, another article took the argument a step further by accusing Belgium of
corruption. The headline ran, “The Corruption: Unpacking Belgium’s BlackBox Operation.” The
article argued that “A recent example of such a deal is the plan to exclude some 5G equipment
suppliers. This exclusion is based on a High-Risk Vendor list, that is being prepared by the
Intelligence agencies of Belgium and was kept as a secret. This whole process is acknowledged
as a Blackbox Operation by the Belgian government because of political pressure by the US. As
the US incapable [sic] of providing advanced 5G equipment at a low cost so they want to kill the
market competition.” It cited the “Noah” article as its source.

This article was attributed to “Melanie,” whose screen name and GAN profile picture matched
operation asset @lanilaFL. Again, this suggests that the operation most likely created this article
using another of its fake personas.

Mélanie (%) Meloria | December14,2020 . Update: Dacamber 14,2020 106 pm 4 8,260 Views
@lanilaFl

Left to right, @lanilaFL, detail of the "Melanie” byline, and the full headline.

These two articles show the operation not just amplifying politically angled content, but creating
and planting that content online. It is noteworthy that neither @lanilaFL nor @lanNoah11
mentioned their claimed authorship when they tweeted the articles (unusual for accounts that
both claimed to be authors): they simply added pointed comments about Belgium and the United
States.
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https://web.archive.org/web/20201228151316/https://dwire.eu/index.php/2020/12/14/the-corruption-unpacking-the-black-box/

Mélanie @lanilaFl - Dec 14 sas Moah @lanNoah1l . Dac 10 oo

3 The role of the U.S can't be ruled out from forcing Belgium public office } The impact of excluding certain vendors by the Belgium from providing
holders to restrict specific vendors from providing 5G equipment. It will 656G equipment without stating a clear reason of what security threat is
force government 1o purchase high-cost 5G equipment and essentially being faced will ultimately affect the consumers, that might end up
knock down the market competition. using expensive 56 services.

THE
CORRUPTION

The Cerruption: Unpacking Belgium's BlackBox Operation | DWIRE The 5G decision In the BlackBox | DWIRE

Transparency is the key to address all such issues, The government The industry and consumers are concerned about the decisions
should not be allowed to finalize business deals involving public ... made behind closed doars that are taken in Brussels.
& dwire.eu & dwire.eu

-] Ti 22 7 85 i o a4 1 1% 0 &7 it

Tweets by @lanilaFl and @lanNoah11 boosting the articles in their names; note how neither claims
the authorship on Twitter.

Huawei Boosts Back

The above activity all stemmed from a small cluster of fake accounts whose origin could not be
definitively identified at this stage. Their messaging was clearly anti-Belgium'’s 5G policies and, to
a lesser extent, pro-Huawei, and they used a mixture of authentic news reporting, content paid for
by Huawei, and articles they created themselves to make their points. This is not sufficient to
suggest that Huawei itself or its personnel either conducted the operation or sponsored it in any
way.

However, it is clear that these fake accounts’ most important amplification came from Twitter
accounts that belong to senior Huawei executives in Western Europe, including three accounts
that are verified.

One of these was the corporate Twitter account of Huawei Europe itself. Rather than sharing each
article once, the Huawei account retweeted multiple shares of the same article from multiple
members of the network, including both of the articles that were planted by the inauthentic
personas discussed above. In cases where the operation’s fake accounts tweeted the same
article from three different domains, the Huawei Europe account retweeted all three variants.
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Huawei Europe &

|\ Follow )
13K Tweels b -

T1 HuaweiEurope Retweeted

Noah @lanNoahll - Dec 14 ase
Belgium loses 25 percent of its overall public procurement due to

corruption; this percentage can significantly increase if the government
blocks specific vendors from supplying #5G equipment.

THE
CORRUPTION

The Corruption: Unpacking Belgium's BlackBox Operation | DWIRE
Transparency is the key to address all such issues. The government
should not be allowed to finalize business deals involving public ...

Huawei Europe &

[ Follow \_-
11.3K Tweels A /

11 Huawei Europe Retweeted

Hannah Meloche @Hannahitra - Dec 14
The recent Blackbox operation by the Belgium government to maintain
a secret high-risk vendor list is the reason why the public office holders
get away with potential corruption charges in the name of national
security.

THE
CORRUPTION

The Corruption: Unpacking Belgium's BlackBox Operation | DWIRE
Transparency is the key to address all such issues. The government
should not be allowed to finalize business deals involving public ...

& dwire.eu
& dwire.eu
(- 24 QO 88 &
Q 3 131 15 O = )
. Huawei Europe & . ‘ S ) Huawei Europe & [ i }
11.3K Tweels dedia Likes 8 11.3K Tweats Medin ! Likes {

11 Huawei Europe Retweeted

Alexandre , PhD @alexandre_phd - Dec 14 Py
There is still hope to control the corruption in public procurement by

adopting a transparent approach in awarding public procurement
contracts such as selecting 5G equipment vendors based on merit
instead of political gains.

THE
CORRUPTION

The Corruption: Unpacking Belgium's BlackBox Operation | DWIRE
Transparency is the key to address all such issues. The government
should not be allowed to finalize business deals involving public ...
& dwire.eu

Qo3 T 14 O 44 i

t1 Huawei Europe Retweeted

Mélanie @lanilaFl - Dec 14 oo
) The role of the U.S can't be ruled out from forcing Belgium public office

holders to restrict specific vendors from providing 5G equipment. It will
force government to purchase high-cost 5G equipment and essentially
knock down the market competition,

THE
CORRUPTION

The Corruption: Unpacking Belgium's BlackBox Operation | DWIRE
Transparency is the key to address all such issues. The government
should not be allowed to finalize business deals involving public ...
& dwire.eu

&8 7 23 < B3 )

The verified account for Huawei Europe sharing four tweets of the same “Belgian corruption” article
from different assets in the operation.
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Huawei Europe &
113K Tweets
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Media | Likes |

11 Huawei Europe Retweeted

Alexandre , PhD @alexandre_phd - Dec 10

It is time the Belgian government realize the importance of 5G
technology and not to work in the interest of others but in the interest
of its people, otherwise it will be the people who will suffer due to this
banning culture,

Huawei Europe &

\ Follow
113K Tweets L

Media | Likes |

171 Huawel Europe Retwested

m Noah @lanNoahl1 - Dec 10

The impact of excluding certain vendors by the Belgium from providing
5G equipment without stating a clear reason of what security threat is
being faced will ultimately affect the consumers, that might end up
using expensive 5G services.

e

The 5G decision in the BlackBox | DWIRE
The industry and consumers are concerned about the decisions
made behind closed doors that are taken in Brussels.

The 5G decision in the BlackBox | DWIRE
The Iindustry and consumers are concerned about the decislons
made behind closed doors that are taken in Brussels.

& dwire.eu & dwire.eu
(S N:] 1118 O 80 P o 4 1 18 ) 87 hut
. Huawei Europe @& A < Huawei Europe & ( Follow )
113K Tweets Media Likes o8 11.3K Tweels Media Likes * /

Huawei Europe Retwested

Mélanie @ianilaFl - Dec 10

By not sharing the criteria of defining the High-Risk Vendor list in 5G
rollout, the move of restricting certain vendors from participating in 5G
rollout by Belgium looks politically motivated rather than the issue of
national security!

The 5G decision in the BlackBox | DWIRE
The industry and consumers are concerned about the decisions
made behind closed doors that are taken in Brussels.

& dwire.eu

Q a g i) O ma

11 Huawei Europe Retweeted

Hannah Meloche @Hannahitra - Dec 10

Brussels is preparing a High-Risk vendor list for Excluding them from
participation in #50G rollout in the name of Black Box operation and
there is no criteria defined on which its going to blacklist venders in the
name of national security. #Telecom

The 5G decision in the BlackBox | DWIRE
The industry and consumers are concerned about the decisions
made behind closed doors that are taken in Brussels.

& dwire.eu

Q 12 Q 123

The Huawei Europe verified account sharing the “BlackBox” article as tweeted by four operation assets.
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Huawei Europe & ( Eoltow
11.3K Tweets .

Medin ¢ Likes |

11 Huawei Europe Retweeted

Gascdn @GasconJanez - Dec 16
There are 4 main suppliers in the 5G field, The draft legisiation in

Belgium would exclude Huawei and ZTE from 5G competition from four
to two. then it will cost the country dearly and the people of Belgium
will ultimately suffer from this situation

t 5G: If the Belgian government exclude specific
~ suppliers, who will pay for it?
% toplinenews.eu

0 a 1 8 <) 28 T

Huawei Europe

11.3K Tweets

Follow

Media Likes

Tl Huawei Europe Retweeted

Océane Baleh @oceane loic - Dec 16
In Belgium, the direct economic losses of major operators are expected
to exceed 14 billion euros on the 5G Vendor exclusion decision by the
Goverment. Can the Belgian government bear this part of the cost for
operators?

5G: If the Belglan government excludes spacific suppliers, who will..
elgian Strategic Sec via the Eelgian regulatory

ager
& eureporter.co

Q9 Tl 18

Huawei Europe &

11.3K Tweets

Follow )

Likes

Media

11 Huawei Europe Retweeted

Dec 16 L

Tim Maslen @NoriceiMaslen .
Compared with other EU countries with sufficient competition, such as

Germany, the Netherlands, Spain, etc., Belgian consumers will pay
higher feas for #50 for it's Corrupted Gaverment’s palitical decision on
excluding competitors.

5G: If the Belgian government exclude specific suppliers, who will ...
The Belgian Strategic Security Council, via the Belgian regulatory
PTABPT), has issued a p sultation on

the draft ...

agency |
' london-globe.com

Huawei Europe &

x | Follow )
11.2K Tweets 3 £

Media Likes }

Huawe| Europe Retwseted
Dec 17 wew

Elise Béliveau @elise vic
If Huawei is pushed out of the Belgium market, they can fight back by
leveraging their IPR portfolio directly with mobile operators. This would

impact the pace of innovation as well as the cost.

- Mabile operators question Belgian Government's ...

The Belgia y pralim
royal decree that have been submitted for pu..
5 newyorkglobs

an National Sec

wary draft law

) a

e ) 38 T

Huawei Europe &

113K Tweets Media Likes

Huawei Europe Retweeted

Céleste @ClesteNell - Dac 17 w03
Belgium will end up as the least competitive telecom country in the
Europe continent, if they decide to create a Nordic duopoly [Nokia -
Ericsson) in 5g market by allowing only two of the 5g vendors.

Maobile operators guestion Belgian Government's motive for new &
The Belgian National Security preliminary draft law and royal d
that have been submitted for publi nsultation and concerned

arco

ELimmamn it e nsin ol

Huawei Europe &

| Follow |
11.3K Tweets . é

Media Likes

Huawei Europe Retweeted

Arlise Guzman @idaArlise  Dec 17 von
Huawel had invested a huge sum of 158€ for their R&D which was
almost double of the combined investment of Belgium government
favored vendors Nokia 4B€ and Ericsson 3BE. Huawei's Network was
the most advanced among all 5G vendors

Maobile operators question Belgian Government’s motive for new 5...
The Belgian National Security preliminary draft law and royal decree
that have been submitted for public consult n and concerned ...
% |ondon-globe.com

Q) 3 1 7 O so

The Huawei Europe verified account retweeting three variants of the same article from different
inauthentic accounts.
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Other accounts that were attributed to senior figures in Huawei Western Europe also retweeted
various accounts run by the operation. Two of them were verified: Kevin Liu, the president of the
Public Affairs and Communication Department, and Mike Bai, whose Twitter bio did not name
him, but who is identified by the Huawei website as president of Strategy Marketing. Further
accounts attributed to employees of Huawei Western Europe included the Chief Financial Officer,
the President of Human Resources, and the legal director.
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Tweet by @hannahitra, together with its retweets; we have blurred out accounts that are not associated with
Huawei, for clarity. Retweets are listed bottom to top, with the earliest at the bottom of the center image and
the last ones on the top right.
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Tweet by @alexandre_phd, together with its retweets.

This retweeting by Huawei figures was a repeated occurrence. Graphika collected all mentions of
any of the 14 fake accounts at any point in 2020, and analyzed which were the amplifiers with the

highest followings, together with the number of times they mentioned or retweeted the fakes.
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https://www.huawei.com/fr/voice-of-huawei-europe/ai-boosting-the-fourth-industrial-revolution

Overall, the Huawei officials were by far the most significant amplifiers of the fake accounts’
output: they had the highest followings, and they typically mentioned the fake accounts dozens of
times each.
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Center and top, mentions of all the fake accounts, showing the top ten amplifiers sorted by following, together
with the number of times they mentioned the fake accounts (column “Tweets”). Left and right, the profiles of
those accounts.

This amplification by accounts attributed to Huawei executives also included the two articles that
were posted on dwire.eu by fake personas, and that attacked Belgium for its “BlackBox” approach
to 5G legislation.
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Retweets of the articles on dwire.eu. Left to right, by Kevin Liu, President of Public Affairs and
Communications Department, Western Europe, Huawei Technologies; Mike Bai, President of Strategy
Marketing, Western Europe, Huawei Technologies, Wells Li, President of Human Resource, Western Europe,
Huawei Technologies; and Winson Wang, Legal Director, Huawei West Europe Region.
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Retweets of the same articles. Left to right, by Ye Xiaowen, CFO, Western Europe, Huawei Technologies;
Frank Shen, “T of 194,000 Proud Strivers,” Western Europe, Huawei Technologies, Na Ran, Western
European Region, Huawei Technologies, and Jason Lee, Western Europe, Huawei Technologies.
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Shared Amplification

One other feature of this operation merits attention, and that is its amplification, on some posts,
by a specific network of bots. These were created in batches and featured a "house style” of
pictures of mainly Western women, and handles that consisted of seven letters followed by eight
numbers.
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operators are expected to exceed 14 billion euros on
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Tweet by operation account @oceane_loic, together with its retweets. Note that these included two subsets:
accounts attributed to Huawei employees in Western Europe, and amplification bots.
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The bots who retweeted the post by @oceane_loic, above. Note the creation in November or December 2020,
the standardized handles that most of them had, and the lack of followers.

The bots in question were united by more than the style of their pictures (typically taken from
Instagram influencers and other online sources) and default names: each one had only posted
two or three tweets. One was a retweet of a post by the fake pro-Huawei operation. The others
were screenshots - not retweets - of what purported to be a tweet by Brad Garlinghouse, the CEO
of payments system Ripple, on December 15, offering to give away XRP, a digital currency issued
by Ripple. No such tweet appears on Garlinghouse's timeline, but two weeks earlier he shared a
tweet from Ripple warning against “scammers defrauding people with fake XRP giveaways.” The
likelihood is that this was another scam; it is important here because the vast majority of bots
who amplified tweets by the fake pro-Huawei accounts also tweeted that screenshot as their only
other post, sometimes with a few words of comment, such as “Thank you!" and an emoji.
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It is statistically improbable that two unrelated botnets would both run bots that all tweeted, as
one of their only posts, the same apparently fake image. We therefore conclude that the presence
of that screenshot, when combined with the standardized handles and picture style, indicates
members of the same botnet.
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Eight of the accounts that retweeted oceane_loic, all tweeting the Garlinghouse screenshot.

This is significant to our study because on several occasions, one or more members of this same
network retweeted posts from the verified account of Huawei Europe. This should not be taken as
implying that Huawei Europe was running the network of bots. Nor should it be taken as proof of
who paid for them, if they were (as seems likely) a commercially available service: in theory,
anyone could rent a network to provide extra amplification for Huawei. It does, however, provide
further evidence that an as-yet unknown operation was using multiple techniques to support
Huawei's messaging - both running fake accounts with GAN faces, and renting bots to provide
subsidiary amplification.
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Tweet by Huawei Europe on December 20, together with its retweets: note the number of bots in the mix.
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The profiles of the bots that retweeted Huawei Europe: as before, note the house style of photos and
standardized handles, the creation dates in November, and the small or non-existent followings. Of all these
accounts, only Danelle Brown also retweeted one of the Belgian fake accounts.
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The same bots that retweeted Huawei, showing their posts of the Garlinghouse screenshot.
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