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Postmen Knockeao

Facebook Takes Down Inauthentic Network in Ukraine Tied to PR Firm

Graphika Team

Introduction

On July 8, 2020, Facebook took down a network of inauthentic accounts and pages on Facebook
and Instagram that it connected to a Ukrainian marketing agency, “Postmen’”.

The assets mainly posted about political and social events in Ukraine. They attacked former
president Petro Poroshenko'’s electoral rivals Volodymyr Zelensky - now the president - and Yulia
Tymoshenko, and urged Ukrainians to boycott Russian companies and products.

Announcing the takedown, Facebook said, “The people behind this activity used fake accounts —
some of which had already been detected and disabled by our automated systems — to create
fictitious personas, post in Groups and on Pages, comment on their own content, evade
enforcement, and manage Pages. Some of this network’s accounts had also been removed for
hate speech and impersonation.

“This network was particularly active during the 2019 presidential and parliamentary elections in
Ukraine. (...) Although the people behind this activity attempted to conceal their identities and
coordination, our investigation linked this activity to Postmen DA, an advertising agency in
Ukraine.”

Before the takedown, Facebook shared a number of assets with Graphika for an independent
assessment of their publicly visible activity.

Background

Ukraine held presidential elections in March-April 2019. In the final days of campaigning,
Ukrainian news site thebabel.com.ua reported that a Ukrainian advertising agency called
“Postmen” had been running a series of covert Facebook pages that attacked the challengers to
then-President Petro Poroshenko, especially Zelensky.

These pages had run ads, and therefore given a phone number and street address for the entity
that paid for them, as part of Facebook’s ad transparency system. Thebabel.com.ua analyzed five
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such attack ads, two pro-Poroshenko ads on the then-president’s official pages, and one
pro-Poroshenko ad on an unofficial page, and demonstrated that they were connected.

“We discovered that the capital city’'s Postmen digital agency is behind all eight ads, and the
president’s official page and the ‘black’ PR ads against Zelensky were linked to one phone
number. The ‘black’ campaign against Zelensky was carried out in three stages, and at least two
million gryvnia (roughly $75,000 at the time) went into its promotion in five groups,” the outlet
wrote.
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Sponsored Facebook posts in 2079 on Poroshenko’s page (left) and the “Cynical Bandera” page (right),
annotated to show the matching phone number and street address. Image from thebabel.com.ua.

According to this reporting, the campaign featured positive content about Poroshenko and
negative content about his rivals, especially Zelensky, whom it accused of being a drug addict and
an appeaser of Russia. The report named three pro-Poroshenko Facebook pages as being run by
the “Postmen”: Poroshenko’s personal and campaign pages and a page whose name translates
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as “Successful Ukraine” (“YcniwHa YkpaiHa”). It named five “black PR" pages: “Boycott the Party of
the Regions” (“borikoT napTil perioHiB”), “Cynical Bandera” (“LnHiyHnin BaHaepa,” a reference to
wartime nationalist leader Stepan Bandera), “Ministry of Labor” (“MiHicTepcTBO 6apur”), “Yellow
Ribbon” ("YKoBTa cTpidka”) and “Betrayal / Victory” (“3pana\nepemora”).

“Successful Ukraine” and all five of the “black PR" pages featured in the takedown set of July
2020.

The Takedown

The network that Facebook removed consisted of 72 Facebook accounts, 35 pages, and 13
Instagram accounts, primarily focused on Ukrainian politics and current events. Graphika further
discovered a cluster of almost 40 accounts on Twitter that appeared connected to the same
agency and whose handles all featured variations on the name @PostmenKnew.

The pages were overtly political, and often overtly partisan. They included pages with names like
"Boycott the Party of the Regions” (a pro-Russian party once headed by former President Viktor
Yanukovych), “Stop Yulia” and “Baroness of Lies” (both attacking Tymoshenko). and “the freak’s
servant” (portraying Zelensky as the puppet of oligarch Ihor Kolomoisky, who is reportedly linked
to thebabel.com.ua).

Some of the pages had a substantial following at the time of the takedown. The most popular,
‘Boycott the Party of Regions,” had over 127,000. The next most popular, “baTts, g cTapatoch”
("Dad, I'm trying”), had almost 60,000. Five other pages, including “Stop Yulia,” had more than
40,000 followers each. Twelve pages, by contrast, had under 5,000 followers each.
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Pages

Pages in the “Postmen” Facebook network, divided by follower count.

The majority of assets focused on individual politicians and parties, but a few posted negative
comments about Russia. The following for these was generally lower: the most followed of these
pages was one called “Boycott Russian companies,” a page that accused various Ukrainian and
international companies of spreading or supporting Russian propaganda. Such nationalist pages
generally fared less well in attracting an audience: “Boycott Russian Companies,” whose handle
was @DestroyRusBiz, had 27,000 followers by the time it was taken down.

Some of the Facebook pages had been active for a considerable period. The page “Stop Yulia”
("lOneCton,” handle @TymoshenkoStop) was created on March 13, 2014, three days before
Russia annexed Crimea. It was originally called “3ynuHutn tOnito TumoweHko” (“Stop Yulia
Tymoshenko”), then “3ynuuun t0no” (“Stop Yulia”), before settling on its final form. It was still
posting anti-Tymoshenko memes sporadically in 2020.
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“When Yulia Tymoshenko goes for a walk in the park, she doesn't feed the pigeons, she promises to feed
them.” Meme by “Yulia Stop,” January 20, 2020.

The network grew steadily over the years. The set viewed by Graphika included one page each
created in 2011 and 2013, five created in 2014, five created in 2015, one created in 2016, three in
2017, five in 2018, and eight in 2019. The newest page, called “MiHicTpecTBO 3aLukBapiB” (“dirty

Ministry”), was created on May 21, 2020. It criticized the Ukrainian government, establishment,
and media.

- MinicTpecTso 3awiksapis
M) Juyrat3osam-@

&

oY Like

“Orwell reading the Ukrainian news.” Meme by “Dirty Ministry,” July 1, 2020.
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Postmen - page creation

2011 2012 2013 2014 2015 2016 2017 2018

Pages created

Chart showing the page creation dates in the "Postmen” network. Of the pages created in 2019, five were set
up in January through March, before the election.

Despite their varying creation dates, almost all the pages were still active into 2020, though some
only posted sporadically.

Inauthentic and Coordinated

Alongside these pages, Facebook identified several dozen personal accounts that belonged to the
network. Some belonged to apparently authentic individuals who claimed to work for “Postmen.”
A number of others featured only cartoon images for their profile pictures and a standardized
black-and-yellow cover picture with the motto, “Postmen Knew Communication.” These accounts
showed no visible posting history, and all uploaded their profile pictures and banners on the same

day, February 18, 2016.

Graphiks

6



XX XX

KNEW KNEW
| communicaTiON | | communicaTion |

Timaline About Frionds Photes Moro = Timading About Friands Photgs  Mara v

XX

KNEW KNEW

| communicaTion | h | communicaTiON |
T\
! T ——
I T &1’ G [ oo 0 v
“ Timeling About Frionds Photes Morg = B Timedine About Friends Photos Mare =

XX XX

KNEW KNEW
| communicaTion | | communicaTion |

| & sdosend B @ Msssage o

Timeline Abaut Friends Photes More » ” Timedine About Friends Photas Mare »

lllya Marchenko [ s o tena | @ stssmgn.

N

Facebook profiles for “Oleksiy Shevchenko,” “Eva Koval,” “Volodymyr Kravchenko,” “Glib Olijnik,” “Veronika
Tkachuk,” and “llya Marchenko.”

Some of the accounts with male personas had the same name as Ukrainian sports personalities,
notably Andriy Boyko (a footballer), lllya Marchenko (a tennis player), and Volodymyr Kravchenko
(an Olympic triple jumper).
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Name that star: "Postmen” accounts and sportsmen with the same names.

Many of the same names, and the identical banners and profile cartoons, featured on a series of
Twitter accounts whose handles ranged from @PostmenKnew?2 to @PostmenKnew45. (An
account called @PostmenKnew1 was suspended some time before July 2020.) Unlike the
Facebook accounts, some of the Twitter accounts showed at least a minimal posting history, but
only on one day: February 20, 2016, when they each started out by tweeting the phrase “test
#knew_21" and then shared a small number of tweets, primarily about Poroshenko’s address to
the nation setting out his priorities for 2076. Other Twitter accounts showed no tweets at all.
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Follow |
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Twitter profiles for “Oleksiy Shevchenko,” “Eva Koval,” “Volodymyr Kravchenko,” “Glib Olijinik,” “Veronika

Tkachuk,” and “llya Marchenko.”
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Testing, testing: the first tweets from “Oleksiy Shevchenko,” “Eva Koval,” “Volodymyr Kravchenko,” “Glib
Olijnyk,” “Veronika Tkachuk,” and “Julia Melnyk,” all posted within a few minutes on February 20, 2016. (The
timestamp is set to Eastern Summer Time.) Note how “Glib” broke with protocol by tweeting “Hello, world”

first.
Eva Koval @Postmenknew20 - Feb 20, 2016 Vladislav Tkachenko @Postmenknewll - Feb 20, 2016
- world believes in UA reforms #knew 21 MpeanpedT #Y¥kpaia @poroshenko npo npioputeTti Ma 2016 pik.
O 2 + - 4 3 HAXMBO
¥ = hd i Follow #Ukraine2016 #knew_21
tmenKnew2d - Feb 20, 2018 e
- EU prolongates #sanctions against Russia #knew_21
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Tweets about Poroshenko’s 2016 address in English and Ukrainian from the network.
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Other Facebook accounts appear to have made a greater effort to pass as everyday users by
taking the profile pictures of genuine users on other platforms, especially the Russian VKontakte
(VK). For example, the Facebook account attributed to a blonde woman from Ukraine called
“YnbaHa bepynok” (“Ulyana Berudok”), whose profile picture was uploaded on October 22, 2015,
used the profile picture of a VK user from Moscow called Elena Kuzina., who uploaded her picture

on August 30, 2015.

Similarly, the Facebook account “Anton Popov,” which claimed to live in the Donetsk region of
Ukraine, used for its profile picture a photo of Russian photographer Sergei Misenko, while the
Facebook account called “Yuriy Grishkin,” allegedly from Kharkiv in Ukraine, used the profile
picture of a VK user called Alexei Shianov, from Podolsk in Russia's Moscow region.

Elena Kuzina

Birthday:

Relationship

Please Ing in or sign up to write a

q Cepreit Mucenxa
L Poccun, Carkr-Merepfypr
1 16 007 nognwcysan

"

“VnbsaHa bepynok

Timeline About Frie

Anton Popov

Timeline About Friel

T o e

Yuriy Grishkin

e

Timeline About Frie

Left column, top to bottom: VK photos for Elena Kuzina, Sergei Misenko, and Alexey Shianov. Right column,
top to bottom: Facebook pages for “Ulyana Berudok,” “Anton Popov,” and “Yuriy Grishkin.”

Some of the network’s activity was clearly coordinated. For example, a number of the pages used
the identical cover image and motto, “3ynuHnT naniis” (#stoparsonists).
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BoitkoT MapTtun
PervoHos

@BoycottelnUkraine

Home

LnHiyHum Banpepa

@banderal209

Home

bars, a cTapaloch
@batya.ya.starayus

Home

"o

Cynical Bandera,” and "Dad,

Top to bottom, cover pictures for the pages “Boycott the Party of the Regions,
I'm trying,” featuring the hashtag #3ynuHuTi naniis.

A number of accounts updated their profile pictures on July 19, 2019, two days before Ukraine’s
parliamentary elections, to add the subtitle “Voice: number 18 on the ballot” in the identical font
and logo. On the day of the vote, they all posted the same meme, with hashtags and comments
supporting one political party. Interestingly, the party in question was not Poroshenko'’s party, but
the “lonoc” (“Voice”) party of Svyatoslav Vakarchuk, which was listed at number 18 on the ballot.
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Kolankova Nastya updated her profile picturs d Matalia Tartak updated her profi pleture, Andriy Tartak updated his profie plcture
iy 18, 2008 duly 19, 2005 - @ by 1, 2008

roniocC N218

¥ BIONETEHI

| rOnoc N°18

¥ BIONETEHI

ronoc Neis

¥ BIONETEHI

o Bharn # Shore o Share

"o

Left to right, profile updates by “Kolenkova Nastya,” “Natalia Tartak,” and "Andriy Tartak,” with the identical
message on voting for “Voice” on July 19, 20179.

On some occasions, pages and accounts in the network amplified each other's content.

Sometimes this consisted of direct re-posting; on other occasions, pages in the network posted
different memes with the same overall message on the same day.

w,  YEpIUHCKWRA Criep i @ Creripi y cmetani

May 5 - & May 5. @
- Myxuina, TyT MO BHYYeK He npoberan? B - My#diHa, TYT MO BHy4eK He npoberan? B
NINQTOMKE CO 38bO3A0HKON, C NEHTaYKaW NiNOTOMKE CO 3BbO3/]0YKOM, C NEHTaYKaN

reoprieBckai, cangaTtik Takon? reoprieeckai, cangaTtik Takoi?

Yupanuanwi cnen e Like Page
Os0 1z 4 Comments 203 Shares Moy 5 @

Left, post on May 5, 2020, from the page “YkpauHckuii cneq” (“Ukrainian footprint”). Right, re-post of the same
content by the page “CrHeripi y cmetani” (“Bullfinches in sour cream”) on the same day.
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Neeis g4opa Nbeie Byopa
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%% Hide original - Rate this transiation %+ - Hide original - Rate this translation

o‘a‘eo 359 7 Comments 112 Shares cos 18 B Shares

Same picture posted on June 29, 2020 by "MoscTaHcbka Kpuika" ("Insurgent hideout,” on the left) and
'Ckenetu B wagi" (Skeletons in the closet," on the right") one minute apart from each other.

@ Ham ue MO ¥os Cnyra ypoga =
July 4 at 3:05 AM - @ July 4 at 3:32 PM - @

 —
A~
= -
= 1000000« ~ &%
B"S.E CKOPO Qes _ 4 Comments 27 Shares
HOBI YKPAIHCbKI KYTiOPU
QH. 41 1 Comment 23 Sharas Bb Like O Comment ﬁ Share -

Two posts on July 4, 2020, about inflation rates in Ukraine, from the pages “Ham He [10” ("We give a ****”

left) and “Cnyra ypona” (“The monster’s servant,” right. This name is a pun on “Cnyra Hapoza,” “servant of the
people).
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Natalia Tartak
Qetober 2, 2072 - @

XpeHb KaKas To Npo KNW4Kos... MOTHTamK?

See Translation

Baba | xiT-added 3 new photos to the aib

um: QOToceC!R GRAaTE KAKUKD

October 2, 2 ol Like Page

ApoTe4eckan poToceccrs GpaToen Knwwwo Suna onyGnvKoBana 5 HEMBUKOM
wypHane «MAX», DPHEHTWPOBSHHOM HE NOMOCEKCYRNLHYI SYANTOPHIO, Ha $oTo
EpaTo, NOMHOCTLHO MMIEHHLE OREXAL, CEHMMADT ADYT OPYTa W NO3MPYIOT B
PPNBOAbHBIX NOEEK, NPHKDHEIACE MEMKHME E3QanbsmmMu NOROTEHaMN. B Lanos
HOTOCECCHA BHOSDKEHE B MBHPE NErKoH red-spoTiikn. Jiswko obaasuayeTca
Ses Translation

Kolenkova Nastya e
October 2, 2012 - &

XopolleHbkue L2

Baba i kit addod 3 new photos to 1
QOctober 2, 2012

< album: ®oTocecis Gparis Knnuxko
ol Like Page

ApoTvyeckan poToceccus GpaTees Kmiuwo Oona onySnHK0EaHa B HEMEBLKOM
®ypHane «MAX= OpMEHTHDOBAHHOM Ha MOMOCEKCYANLHO SYOWTopMo. Ha daTa
GRATER, NOMHOCTEO AUWEHHEES OREMEL, COHUMOT AOYT ADYI3 U NO3WPYIOT &
DPVBONLHEIK NO3AX, NPUEPWEEACH MATKWMY BESENbHMMA NONOTEHLAMY. B uenowm
§oTOCECCHR BulOepXaHa B KaHpe nerkod refi-spoTury. MAwxo cG3asngyeTcs
See Translation

Same post from "ba6a i kiT" (baba and the cat) shared by two assets two minutes apart from one another on
October 2, 2020. The post mocks the Klyschko brothers for an erotic photoshop they did for a German gay
magazine. The last sentence translates "Lyashko is jealous.”

There are some indications that the pages, too, may have benefited from coordinated inauthentic
amplification in the way their followings grew. According to the analytical tool CrowdTangle
(owned by Facebook), the pages’ combined number of likes jumped by some 50 percent in June

2020, having jumped by 21 percent in March.
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INTERACTIONS VIDEOS INTERACTION RATE €% POST COUNT PAGE LIKES

PAGE LIKE GROWTH 07/01/19 - 07/02/20

606.6K +303.5K +100.15%

Graph showing the growth in likes for the pages in the takedown set, May 2019 through July 2020, via
CrowdTangle.
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May 01 - May 31 303.0K +3.3K +1.09% i

Jun 01 - Jun 30 306.4K +3.4K +1.11% l

Jul 01 -Jul 31 310.0K +3.6K +117% i

Aug 01 - Aug 31 320.9K +10.9K +3.52% ]

Sep 01- Sep 30 321.3K +424 +0.13% |

Oct 01- Oct 31 322.2K +834 +0.26% |

Nov 01 - Nov 30 323.0K +837 +0.26% |

Dec 01- Dec 31 327.6K +4.6K +1.42% |

Jan 01 - Jan 31 328.3K +740 +0.23% |

Feb O1- Feb 29 328.4K +39 +0.01% |

Mar 01 - Mar 31 399.3K +71.0K +21.61% !
Apr 01 - Apr 30 399.8K +433 +0.11% |

May 01 - May 31 400.0K +213 +0.05% |

Jun 01 - Jun 30 606.6K +206.6K +51.65% D
Jul 01 - Jul 31 606.6K +8 +0.001% |

CrowdTangle data for the 30 pages, May 2019 to July 2020.

Narratives

The pages and accounts in this network largely posted about Ukrainian domestic politics,
especially about issues of importance to Poroshenko, notably praise for his policies, hostility
toward Russia, and electoral politics.

The network reserved particular hostility for Yulia Tymoshenko and, later, Volodymyr Zelensky (a
newcomer to the political scene in 2019). The network often portrayed Tymoshenko via
sexualized imagery or presented her as aristocratic and corrupt, while it portrayed Zelensky as an
infant, or the puppet of Kolomoisky. It portrayed both politicians at times as servants or
messengers of the Kremlin.
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Praising Poroshenko

BaTs, A cTapaioch o  MiticTepetao Gapur
March 26, 2019 - & June B et 502 PM . @

#TepHonine NoaweiTecs, RKi Wacnuel obnu44a

See Translation

QO'D‘ 60 4 Comments 1 Share 080 20 Comments 90 Shares

Left, post focusing on Poroshenko'’s apparent popularity with young Ukrainians. Right, the post mockingly
compares Proshenko's military charisma to Zelensky's lack of military abilities and credibility.

April 7, 2018 - @

. Mroa Mouson e 3papa/Mepemora

TeTh MOCKoBCEEWX NONIR 3 Ykpainn!

Out of Moscaw priests from Ukraine! B Hac Hikonu He Byno KepiBHWKa Takoro pisHa sk MeTpo MNopowexHko
T Hide original - Rate this transiatio

See Translation

co 71 11 Comments 18 Shares

Left, share of a post from Poroshenko’s own account by persona “llona Pridyuk,” calling for the expulsion of
Russian priests from Ukraine. The post from "3paga/llepemora” (Betrayal/Victory) claims that Poroshenko is
the greatest leader Ukraine ever had and displays a campaign video from Poroshenko.
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A w Henox,
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)

Mpocto "3auuakHWA" noaos NONIOBHOKOMAHOYBAYA
Mo WiHKK - KONMLIKBOTO CTApWOro conpara 3CY
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Two posts from the network portraying Zelensky as an incontinent baby.
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Post from the network portraying Zelensky as kissing Russian President Vladimir Putin.
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Banners showing Zelensky and Kolomoisky together. The upper page was called “Servant of the Monster” and
portrayed Zelensky as Kolomoisky’s servant. The lower page was called "Ko3en,” literally “goat” or “buck,” but
figuratively meaning “idiot,” and a play on the two men’s names.
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Memes mocking Zelensky's relationship with Kolomoisky from other pages in the network. The right one
translates "Is Gonsharuk saying here that ‘the budget is badly composed’? and the picture "We only want your
money."
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Memes sexualizing Yulia Tymoshenko, shared by "tOneCton" (YuleStop) and "HesiptO'(I don't believe - with a
word play on the final fO "yu" and Yulia). These memes featured repeatedly among the anti-Tymoshenko
content shared by the network. The right one reads 'l will expensively impeach."
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Parody of Wonder Woman ("[lnso-XKiHka") reading "Impoverishing Woman", a portmanteau word between
3y6oxiHHs (‘impoverishment') and XiHka ("woman"). The right one reads "Tymoshenko won the honorary
title of "Baroness of lies" from Western journalists. This is recognition, Yulia!"
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“Get up, Yulial” Meme of Putin reviving a moribund Tymoshenko from the page “Baroness of Lies.”

Anti-Russian Content

Pages within the network shared a considerable amount of content that was anti-Russian in
nature, with a special emphasis on the disputed annexation of Crimea and the war in Donbass.
Some pages, such as “Boycott the Party of the Regions” (“BorikoT napTil perioHis”) and "Boycott
Russian Companies" ("BoikoT pociicbkux Komnawii”), were especially focused on attacking the
Russian government and the Party of Regions, a pro-Russian Ukrainian political party.

BoiikoT pociicbkux
KOMIMaHik

Home

The Facebook page "Boycott Russian companies” expressed its views on Russia both through its name and
on its banner, which displayed Vladimir Putin's face covered with the names of Russian companies doing
business in Ukraine.

Most of the recently created anti-Russian content was aimed at the Danone dairy company. In
one of its recent posts, on June 9, 2020, "Boycott Russian Companies" ("‘BOMKOT pocCiCbKmMx
KomnaHiin”) portrayed the Danone logo with bloodstains underneath; this is particularly notable
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because, according to the Postmen agency's website, Danone is a client of the company. The
post referred to a scandal in which a Danone ad in Russian featured a Russian actor who had
fired a heavy machine gun at Ukrainian troops in 2014. A related post accused Danone of
sponsoring terrorism and included a photo of the actor with the machine gun. Danone reportedly
pulled the ad on June 10. Conversely, some content praised McDonald's Ukraine, which
implemented a language policy banning Russian from electronic kiosks in its restaurants.
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Left, post by the page “Boycott Russian companies” showing the Danone logo and bloodstains. Right,
screenshot of Postmen’s client page, with Danone highlighted.
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https://www.postmen.ua/#clients
https://www.kyivpost.com/business/danone-ad-featuring-russian-actor-who-shot-at-ukrainian-troops-sparks-outrage.html
https://www.youtube.com/watch?time_continue=14&v=hh_cIGiZtw0&feature=emb_title
https://www.kyivpost.com/ukraine-politics/danone-stops-ad-campaign-involving-porechenkov.html
https://www.rferl.org/a/unhappy-meals-for-some-after-mcdonald-s-in-ukraine-says-nyet-to-russian-language/30675707.html#:~:text=McDonald's%20said%20in%20a%20statement,of%20some%20of%20its%20customers.
https://www.postmen.ua/#clients
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“The ‘Danone’ company is a sponsor of terrorism.” Post by "Boycott Russian Companies” (“boiikoT
pociricbkimx komnaHin”) on June 9, 2020. The individual in the blue “Press” helmet is Russian actor Mikhail
Porechenkov, filmed firing a heavy machine gun at Donetsk Airport in Ukraine's eastern Donetsk Oblast in

October 2014.
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Example of pro-McDonald’s content featuring a pun between the Ukrainian Hexavi wjactutb ('let's be happy")
and the Russian Hexyii wacTtatb" ("Fuck off").
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https://www.themoscowtimes.com/2014/10/31/russian-actor-slammed-on-twitter-for-firing-weapon-in-ukraine-video-a40963

The presence of anti-Russian content reflects a broader cleavage in Ukrainian politics.
Poroshenko has called for international confrontation with Russia on territorial disputes centering
on Crimea and the separatist regions of Donbass. He has repeatedly claimed that people around
Zelensky - thought to be eager to conciliate with Russia in order to solve the disputes that have
been gnawing the country since 2014 - has been acting in Russian interests and that some of
them have been acting as "Russia's fifth column.” The pages in the network made similar
allegations against Zelensky himself and Yulia Tymoshenko.
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See Translation
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See Translation
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Left, post claiming that Ukrainians are increasingly refusing to use Russian email services. Right, a comment

from the page “Bullfinches in sour cream,” responding to a post by a parody Facebook account that claimed

to show the Ukrainian air force dropping blood infected with AIDS over Donetsk. “The blood of Russian ‘lads,”
the comment ran.
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https://www.rferl.org/a/poroshenko-calls-on-un-stop-russian-aggression-ukraine-crimea-peacekeeping-mission/29512143.html
https://www.bbc.com/news/world-europe-53281086
https://en.interfax.com.ua/news/general/649862.html
https://www.nytimes.com/2019/12/05/world/europe/zelensky-ukraine-russia.html
https://www.bbc.com/news/av/world-europe-53281087/ukraine-ex-leader-poroshenko-sees-russian-fifth-column-in-power




