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Executive Summary

On December 15, Facebook announced that it had taken down three separate networks that it
had discovered for “coordinated inauthentic behavior” that targeted communities across Africa.
One, centered on the Central African Republic (CAR) and Mali, was linked to individuals associated
with the French military. The other two, centered respectively on CAR and Libya, were connected
to the business and influence operations of Russian oligarch Yevgeniy Prigozhin, founder of the
mercenary organization Wagner Group and the Internet Research Agency “troll farm.” The French
and Russian operations in the CAR tried to expose each other, and repeatedly clashed in groups,
comments, and cartoon wars.

We have documented the first of the Russian operations in a joint report with Stanford University
entitled “Stoking Conflict by Keystroke”; this report focuses on the French and Russian operations
that targeted CAR. For the sake of brevity, the operation linked to individuals with ties to the
French military will be referred to as the “French operation” in this report, while the Russian
operation attributed to individuals associated with past activity by the Internet Research Agency
(IRA) and previous operations attributed to entities associated with Russian financier Yevgeniy
Prigozhin is referred to as the “Russian operation” in this report. It is worth highlighting that
Facebook did not attribute the operation directly to the French Government or the French military,
and that this report similarly does not offer evidence of institutional involvement from French
governmental and military entities.

Facebook's takedown marks a rare exposure of rival operations from two different countries
going head to head for influence over a third country. It underscores how geopolitical sparring on
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https://about.fb.com/news/2020/12/removing-coordinated-inauthentic-behavior-france-russia/

the ground in Africa is playing out in parallel across social media - not just Facebook, but also
Twitter, YouTube, and long-form news articles written by the operations. Before the takedown,
Facebook shared assets with Graphika and the Stanford Internet Observatory for independent
analysis.

The clash between the two troll operations in CAR sets this exposure apart. From January 2020
through to the moment of the takedown, the rival influence operations posted in the same groups,
commented on each other's posts, called each other out as “fake news,” conducted basic
open-source analysis to expose each other's fake accounts, friended each other, shared each
other's posts, and even, according to one source, tried to entrap each other with direct messages.
This report is a case study in a battle between rival influence operations; for that reason, we have
called this report exposing both operations and their overlap “More-troll Kombat.”

The rivalry in CAR was a significant part of both operations’ activity, but it was by no means the
only part. Overall, the Russian operation was focused on Southern Africa and CAR; according to
Facebook's statement, it “relied on local nationals from Central African Republic and South
Africa.” This is in line with earlier Prigozhin-related operations similarly exposed by Facebook,
ourselves and others that co-opted locals, often unwitting, in Ghana, Nigeria, and the United
States. The operation posted heavily about local politics and the forthcoming CAR elections, and
praised Russia’'s engagement in CAR. It also attacked France and the local United Nations
mission. A few Russian assets posted about an alleged “coup attempt” in Equatorial Guinea in
July-August 2020.

The French operation was focused on Mali and CAR, and to a lesser extent on Niger, Burkina
Faso, Algeria, Cote dlvoire and Chad; according to Facebook's statement, it was linked to
“‘individuals associated with French military.” In CAR, it posted almost exclusively about Russian
interference and Russian trolls. Unlike the Russian operation, it did not post systematically about
electoral politics and avoided commenting on the upcoming election and its candidates. In Mali,
the French assets mainly posted about the security situation, praising the Malian and French
armed forces and attacking the jihadist groups they are combatting.

The operations showed significant differences, notably the Russian operation’s reliance on local
nationals (wittingly or unwittingly) and the French operation’s avoidance of electoral topics.
However, when they clashed in CAR, they resembled one another. Each side trolled the other with
insulting videos and memes; each side made false accusations against the other; each side used
doctored evidence to support their accusations. Some Russian assets posed as news outlets,
while some French ones posed as fact-checkers. Both used stolen profile pictures (and in the
case of the French network, Al-generated profile pictures) to create fake personas for their
networks.

This underscores the key concern revealed by Facebook’s latest findings. To judge by its timing,
content and methods, the French operation was, in part, a direct reaction to the exposure of
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Prigozhin’s troll operations in Africa in 2019 by Facebook. However, its tactics were very similar.
By creating fake accounts and fake “anti-fake-news” pages to combat the trolls, the French
operators were perpetuating and implicitly justifying the problematic behavior they were trying to
fight.

This is damaging in (at least) two ways. For the operators, using “good fakes” to expose “bad
fakes” is a high-risk strategy likely to backfire when a covert operation is detected, as noted in a
ground-breaking 2018 French diplomacy report on information manipulation. More importantly,
for the health of broader public discourse, the proliferation of fake accounts and manipulated
evidence is only likely to deepen public suspicion of online discussion, increase polarization, and
reduce the scope for evidence-based consensus.

Covert influence operations like those that targeted CAR are a problem for the health and
credibility of democratic debate. Setting up more covert influence operations to counter them is
not a solution.

Troll vs. Troll

Out of the more than 100 takedowns Facebook has published since mid-2017, this one was
unique for its display of rival operations interacting with one another.

On other occasions, it has been possible to observe rival influence operations working in the
same space, and to infer that they may have encountered each other: for example, it is known
that Iranian, Egyptian and Russian operations have all targeted commmunities in Sudan or in Syria,
raising the possibility that they may have intersected in some way. In the case of CAR, however,
there is direct evidence that the French and Russian operations were not only operating in the
same contested space, they were explicitly trying to counter one another, arguing with one
another, and possibly even trying to entrap one another, in the first documented case of direct
“troll-on-troll" engagement at scale.

Reaction to Prigozhin

The French operation in CAR was fundamentally shaped by the presence and operations of
various business entities funded by Russian oligarch Yevgeniy Prigozhin, founder of the Internet
Research Agency and Wagner mercenary group. Prigozhin's information operations have
repeatedly been exposed, taken down, and even sanctioned. Despite these efforts, the operations
remain persistent and evolve over time, having focused on manipulating online conversations
across the globe, notably in Ukraine, the United States, several countries in Africa, and in Russia
itself.

When it began in the first half of 2019, the French operation posted on a range of subjects,
notably French and EU contributions to peace and stability, and the progress made by the CAR

k= b
Graphiks Stanford| grersme e


https://www.diplomatie.gouv.fr/en/french-foreign-policy/manipulation-of-information/article/joint-report-by-the-caps-irsem-information-manipulation-a-challenge-for-our
https://www.reuters.com/article/us-cyber-iran-specialreport/special-report-how-iran-spreads-disinformation-around-the-world-idUSKCN1NZ1FT
https://www.nytimes.com/2019/09/06/world/middleeast/sudan-social-media.html
https://fsi.stanford.edu/news/prigozhin-africa
https://www.justice.gov/file/1035477/download
https://about.fb.com/news/2020/03/removing-coordinated-inauthentic-behavior-from-russia/
https://about.fb.com/news/2020/09/august-2020-cib-report/
https://home.treasury.gov/news/press-releases/sm577
https://www.bbc.com/news/world-europe-31962644
https://www.justice.gov/file/1035477/download
https://fsi.stanford.edu/news/prigozhin-africa
https://novayagazeta.ru/articles/2013/09/09/56265-gde-zhivut-trolli-kak-rabotayut-internet-provokatory-v-sankt-peterburge-i-kto-imi-zapravlyaet

armed forces. Some posts also commented on Russian business interests in Africa, especially
diamond and gold mining, and the presence of the Wagner mercenary group. However, on
October 30, 2019, Facebook exposed a number of Prigozhin-linked troll networks that operated in
Africa, and the French operation appears to have found a new raison d‘étre. In the weeks after the
exposure, the French operation launched a series of fake assets explicitly aimed at exposing “fake
news,” and focused almost exclusively on accusations about “Russian trolls.”

On November 19, 2019, the operation launched its first video from a YouTube channel called
Bangui Square, featuring a parody of a Russian in fur hat, greatcoat, and red star paying for a
news article, and amplified it on Facebook and Twitter. The following day, the operation upgraded
one of its fake accounts with the profile picture of Muhammad Ali, and used that account to
create a group called “Anti fake news Centrafrique.” The fake account then posted a meme to the
group that described the Facebook takedown and portrayed another Russian with the same
parodic features, plus a beard, red nose and bottle of alcohol.

Removing More Coordinated
Inauthentic Behavior From =
Russia
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October 30, 2019 informations visant s manipuler e peuple centralricain. Ceci est - ‘sharso & past o the grup:
= 1 humble groupe de reflexion &t de futte cortre ks mensorges et o Afrique senscionce. Afrigue dueiliée.
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Facebook démancele une opération de
désinfermation russe =n Afrigue

Partagez & groupe :

16/

PUNILIC GROUE « 38 MEMBERS ik
ANTI FAKE NEWS CENTRAFRIQUE el
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Timeline of the operation. Left, Facebook takedown announcement, October 30, 2019. Top left, YouTube and
Twitter assets post video of Russian “troll,” November 19. Top right, upload of the Muhammad Ali photo to a
fake account, November 20. Bottom left, the fake’s first post to the “anti-fake-news” group it created, warning
that 2020 would see the ‘resurgence of false information aimed at manipulating the Central African people,”
November 20. Given that the account posting it was fake, this was a self-fulfilling prophecy. Bottom right, the
same account sharing an anti-Russian meme on the Facebook takedown, November 21. NB: YouTube and
Twitter assets cited in this report have also been removed by the platforms at time of publication.
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To begin with, the CAR-focused French operation enjoyed slight numerical superiority: most of the
Russian troll assets focused on CAR had been removed in the Facebook takedown, and the
Russian operation had not yet created new ones. However, between January and March 2020, the
Russian operation spun up over 40 new accounts and pages focused on CAR, giving it a relatively
far stronger presence in CAR-focused forums (although 40 assets still represent a small cluster,
not a large-scale operation).

Comparison of creation dates, French vs Russian
operations 2018-2020
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Comparison of the creation dates of French and Russian groups and pages, and the dates on which their
accounts posted their first profile pictures. The Russian surge in early 2020 likely constitutes an attempt to
rebuild their presence after the Facebook takedown, not a reaction to the French operation.

Across the two operations, only one French asset assembled over 4,000 followers; this was
focused on Mali. The best-performing Russian page, focused on South Africa, had over 140,000
followers. In CAR itself, the best-performing Russian page, which was dedicated to President
Faustin-Archange Touadéra (referred to by the page’'s URL as “President FAT"), had 50,000
followers. Nineteen different pages and groups had over 1,000 followers each. By contrast, the
best-performing French asset focused on CAR, the group called “anti fake news Centrafrique,” had
34 followers.
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Comparison of follower count, French vs Russian operations

Operation
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Followers of French and Russian operation pages and groups, compared. This graphic shows the full
geographical spread of the operations.

Comparison of follower count, CAR-focused operations
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Followers of the CAR-focused pages and groups on Facebook, compared.

Phase One: Tug of Words

The duel between the two sets of fake personas and groups went through a number of phases.
Initially, they appear to have identified online communities, especially Facebook groups, that were
important loci of discussion about Central African politics and diplomacy, and to have posted
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their own content there. This is typical behavior for influence operations: first identify the target
audience, then insert the desired messaging through inauthentic personas. In this case, the
French and Russian operations identified and posted to the same communities.
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Network diagram of page likes by the two operations’ assets. Pink nodes are French accounts, green nodes
are Russian accounts, red nodes are Russian pages, and blue nodes are pages that did not form part of either
takedown set and that were targeted by the operations. Note that accounts from both operations like the
same pages, and that French assets liked six Russian pages.

In the case of the Russian assets, posting activity primarily consisted of accounts sharing posts

from the Russian operation’s main pages, notably pages called Centrfrik-Infos and Les oiseaux de
centrafrik, also described below. The French operation primarily consisted of accounts

k= b
Graphiks Stanford| grersme e



cross-sharing one another’'s posts, sharing links to news websites, or sharing memes and other
anti-Russian content.

This phase of the duel effectively constituted a tug of war. Each was trying to pull the target
audience in a diametrically opposite direction.
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Tout y passe Bangui (RCA)

Join Group

L'accord signé hier avec les |
RUSSES sur I'exploitation
des ressources miniéres
n'est pas dela
COOPERATION mais une
ESCROQUERIE!

Assets from both the Russian (red) and French (blue) sets posting content into the same groups. In this case,
the group was called "Tout y passe Bangui (RCA)" (Everything goes in Bangui (CAR)), where assets from both
sets posted their own content. Note the lack of engagement on the posts, which typically had a binary
reaction of zero or one like.

Phrase Two: Expose the Exposers

The French operation focused on CAR audiences was designed to counter the Russian one; with
time, the Russian trolls responded in kind. As time went by, both operations increasingly began to
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respond to one another's posts, calling each other out as “fake news” and even suggesting that
the other side were trolls from France or Russia - with complete accuracy and utter hypocrisy.

- Les oiseaux de centrafrik I= ]
'f.' August 24 - @ 3
HISTCIRE DES QISEAUX DE CENTRAFRIK : PROPAGANDE,
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Top left, a Russian page arguing that French-speaking African countries are drawing closer to Russia; the
photos show Russian Defense Minister Sergei Shoigu. Top right, a French account calling out the article as
“‘propaganda, disinformation, manipulation.” Bottom, a Russian operation account replying to the French
account of to accuse it of “contradicting the truth.”
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RCA: 20 chars, 1 milliard de dollars $ en liquide, le don
précieux de la Russie - Ndjoni Sango

Mensonge comme ci ils allaient nous donner une
somme pareil!!

Martin Kossipé
FAKE NEWS

Left and right, French asset Martin Kossipé - apparently the operation’s lead persona in “fighting”
disinformation - calling out posts by Russian assets as fakes.

The French operation paid particular attention to a remarkable children’s cartoon - published on
YouTube in July 2019 and flagged by the New York Times in September 2019 - that was
sponsored by Prigozhin's CAR mining company, Lobaye Invest (since sanctioned by the U.S.
Treasury). The cartoon, narrated in a childish French voice, told of a commune of hard-working
animals in Africa whose farm was raided by hyenas. A noble lion (standing for CAR) tried to fight
off the hyenas (US and France), but was outnumbered. He called for help to his old ally the bear,
“in a far-off northern country called Russia,” and the bear woke up from hibernation and ran to
CAR in time to save his friends.

The video existed in two language versions, French and English. Unusually, the French version as
preserved on the YouTube channel mentioned above was four seconds shorter than the English
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version, which was posted in October by Prigozhin-linked South African Facebook page JHB24. It
missed out one crucial scene: the hyenas gathering under the French and American flags.
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Top, screenshot of the French version, July 2079, showing the lion and bear with the flags of CAR and Russia.
Bottom, screenshot from the English version, showing the hyenas. Note the difference in lengths, caused by
the omission of the flag-bearing hyenas in the French version.
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The French troll operation seems to have taken particular offense at this video. On the very first
day of their reaction to the Prigozhin operation, French inauthentic account “Martin Kossipé”
posted about it, accusing it of using “powerful subliminal message techniques aimed at altering
judgement and influencing the opinion of the youngest.” French assets were still commenting on
the video in February 2020, comparing it with a “Soviet brainwashing technique” targeting the
children of CAR.

Martin Kossipé o -
November 20, 2019 «+ & . February 6 - @

Ceci est une propagande Russe en RCA diffusé devant des
enfants centrafricains en cinéma plein air.

Intitulé "Le Lion et 'ours” cette animation utilise des techniques
de messages subliminaux trés puissants visant a altérer le
jugement et influencer I'opinion des plus jeunes.

#Manipulation

This is Russian propaganda in RCA broadcast in front of
Central African children in outdoar cinema.

Titled ** The Lion and the Bear " this animation uses very
powerful subliminal message techniques aimed at altering
judgement and influencing the opinion of the youngest.

#Manipulation
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INCROYABLE VRAIMENT !

Les russes en #Centrafrique tentent de manipuler les jeunes
avec leur méthode de lavage de cerveau sovietigue.

AMAZING REALLY!

Russian in #Central Africa try to manipulate young people
with their Soviet brainwashing method.

6 1 Comment 7 Shares Seen by 12

Posts by French operation assets on the cartoon.

In an even more direct case of tit-for-tat trolling, the French operation ran its own cartoon that
featured a caricature of the Russian one, in an apparent attempt to create a “counter narrative”
directly focused on the Russian origin of the cartoon. This featured its own range of anti-Russian
stereotypes, including a “beautiful blonde” (as described in the accompanying Instagram post)
called Tatiana working on the cartoon, and an apparently alcoholic manager called Anatoli. To
add sexism to racism, the French cartoon portrayed “Russian troll” Tatiana as not even knowing
what country she was working on, calling it “L’Afrique du centre” instead of “Centrafrique”
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(captioned as “Central of Africa”) and saying she did not even know where the country actually
was.

L'histoire de comment
la Russie a aidée I'Afrique

BarHrm mnowaab Cuena 4
Bangui square MpuHaTo 6
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Screenshots from the Bangui Square video, December 23, 2019. Note the title screen
(“The story of how Russia helped Africa”), which echoed the name of the Lobaye cartoon,
and the shot from the Lobaye cartoon on Tatiana’s screen.
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On other occasions, both operations called out assets that were not part of the takedowns and do
not appear to have played any role in either operation, seemingly accusing authentic users and
bystanders of being trolls themselves. This mis-attribution points to one of the most insidious
and ultimately damaging effects of troll operations such as this: spreading unwarranted suspicion
about real users, thus undermining the credibility of authentic online conversations more broadly.

The Russian assets had particular scorn for a CAR-based publication called Corbeau News, which
to date shows no sign of having been part of this operation, but was highly critical of Russia.
Multiple Russian accounts accused it of being “fake news;” in March, one asset run by the
Russian operation claimed to have been a Corbeau News journalist who had seen the error of
their ways - apparently an attempt to smear the outlet by providing a false confession. Other
Russian accounts amplified it. Fake accounts posing as journalists to undermine the credibility of
media outlets are routinely observed in information operations, posing grave concerns for press
freedom globally.

» Cercle de Réflexion pour I'essor
de la Centrafrique

o

Bonjour a tous

voIicl, mon non Cercle de Reflexion
pour l'essor de |a

Centrafrigue

Left, the “confession” by an account run by the Russian operation. Right, another Russian asset
amplifying it with the warning to “always check the information.”

As time passed, the claims grew increasingly elaborate, with different French and Russian assets
conducting basic open-source verification on each other’s contents, including reverse searching
imagery. As early as January 28, the French asset Martin Kossipé labeled a page called Futurs
Leaders Africains (“future African leaders”) as “fake news,” and argued that it was “administered
by RUSSIAN TROLLS.” The page has since been taken down, but cached versions show it was
created in 2014, registered to a Russian phone number, and accused France of staging murders,
coups d'etat and other crimes in Africa. It is unclear how this was connected to the current
operation, but the fake French account Martin Kossipé expended some effort to pose as an
open-source researcher and present his evidence for his claim.
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The post by Martin Kossipé, 1: calling out the page as fake because of its Russian phone number
(the Russian flag is a cute touch, and was added by the fake French account in the screenshot it
shared, not by us).
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Cette page est en fait administré par des TROLLS RUSSES chargé
de diffuser des ***fake news*** pour influencer les plus plus
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This page is actually administered by RUSSIAN TROLLS to
spread *** fake news *** to influence the most vulnerable.

The page in question has a RUSSIAN phone number, they don't
even bother hiding their bots to share, the profile pictures come
from a free image bank.
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The post by French fake account Martin Kossipé, 2: calling out an amplifier as having a profile pic
from Getty Images.
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Russian trolls took similar pains. On October 5, 2020, a Russian account posted a lengthy expose
of "FAKE NEWS!" This time, the controversy focused on the claim that Russia had shipped a
billion dollars in cash to CAR; this claim seems to have come from an individual who was not
affiliated with either operation. Like Martin Kossipé, the Russian persona appended open-source
evidence to its comment, in the shape of a series of screenshots: several pictures of the
individual's post, and the results of a reverse image search to show that one of the pictures was
stolen.

On this occasion, however, the Russian operator appears to have overreached himself: the
screenshots showed that “his” browser was set to Cyrillic, as the timestamp on the screenshots
read “34", i.e. 3 hours ago (3 yaca Hazan). This appears likely to have been an inadvertent slip, but
it provides a further open-source indication that the operator behind this persona was connected
to the Russian-language world.

FAUSSES NOUVELLES !

FAKE NEWS ! Vive |a coopération antre & RCA ot [a Federation de Hussis

Faceboak ditf o ions salon | Has la Russie a apports un miliard de Les 20 chars bindes les asmes el les munitions de gueries soni amives a
dollars americains & la RCA, Bangui ce matin Sans oubber le don d un milkard de dollars americains pour
Cleat une déaivlormation claire. Les bolles présentées aur la photo contiennant de I'aide Ie peuple souverain

humanitaire, des jouets 8t des bonbons pour les anfants centratricaing.

Les informations sent apparues dans ure seule source sur Facebook, Il n'y @ pas un mot sur Live pour les images en diect dans guelgues mstanis

I'argent liquide dans les sources officielles vérifides. Clost lout simplemant impossible dans Images WS

le cadre de ralations internationales séreuses.

REMARQUE | Toutes les photos de la cérémonie SAUF la photo avec de 'srgent ont un
fillgrana RadmiNote. Ceci est una photo stockée sur Internat ot il est trés facile de vérnfier
avec Googla!

Méliez-vous de la désinformation | Les Centralricains ne sont pas des dupes |

Vive la coopération entre ie RCA el la Federalion de Russie

Les 20 chars blindés les armes el les munitions de guerres sont armivés 3
Bangui ce matin. Sans oublier le don d'un milliard de doflars américains pour
le peuple souverain

Live pour les images en direct dans quelgues instants

Images WS

e

07 8 Comments 34 Shares

Left, post by the Russian account calling out as “fake news” an accusation of Russian interference by a
Facebook user (right) who does not appear to have belonged to either operation. Bottom right,
the Russian account’s screenshot of the offending post, with the timestamp in Cyrillic.
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Phase Three: Just Good friends

At some point in this cycle of recrimination, a strange thing happened: the French and Russian
trolls began amplifying one another’s posts, sharing them into different CAR-focused groups. It's
unclear - and somewhat puzzling - why this happened. This may have been intended to portray
the trolls as reasonable users who were able to see both sides of the story, or to polish their bona
fides as fake-news exposers; the French persona Marius Ndebe even shared the Russian post
immediately above, although the French account took the opportunity to point out that one of the
armored vehicles donated by Russia to CAR had already broken down.

g’;bl Ndjoni Sange (Bonne Nouvelle)

Marius Ndebe shared o post
October 15 - @

Attention, encore une fois la propagande embellie la réalité afin
que tous les crédules qui pensent que la Russie va sauver
I'Afrique a elle seule pulssent essayer de convaincre les autres
avec de fausses Informations ! || faut vérifier les informations
avant de tout crolre. La Russie ne donne pas des millions de
dollars aux centrafricains.

Jaien plus entendu gqu'un des véhicules donne #1ait tombé en
panne dans Ia centre villa de Bangui, comme quai ce que 1a
Russie donne, ce n'est méme pas de la qualité... ce ne sont qua
leurs vieuy restas. . s e

See Translation

Vive la coopérafion enbre le RCA ella Federafion de Russie

Les 20 chars blindés_les armes ol les munibons de guarmes sonl armvés &
Bangui ce matin. Sans oublier ie don dun millkard de dollars améncaing pour
le pauple Rouvarain

Live pour les images an direct dans queiques instante

Images. W3

imamam:

October 15 - @

FAKE NEWS!
Fake news!

Facebook releases news that Russia has brought USS
billion 1o RCA.

This is clear misinformation. The boxes featured In the
photo contaln humanitarian aid, toys and candy for
Central African children

s s b P

o -
! October 15 - &

FAUSSES NOUVELLES !
FAKE MEWS !

Facebook diffuse des informations selon lesouelles 1a Russie a apporté un milliard de
dollars ameéricains 3 la RCA.

C’est une désinformation claire. Les boites présentées sur la photo contiennent de |'aide
humanitaire, des jouets et des bonbons pour les enfants centrafricains

Les intormations sont apparues dans une seule source sur Facebook, il n'y a pas un mot sur
I'argent liquide dans les sources officielles vérifiées. C'est tout simplement impossible dans
ie cadre de refations internationales sérieuses,

REMARQUE ! Toutas les photos de la cérémonie SAUF la photo avec de I'argent ont un
filigrane RedmiNote, Ceci est une photo stockee sur Internet et || est trés facie de vérifier
avec Google!

Méfiez-vous de la désinformation | Les Centrafricains ne sont pas des dupes !

Vive la coopération entre le RCA et la Federation de Russie
Les 20 chars blindés . les armes et les munitions de guermras sont arrivés &
Bangui ce mabin. Sans oubfier le don d un milliard de dollars americains pour

le peuple souverain
Live pour les images en direct dans quelgues instants

Images WS

e

O Comments 34 Shares

Left, Marius Ndebe (French set) sharing the Russian account’s post; right, the original.
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French account sharing Russian accounts.

However, it is also possible that this was a prelude to the next step, because at some time during
the first half of 2020, the French and Russian accounts started making friends (at least in the
social-media sense). By the time our teams reviewed the network in late 2020, at least four of the
French accounts had friended at least three of the Russian accounts, including one of the most
outspoken Russian critics of the French operation..

It is unclear whether this was intended as a crude form of camouflage (“If | were a troll, | wouldn't
befriend you”), a type of reconnaissance, or even a form of meta-trolling (“I can see your mouse
from here”). However, as events were to show, it may also have been the precursor to even more
direct action.
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Marius Ndebe

Friends

Friends

?ﬂ l. Add Friend

Friends Friends

At least four pro-French assets befriended assets from the pro-Russsian set.

Phase Four: Who's Trolling Whom?

Perhaps the most remarkable post of this entire cluster of operations came from Russian
account Eric Humez (whose profile picture was taken from a Nigerian user on the Russian
platform VK) on May 15. The lengthy text post exposed what he called a group of “fakers,
probably financed from abroad,” who wrote articles and social-media posts “to destabilize the
situation in the country and discredit CAR'’s foreign partners.” It went on:

“The story starts with a message from a certain Martin Kossipé, who contacted me via Facebook
direct message. As an author and journalist, | was interested by the proposal of cooperation with a
group of pan-Africanists, because my position is clear: | am in favor of true information and the
cohesion of the people of CAR. After a brief exchange, Martin proposed that | write articles and
work with his ‘team of journalists.” | was flattered, he described the objective of their work, they are
against colonialism, they fight for the rights of Africans. But then the list of enemies of Africa was
reduced to a single partner of CAR: against Russia. And | thought he was probably a French agent,
because the Russian presence is hindering this country's projects for a new colonization. Nobody
else hates the Russians in CAR. Martin may be a French agent paid to recruit Central African
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journalists, and his page is a fake account, because there’s nothing there but a few posts against
Russia.” (emphasis ours)

The post by the fake Russian account then went on to accuse three accounts of being French
assets. Two did indeed feature in the takedown; the third did not. The Russian account further
accused them of threatening “one of my journalist friends for publishing an article that criticized
France and its neocolonial policy.”

Eric Humez
May 15 - &

Malgré les mesures prises par le Haut conseil de la communication de
la RCA dans la lutte contre les Fake News, I'espace d'information de
notre pays continue de se remplir par les intox. Dans ce cas, je parle
d'un groupe de personnes qui distribuent des Fakes, d’ici « les fakers
». Probablement financés a I'étranger, ils écrivent des articles
provocateurs et des publications sur Facebook dans le but de
déstabiliser la situation dans le pays et de discréditer les partenaires
étrangers de la RCA.

L'histoire prend son but par le message d’'un certain M
qui M F . En tant
qu'un jeune auteur et journaliste, j'ai été intéressé par la proposition
de coopération avec le groupe des panafricanistes, car ma position
est claire: je suis en faveur de l'information véridique et de la cohésion
du peuple de la RCA.

Cependant, aprés une bréve communication, Martin m'a suggéré
d'écrire des articles et de collaborer avec son « équipe de journalistes
». J'ai été flatté, il a décrit I'objectif de leur travail, ils sont contre le
colonialisme, ils se battent pour les droits des africains. Mais puis, la
liste des ennemis de I'Afrique a été réduite a un seul partenaire de la
RCA : contre la Russie. Et je pensais que c'était probablement un
agent frangais, car la présence russe empéche les projets de ce pays
pour une nouvelle colonisation, il n'y a personne d'autre a hair les
russes en RCA. Martin est peut-étre un agent frangais payé pour
recruter des journalistes centrafricains, et sa page est un compte faux,
car il n'y a rien d'autre que quelques postes contre la Russie. En tant
que journaliste, j'ai décidé de mener ma propre enquéte et il s'est
avére que c’est un groupe des fakers.

Screenshot of the opening salvos in the Eric Humez post.
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Given the limitations of open-source investigation, and the necessity of never taking a fake
account’s words at face value, this post raises more questions than it answers. Did the French
operators really contact their Russian counterparts to enroll them in their own anti-Russian
operation? If so, was it because they did not realize they were contacting a troll operation, or
because they were attempting some form of double bluff or entrapment? Who, in short, was
trolling whom?

While those questions cannot be answered, the post does fit into a broader pattern of increasing
engagement with, and amplification of, each other’s content. The longer the French and Russian
troll operations went on, the more they came to resemble one another, mirroring each other’s
accusations, trading the same insults, and even producing videos to attack one another with
stereotypes. It is an object lesson in the danger of trying to fight fake news with more fake news.
Whatever the French operation’s motivation may have been in countering the Russian operation,
it ended up mimicking it.

The Russian Operation

As it announced the takedown of the Russian operation in December 2020, Facebook said, “We
identified several clusters of connected activity that relied on local nationals from Central African
Republic and South Africa. This network used a combination of fake and compromised accounts
— some of which had been already detected and disabled by our automated systems — to
comment, amplify their own content, drive people to off-platform domains and run Groups and
Pages posing as news and civic-focused entities. They also solicited content from local
journalists. The people behind this activity took operational security steps to conceal their
location and identity. .. Although the people behind this activity attempted to conceal their
identities and coordination, our investigation found links to individuals associated with past
activity by the Internet Research Agency (IRA) and previous operations we attributed to entities
associated with Russian financier Yevgeniy Prigozhin, who was indicted by the US Justice
Department.”

As noted above, the Russian operation was larger and more followed than its French counterpart:
one of its South African pages had over 140,000 followers, while one of its CAR-focused pages
had over 50,000. It was also more politically engaged, posting a large volume of content about
Central African politics, and running pages that explicitly supported President Faustin-Archange
Touadéra in his re-election bid, while attacking his main rival, Francois Bozizé.

It is worth noting that while the French operation mimicked the tactics of the Russian one in its
attempt to counter Russian messaging in CAR, a key difference is that our teams could not find
any evidence of the French accounts discussing electoral politics and candidates in CAR. In short,
the French operation stopped short of electoral interference, which seemed to have been a key
goal of the Russian set.
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Size, Scale and Scope

The takedown of this Russian operation included 63 Facebook accounts, 29 Pages, 7 Groups and
one Instagram account.

The Russian takedown set primarily focused on the CAR and appears to have been an attempt to
rebuild the network after the 2019 takedown: almost all the CAR-focused assets were created
from January-March 2020. A cluster of three pages focused on South Africa; these were created
in November 2018 and masqueraded as news outlets. A set of eight accounts were created in
July 2020 and claimed identities in Cameroon, but seemed to post exclusively about tensions and
a possible coup in Equatorial Guinea, even advertising for staff to work on a “mission” there. A few
assets focused on more regional or general issues.

Each cluster of country-focused assets largely worked independently, but some open-source
indicators pointed to a connection between them, such as mutual shares and likes, and at least
one real individual who moved between the different clusters. At critical moments, they also
focused on the same themes — notably defenses of Prigozhin’s various activities in Africa and
claims of a possible coup in Equatorial Guinea in July 2020.

Creation / Activation dates by country of focus - Russian operation

Country focus
40~ B car

] cameroon

W south Africa

[ sudan

b
i
o
-
o
@
o
E
3
=

)
2019 Q4 2020 Q2 2020 Q4

Quarter of Creation date

Dates of creation (pages and groups) or dates of the first profile picture (for accounts) of Facebook assets in
the Russian takedown set. Note the country clustering: South Africa, November 2018; CAR, January through
March, 2020, Cameroon, July 2020. It is perhaps significant that South Africa held its election in May 2019,
while CAR is to hold national elections and Cameroon is to hold local elections in December 2020.
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Of the assets that focused on one particular country, rather than focusing on regional or general
issues, over 80 percent dealt with CAR. These included a clutch of pages that posed as news
outlets, pages focused on local issues, and accounts that masqueraded as CAR citizens. Some of
the accounts used stolen profile pictures, described below. The Cameroon / Equatorial Guinea
assets made up a small proportion of the operation. Only one asset appeared focused on Sudan,
but it had not made any visible posts by the time of the takedown.

Country of focus - Russian operation

Country focus
Sudan

South Africa 1%

6%

Cameroon
11% Sudan

Breakdown of Facebook assets (pages, groups, and accounts) by the primary country they focused on, when
this was clear. Some other assets took a regional approach.

The pages appear to have had some success in building an audience (although audience
numbers can be inflated by artificial means, and therefore should not be taken as a definitive
indicator). One page, SADC News, that focused on Southern Africa, had over 140,000 followers by
the time it was taken down. Another, dedicated to CAR’s President Touadéra, had over 50,000.
The bulk of the network's pages and groups had followings or memberships in the low
thousands.
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Assets by follower count - Russian operation

Number of assets

10-100 | 1001, " 1,00010,000  10,000-100,000  >100,000
Followings for the Facebook pages and membership numbers of the Facebook groups in the Russian
operation.

Around these groups and pages, the Russian operation wove a network of fake accounts that
served as administrators, amplifiers, and defenders (as described above). Some of these assets
featured profile pictures that were stolen from a range of sources, including the profile pictures of
social media users unconnected with the operation. Some of the photos were altered, cropped or
reversed, presumably to make detection harder.

Eric Humez

Travailleur

Left, asset Eric Humez. Right, profile picture of a Nigerian user on VK, uploaded in 2074.
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3 Désiré Goungs updated his profile ploture - BLACK BOYS R
April 8- Q@ MAGIC

CESCIFTION

RAVIGATION

SuUBMIT

ARCHIVE

RANDOM

Left, profile picture of asset Désiré Toungs, uploaded on April 8, 2020. Right, Tumblr post from November
2017.

Other profile pictures featured small groups. Again, these originated from a range of sources,

including TV shows and social-media posts; some were widely shared online before the operation
came to them.

Left, asset Toby Mbi Mando. Right, post from Bangui TV four days earlier.
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Left, profile picture of asset Lara Fereiera, uploaded on June 22, 2020. Right, the original photo by
photographer Adrian McDonald (@lexonart) on Instagram, March 13, 2079. The original photo, which was
liked over 55,000 times, has been widely copied and shared online.

According to Facebook's page transparency feature, the operation was run from a number of
locations in Africa, notably the Central African Republic, South Africa, and Egypt. Most of the
assets showed admins in the appropriate countries: for example, the operation’s most-followed
page, Southern African Development Community, had three admins in South Africa, while one of
its more popular CAR pages, Centrfrik-Infos, had two admins in CAR.

Page Transparency X Page Transparency X

Page Information for Southern African Development Community | . o
Page Information for Centrfrik-infos &

Southern African Development Community
M Interest Centrfrik-infos

Media

Page History @

(/j Changed _n_ar.ne Fa Southern African Development Community page HiStOI’V o
December 13, 2018
& Changed name to South African Development Community ‘F Page created - Centrfrik-infos
! November 12, 2018 March 5, 2020

= Page created - South African News
November & 2018

People Who Manage This Page @

People Who Manage This Page @ o Primary country/region location for people who manage this

: o " " Pa includes:
° Primary country/region location for people whoe manage this ge! 5 ’
Page includes: Central African Republic (2)

South Africa (3)

Page transparency for Southern African Development Community, left, and Centrfrik-Infos, right. Note also the
name changes that the South African page went through early in its career.

Others showed a blend of locations. For example, the most-followed CAR page, Le President
Faustin-Archange Touadéra, had two admins in CAR and one in South Africa. The page INGA NDO
had three in CAR and one in South Africa.
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Page Transparency X Page Transparency X

Page Information for Le Président Faustin-Archange Touadera @  Page Information for INGA NDO @

Le Président Faustin-Archange Touadera ' Gﬁl INGA NDO
Personal Blog waaa | Parsonal Blog
Page History @ Page History @
\. Page created - Le Président Faustin-Archange Touadera ". Page created - INGA NDO
March 23, 2020 March 3, 2020
People Who Manage This Page @ People Who Manage This Page @
° Primary country/region location for people who manage this ° Primary country/region location for people who manage this
Page includes: Page includes:
Central African Republic (3) Central African Republic (3)
South Africa (1) South Africa (1)

Page transparency for Le Président Faustin-Archange Touadéra, left, and INGA NDO, right.

Still others, however, showed an unusual pattern. Several of the CAR-focused pages proved to be
managed from Egypt and South Africa, with no visible administration from CAR at all. These
included, ironically, the page Touche pas ma Centrafrique (“Don’t touch my CAR”).

Page Transparency X Page Transparency X
Page Information for Touche pas ma Centrafrique @ Page Information for Soutenons Dologuélé @
£75", Touche pas ma Centrafrique ~z=— Soutenons Dologuélé
J Community i v ! Political Organization
Page History @ Page History @
\‘ Page created - Touche pas ma Centrafrigue o\. Page created - Soutenons Dologuélé
August 25, 2020 August 27, 2020
People Who Manage This Page @ People Who Manage This Page @
° Primary countryfregion location for people who manage this o Primary country/region location for people who manage this
Page includes: Page includes:
Egypt (1) Egypt (1)
South Africa (1) South Africa (1)

Page transparency for two CAR-focused pages including ‘Don’t touch my CAR".

Different country clusters showed some difference in behavior. The assets based in South Africa
tended to post more often, and typically started earlier than some of the CAR-focused assets, as
the following polar plots demonstrate.
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Hourly posting frequency of Facebook Pages from Russian Set

Posts

100 0

Post Counts by Hour (GMT); distance from the center of each graph indicates more activity at that time.
The South African-focused Russian pages (top and center left) show a different pattern of posting behavior
than that seen in the CAR-focused pages, and the South African pages produced more content in total.

On several occasions, assets from the Russian operation paid to promote their posts. For
example, in December 2020 the page dedicated to the CAR president promoted a post on the
62nd anniversary of the proclamation of the CAR. The post recorded some 3,600 reactions,
compared with a typical engagement rate of 100-300 for its “organic” posts. According to
Facebook’s statement, the operation spent some $38,000 on ads on Facebook and Instagram,
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paid for primarily in South African rand and US dollars.
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Le Président Faustin-Archange Touadera
About the Ad . December 10 at 7:47 AM - @

Le Prési e : CELEBRATION EN DIFFERE DE DU 62EME ANNIVERSAIRE DE LA
. sp;,.,w.d ) B PROCLAMATION DE LA REPUBLIQUE CENTRAFRICAINE LE 1 DECEMBRE 2020

I0: 8853974653327 28

CELEBRATION EN DIFFERE DE DU 62EME ANNIVERSAIRE DE LA
PROCLAMATION DE LA REPUBLIQUE CENTRAFRICAINE LE 1
DECEMBRE 2020

CELEBRATION EN DIFFERE DE LA JOURNEE DE LA [ .
PROCLAMATION DE LA REPUBLIQUE CENTRAFRICAINE LE 1... Q0% 36K 248 Comments 441 Shares

o Like J Comment 2> Share

Left, screenshot of the Facebook ad archive. Right, the original post; note the number of engagements
at the bottom left.

Similarly, a number of pages launched ad campaigns on October 19, 2020. These included
Centrfrik-Infos, Les oiseaux de centrafrik, Nouvelles Plus, Vounga Sango Net and Info Nouvelles
RCA. In each case, sponsored posts performed significantly better than the average post on the

page, with 5-20 times more engagement (usually into the mid to high hundreds), suggesting that
the sponsorship had some effect.

Launchad Detober 2020
Launched October 2020
© mative 0 -~ © retive o -
Startnd running o et %, 2020 Slarted nusning o Oct 19, 2020
@ Activa o - 8 rctw o - I 3 Tan0nEATRAES I T RBOI0CTEET
Started running on Oct 18, 2020 Started running on Cet 12, 2020 = = Z T
I0: 2BI0408347200547 |0; B2PAEVERIS00415 ﬁ el ﬁ Lo
NCEELECTIONS | BANG| SE FREPARE & ACCUEILLIR Cmﬂ”mﬂm‘l CaM DN *:Fmsﬁﬁ\ﬂlE
L S OF L AFRCAE. DAl E5TFILLE A GRADENGUE
Centririk-infos Centririk-infos IDE L& SEEAL ET DES NATIDNS LINES
Gponsored Sponsared Bangei la *9 Dtobie 20320
Bargui le 19 Dcistoe 2020
RCA-DIPLOMATIE - UNE DISCUSSION TELEPHONIGQUE DE RCA-POLITIQUE - LE PRESIDENT TOUADERA TIENT 54 ; Wergu
HAUT NIVEAU ENTRE LE MINISTRE RUSSE DES AFFAIRES PROMESSE ENVERS LA REPUBLIOUE LSRRt ERER G2t DA R

ETRANGERES ET LE CHEF DE L'ETAT CENTRAFRICAIN

Par centralrik-infos
Par centrafrik-infos

Bangui le 18 Octobra 2020
Bargul le 18 Octobre 2020

o= )

-
Q) 2 ada uze wis creative and text w

e . O

See Ad Details

See Ad Details See Ad Detalls

Left, screenshots of the two ads run by Centrfrik-infos in October. The left one translates "CAR-Diplomacy: a
high level phone call between the Russian minister of foreign affairs and the Central African head of state"
and the right one "CAR-Politics: President Touadéra keeps his promise towards the Republic." Both articles
took a strongly pro-Russian stance. Right, two promoted posts by Les oiseaux de centrafrik, on an official

pre-election visit by the UN and African Union, and on a raid on World Food Program truck.
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Use of Language

The Russian operation’s primary language was French, in keeping with the populations it was
targeting. At least one of its assets betrayed signs of unidiomatic language use in its “About”
section describing the page, but the posts were overwhelmingly written in idiomatic French,
including appropriate regional variations. This aligns with Facebook’'s statement that the
operation “relied on local nationals.”

The bio of the page Centrfrik-Infos showed signs of unidiomatic use. Its stated aim was “to inform
compatriots about the country's news and also to debate, in other words to offer ideas" (Ce page
a pour but d'informer les compatriots sur informations du pays et aussi a debattre ,autrement dit
proposer les idées...). This showed a blend of grammatical, syntactical and gender mistakes: "ce
page" instead of "cette page," "compatriots'instead of "compatriotes,” "sur informations” instead
of “sur les informations," etc.

non

This was an exception. Generally, the operation’s posts were written in fluent and idiomatic
language. Some of the assets in the takedown set were associated with real individuals from
CAR; these pages are not included in this report. Recent IRA-linked operations, including one in
Ghana, have made substantial use of unwitting locals to generate their content and administer
the pages; the CAR-focused operation followed that trend.

Links to Prigozhin

The set that Facebook identified showed multiple, interlocking connections with Prigozhin's
wide-ranging activities. This applied to assets from both South Africa and CAR, which intersected
with different parts of the Prigozhin troll network. Graphika identified both parts of the network
from open-source clues before receiving the full sets from Facebook.

In the Central African Republic, the initial lead came from a fake far-right news outlet connected
with the Internet Research Agency called NAEBC, which Graphika documented in October. The
fake outlet focused on the United States, but according to EXIF data, the banner that it used on its
website was called “Centrfrik-Infos.” That name led to one of the Prigozhin assets in CAR, the
page Centrfrik-Infos.
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Basic Image Information

Target image: hitpsiinache comfwp-contentfuploads/2020/08/ava,_fbgab 400x400.jpg ej 9 p }E Extracted 232 x 256 13-kilohyte “xup: Thumbnail image” JPG
Displayed here at 100% ('/,; the area of the original)
Title: Centrfrik-infos Naote: thumbnail size does not match image size —
Date: July 31,2020 5:51:38PM (i 153 hours ahead of GMT} image crop not reflected in thumbnail?
(2 months, 19 days, 21 hours, 41 minutes, 16 seconds ago)
File: 1,668 x 1,667 JPEG (2.8 megapixels)

1,258,313 bytes (1.2 megabytes)
Color Encoding: | Embedded color profile: “sRGB”

Apply other tools to this image via ImgOps.com

Click wmage to isolate; click this text to show histogram

EXIF information for the NAEBC logo, extracted using the website http.//exif.regex.info/exif.cqi.

The page was associated with an email address that led to a number of other assets in the
takedown set, notably the pages Les oiseaux de centrafrik (“the birds of CAR”), Info News RCA and
Nouvelles plus, and the personas Lara Fereiera, Carla Santa, and Gracilia Isis.

In South Africa, an open-source point of entry stemmed from Facebook’s takedown of Prigozhin
networks in October 2019. This identified a Prigozhin page called AFRIC, which was focused on
development issues in Southern Africa. AFRIC, in turn, promoted a “news” site based in South
Africa called SADC News (the name referenced the Southern African Development Community,
but had no connection with it).

AFRIC - Assoclation for Free Research and International e
Cooperation
October 16 at 11:20 AM - @

SADCNEWS.ORG

International electoral observation missions to oversee voting
process in Mozambique | Southern African Development...

Screenshot from the Facebook takedown announcement, October 2079.
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The SADC News website had its own Facebook page. In January 2019, this page advertised a poll
launched by AFRIC, indicating that their promotion went in both directions. Later in 2019,
SADCNews praised AFRIC's election observers, putting them on a par with officials from the AU
and EU. Facebook identified the SADC News page as part of the Prigozhin network.

Link shared by SADCNews of AFRIC poll.

n Southern African Development
Community

]

Azsociation for Free Research and International
Coaperation (AFRIC) ks condusting a public
apinion survey for the residents of the Western
Capa provinee. W woeuld highly appreciate your
participation and opinion. The survey is
ananymous.

Plenae fallow the Bk 1o orswer @ few simple
guestions:

hitps./fgoc.glforms/GEzoADOnZ AgiXiy1

[ w R # Commants 13 Shars
@y tse (D Comment @ Share -

Mozt Helevant =

‘ Beautind
Likn  Roply Tty ol

The SADC News website was created on November 1, 2018, at 21:33:55 Zulu. Of note, this is just
four seconds after the creation of another site linked to an asset included in the takedown,

livereport.co[.]za.

Domain Name: SADCNEWS.ORG

Registry Domain ID:

D402200000008187679-LROR

Registrar WHOIS Server: whois.domains.co.za

Registrar URL:
Updated Date:
Creation Date:

http://www.domains.co.za
2018-11-01T21:33:58%2
2018-11-01T21:33:55%Z

Domain Name: livereport.co.za

Registry Domain ID:

DOM 3AIJ2-CO.ZA

Registrar WHOIS Server: whois.domains.co.:za

Registrar URL: https://www.domains.co.za
2018-11-21T713:49:132
2018-11-01T21:33:512Z

Updated Date:
Creation Date:

Whols entries for sadcnews[Jorg and livereport.co[.Jza
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https://www.facebook.com/SouthernAfricanDC/photos/a.2138001222916848/2241760112540958/?type=3&theater
https://sadcnews.org/2019/10/14/international-electoral-observation-missions-to-oversee-voting-process-in-mozambique/

As a further point of crossover, in January, the SADC website featured the name of a person who
had been identified as working with the AFRIC organization. The name was deleted from the
website soon after, but it then appeared in connection with the activity in the Central African
Republic, and was attached to a Facebook account that was taken down in the set.

Content clues suggest further connections. One article that LiveReport published on January 8,
2020, claimed the Ukrainian flight shot down over Tehran that week could have been downed by a
U.S. drone. The only source it gave for this claim was an unnamed “source from the Iranian
military.” The LiveReport article was cited the same day, and repeated in the following days, by a
number of Russian-language websites tied to Prigozhin: riafan.ru (which expanded the sole
source into a headline that “Iranians” are convinced the U.S. was to blame), rueconomics.ru,
nation-news.ru and polit.info.

Other articles on the SADC News website defended Russia and Prigozhin's business interests.
These were often written in unidiomatic English and attributed to authors who only went by their
first name and displayed no profile picture or other biographical information, an atypical setup for
bylines. For example, on April 9, 2019, a persona called “Emmanuel” published an article
headlined, "Is BBC to trust?” (Note the unidiomatic phrasing.) The article attempted to discredit a
BBC report on Russian interference in Madagascar's election. A persona called “Alice” on
November 1, 2019, cited a number of tweets to discredit the claim that five Wagner mercenaries
had been Kkilled in Mozambique. The deaths were confirmed by the Moscow Times, citing
Mozambique Army sources. Some time between February and November 2020, the website
deleted all its author personas for unknown reasons.

Individually, each of these open-source indicators could be coincidental, but collectively they have
provided entry points for researchers around the world to investigate and unravel the different
activities linked to the Prigozhin network, and on which Facebook's latest takedown provides
additional context.

Theme: Elections

Many of the CAR-focused assets shared content praising CAR’'s incumbent President
Faustin-Archange Touadéra. Touadéra was elected in the 2016 presidential elections, where he
won in a second round against former CAR Prime Minister Anicet Georges Dologuélé. The
Russian operation typically created pro-Touadéra content on its pages, and then used its
accounts to share those posts into unaffiliated groups.
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https://nation-news.ru/494655-amerikanskii-bpla-byl-zamechen-nad-tegeranom-v-moment-katastrofy-ukrainskogo-boeing-737
https://polit.info/482761-ssha-planirovali-unichtozhit-pravitelstvennyi-samolet-irana-no-sbili-ukrainskii-lainer
https://sadcnews.org/2019/04/09/recent-elections-in-madagascar-had-the-new-ambitious-president-voted-by-the-majority-andry-rajoelina/
https://www.bbc.co.uk/news/av/world-africa-47830161/did-russia-meddle-in-magadascar-s-election
https://sadcnews.org/2019/11/01/another-wave-of-fake-news-swept-over-mozambique/
https://www.themoscowtimes.com/2019/10/31/7-kremlin-linked-mercenaries-killed-in-mozambique-in-october-sources-a67996

» Ndjoni Sango (Bonne

DU CHAOS A LORDRE,

Left, poll by one Russian operation account amplified by another. Right, post by an operation account
portraying Touadéra as forging the country after chaos and corruption.

CAR will hold parliamentary and the first round of presidential elections on December 27, 2020 (a
second presidential round is scheduled for February 14 if no candidate wins an absolute
majority). The Russian operation's assets often commented on the election, usually from a
pro-Touadéra point of view. This was a notable difference from the French operation, which made
no systematic reference to local politics or partisan matters.
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SON EXCELLENCE
FAUSTIN ARCHANGE TOUADERA

Pro-Touadéra posts by Russian assets that mentioned the election directly.

Other posts attacked one of Touadéra’s rivals, former rebel-turned-president Francois Bozizé.
These posts portrayed him as a “monster,” a “bandit,” and a puppet of France, the former colonial
power in CAR. On December 3, Bozizé was barred from standing in the election.

3 aux elections ! La

v

== W

Anti-Bozizé posts by the operation. The right-hand one is a pun on his name and the French “bisou,” a kiss.
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https://www.africanews.com/2020/12/03/c-a-r-s-ex-president-francois-bozize-barred-from-dec-polls//

One outlier in the network was a page that supported Touadéra’'s challenger Dologuélé. This
consisted almost exclusively of pro-Dologuélé posts, but it also mentioned visits that he made to
France. The purpose of this page is unclear.

“_° Soutenons Dologuélé
! Octobar 11 3

Candidat & la présidentielle du 27 décembre dans son pays, Anicet
G. Dologuélé, dirigeant de I'Union pour le Renouveau Centrafricain
(URCA), a multiplié les entretiens ces derniers jours a Paris.

Parmi ses interlocuteurs figurent Franck Paris, conseiller Afrique
d'Emmanuel Macron ainsi gue Christophe Bigot, le nouveau patron
de la Direction de I'Afrique et de I'Océan Indien (DAOI) du Quai
d'Orsay.

O 50 2 Comments 6 Shares

Post describing a visit by Dologuélé to France, October 2020.

The Russian assets focused on South Africa were less concerned about domestic politics. They
posted broadly about news and events across Southern Africa, often copying their content from
authentic sources, perhaps in an attempt to build an audience for these pages.

SADC news @NewsSadc - Aug 18 cos
u Congo celebrates its 60th independence anniversary

sadcnews.org/2020/08/18/con...

Q n A &

SADC news @NewsSadc - Aug 18 soa
n Namibia rejects German 10 million euros reparations offer

sadcnews.org/2020/08/18/nam...

8] 1 Q 2

SADC news @MNewsSadc - Aug 18 a0
u Zimbabwe: Catholic Bishops ‘promoting genocide’

sadcnews.org/2020/08/18/zim...

Q 11 V) &
SADC news @MewsSadc - Aug 18 sma
u The Democratic Republic of Congo has reopened its airspace after

closing for nearly five months due to Coronavirus pandemic. It received
the first commercial passenger flight on saturday
sadcnews.org/2020/08/18/drc...

Q1 3 Q 4 1

Selection of themes from the Twitter feed of SADC, showing the wide regional interest.
Many of the articles were copied from other sources.
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@ livereport.co.za/7p=103

Jacob Zuma arranged a walkout at the commission investigating corruption during his tenure after
] he failed to get the panel’s chairman to step aside.

v He was fixed to take the witness stand after the ruling on Thursday, but he left besides appearing
under a summons.

Seeking what he called an “impartial” judge, Zuma had accused Judge Raymond Zondo of bias and
demanded he disqualifies himself.

ALJAZEERA News. USElections Features Economy Opinion Video

d a walkout at the commission investigating
bid to get the panel’s chairman to step aside.

corruption during his tenure afte

[Zuma was set to take the witness stand after the ruling on Thursday, but he left déspite appear-
ing under a summons.

Seeking what he called an “impartial” judge, Zuma had accused Judge Raymond Zondo of bias

and demanded he[fécu§é himself.

Comparison of an article posted by LiveReport on November 26 (top) with an article by Al Jazeera on
November 19 (bottom). Words in the Al Jazeera version that did not appear in the LiveReport version are
highlighted. The light editing suggests an attempt to avoid detection when copying articles wholesale.

Theme: Russia

In between its local posts, the Russian operation posted extensively about Russia. Unsurprisingly,
given its origin, the tone was routinely positive and portrayed Russia as the friend, ally and savior
of CAR against other foreign powers. The children’s cartoon described above was only the most
egregious of its productions.

k= b
Graphiks Stanford | gu e e
37


https://livereport.co.za/?p=103
https://www.aljazeera.com/news/2020/11/19/south-africas-ex-president-zuma-walks-out-on-graft-commission

-' Centrfrik-infos Vounga Sango Net

- Yesterday at 3:49 AM - Q - ET¥ vesterday at 5:42 AM - @
RCA-DIPLOMATIE : LA REPUBLIQUE CENTRAFRICAINE ET LA LA RUSSIE ET LA RCA FETENT LE 60&me ANNIVERSAIRE DE
REPUBLIQUE FEDERALE DE RUSSIE FETENT LE 60EME L'ETABLISSEMENT DE LEUR RELATION DIPLOMATIQUE

ANNIVERSAIRE DE LEUR ANNIVERSAIRE A peine rentré de Bozoum, chef lieu de la préfecture de 'Ouham
Bangui le 10 décembre 2020 péndé, le Président TOUADERA a honoré par sa présence, la
célébration dans la sobriété du 60 éme anniversaire de
I'établissement des relations diplomatigue entre la Fédération de la
Russie et la RCA.

A peine rentré de Bozoum, chef lieu de la préfecture de I'Ouham
pénde, le Président TOUADERA a honoré par sa présence, la
célébration dans la sobriété du 60 éme anniversaire de
I'établissement des relations diplomatique entre la Fédération de la Dans son discours de circonstance, "Ambassadeur de la Russie en
Russie et la RCA.... See More RCA Vladimir TITORENKO a réitéré I'engagement de so... See More

Posts by two CAR assets on the anniversary of diplomatic relations with Russia. Right, “Russia and RCA
celebrate the 60th anniversary of their diplomatic relationship.” The left post is less precise and simply says
"RCA Diplomacy: RCA and the Russian Federal Republic celebrate the 60th anniversary of their anniversary.”

méme d. 5 gens qu'ils ne connaissent pas, dans un autre pays On ak in de plus
d'histoires comme celle-ci :

Il y a une fille qui habite a Berengo et qui m'a raconte comment un des militaires russes

I'aidait gratuitement avec les taches ménagéres. Alors il aide sa famille, mail en fat il a
demandé de ne pas en parler a personne, et je ne peux donc pas dire son nom. |l leur
aide a acheter des produits pour toute la famille et autres choses dont ils ont besoin. Et il
ne demande absolument rien en retour.

C'est vraiment tres touchant, surtout dans le temps difficile ou I'on vit aujourd'hui.

&9 44 > Comment

Post by a Russian CAR-focused asset describing a Russian soldier who helped a local woman with her
housework, shopping and family. The post explains that the Russian soldier “in fact asked them to not tell
anybody, so [poster] can’t say his name.” It concludes that the story is “truly moving,
especially in the hard times we're living through.”
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Carla Santa
1 .‘__&

Vounga Sango Net

O

TRANSF

5 TIN-A )
MARIE-N( COYARA, 'ambassadeur rus
ables ont

Left, post praising Russia’s contribution to stability in CAR (with several un-idiomatic and grammatically
incorrect French sentences). Right, post on a delivery of Russian military vehicles. French assets also
commented in this story, insisting that one of the vehicles broke down soon after delivery.
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Two posts from the Russian assets on the Russian delivery of armored vehicles,
comparing them with crocodiles (“they are strong and powerful, ready to face armed rebel groups!”).
Note the little Russian flags on the side of the crocodile-vehicles on the right post,
and the crocodile emojis on the left one.

Theme: France

By contrast, and in keeping with the troll engagements described above, the Russian network was
rountely hostile to the French and United Nations presence in Africa. Posts from the operation
portrayed French troops as rapists and thugs, and described France as plotting against CAR
internationally.

Centrrik-infos e £ coatrlrik-infos s A Contrrik-infos
S March 1. G U‘ Augunt 16 ‘M ;w at l (7] )
RCA-DEFENSE: UN COMPLOT SANS FIN ET A CIEL OUVERT CONTRE HCA-S:CL'RITE'_LE CONSEIL DE SECURITE DES NATIONS-UNIES
En RCA, les soldats tran;ais droguent les jpunes filles afin de les LE PEUPLE CENTRAFRICAN PAR LA FRANCE ETAIT MANIPUILE PAR LA FRANCE POUR MAINTENIR LA
violer... CENTRAFAIGUE DANSG L'ENFER

Par centrafrik-infos el
Par cantrafrik-infaa

v Bangui e 01 Aot 2020.., See Mare
mars 10, 2020 angu - sl Bangui be 03 Aoiit 2020... See Mare

Malgré 12 fin de l'apération Sangaris, en cetabre 2018, larmés
frangalse n‘a pas quitté le pays. 350 soldats y sont restds, mobliisables
en cas de «menace seérieuse contre la paix ou les institutions du pays»,
ou affectés & des opérations internationales {Casques bleus de la
Minusca et mission européenne EUTM-RCA]. ... See More

©: 1 Share Q0w

O ¥Comments 10 Shares

Examples of anti-French articles. From left to right: French soldiers are accused of drugging and raping girls,
France is openly plotting at the UN against CAR, France is manipulating the UN Security Council to make CAR
a 'living hell."
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Russian troll posts portraying French President Emmanuel Macron with a banner saying “no to fake news”
and a red button saying “publish some fake news.”

The Russian-attributed and South Africa-centric website LiveNews, which largely copied its
content from other sources, did post the occasional original article. Many of these were strongly
partisan and anti-French, or sometimes anti-American. For example, one article accused France
of “seeking profit for itself while fueling military instability” in CAR. A second was headlined,
“Hypocrisy of France regarding retreat of its troops from Sahel region,” which speaks for itself. A
third described a U.S. diplomatic visit as “an attempt to verify whether the hidden interests of the
United States are being achieved through the United Nations peace mission.”

Still other assets accused France of plotting a coup in CAR or of stealing natural resources. One
post even called for violence against French troops.

* B » Cercle de Réflexion pour I'essor de la
Centrafrique

Il faut se venger des violences sexuelles ! La famille de |a jeune
fille violée a tué le soldat francais qui avait fait des choses
horibles avec elle. Comment osent-ils venir chez nous et
toucher a nos femmes !!!!

‘How dare they come here and touch our women!!llI” Post by Russian asset Ed Pin calling for vengeance
against French soldiers who allegedly raped local women.
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https://livereport.co.za/2020/01/20/france-getting-richer-by-using-cars-natural-resources/
https://livereport.co.za/2020/01/16/hypocrisy-of-france-regarding-retreat-of-its-troops-from-sahel-region/
https://livereport.co.za/2020/01/22/us-assistant-secretary-of-state-for-african-affairs-tibor-p-nagy-in-bangui/

A particularly striking post in April 2020 featured a photo of a printed statement on the letter
paper of the UN mission in CAR (MINUSCA). This claimed that the UN mission was “entirely
controlled by France,” and that France was using the mission as a cover to fund armed militias
and sell them weapons “in exchange for money, diamonds, gold or organs.” Our teams were not
able to find other sites where the same image was posted, suggesting that it may have been a
forgery planted by the operation itself.

The letter accusing France of financing Islamist groups in CAR.
We have covered the name, signature and contact details of the alleged signatory.
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Theme: The UN Mission in CAR

More broadly, the Russian operation was routinely hostile to Western powers and the United
Nations, especially the UN mission in CAR known as MINUSCA. As with their treatment of France,
the Russian assets accused MINUSCA and other foreign actors of a range of crimes, including
rape, theft, and pillaging natural resources.

6 Contrivik-infos Centrrik-inlos Centririk-infos
Marss 10 G Mureh 29 - G Apell 10 - G

Pluslpurs fammaes cantrafricainas atziant manifastés la 07 Mars 2020

contre Fabus sexuel axagaré o1 non sanctionni de cortaing personnels CENTRAFRIQUE:LA FRAUDE FISCALE DE LA MINUSCA EN PLACE.UNE BREAKING NEW:LA BASE DE LA MINUSCA DE PADUA ETAIT DETRUITE
e la MINUSCA Ceartes e 07 mars 2030 étall choisi par les femines PLATE FORME DE FRAUDE ET DE LA CONTREBANDE PAR LA POPLLATION EN COLERE.

comme une date de revendication cantre l'abus sexunl da certaing TRANSFROMNTALIERE EN CENTRAFRIQUE. par Gentratii-intos

persannels de b MINUSCA Ces demieres ne reclamaient que | justce LA DOLIANE CENTRAFRICAINE EST PARVENUE A INEILTREE CERTAINS

et aussl sanction de la part des autorités de la MINUSCA contre RESEALX MAFIELIX DE LA MINUSCA. - See More

cartains du leur personnels incriminds d'abus sexeusl Car,pour ses

dernieres, penssient que b MINUSCA n's jamais sanctionné ses Par contrafrik-intos..., Sen Mors
personnels qul ont été coupable d'abus sexuel et de violonce seauel
contre les femmes centrafricaines B, 1 faudrait que la MINLSCA ne
prend en compte leur revendics

©: 7 Sharan O3 2 Sharos [+ T 7 Share

Examples of articles shared by the Centrfrik-Infos page criticizing the UN Mission in CAR, MINUSCA, accusing
its troops of raping Central-African women, of being tied to tax fraud and embezzlement schemes or of being
hated by the local population.
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s "ne
‘ February 18 - §

J'ai entendu dire que la marche d'hier contre la MINUSCA était organisé par
elle-méme pour « nettoyer » les rangs. Est-ce qu'ils ont vraiment organisé
une division du territoire dans notre pays ?

O

LA L]
February 18 - &

Je voulais aller a une marche pacifique tenue hier contre trois officiels de la
MINUSCA, mais j'étais en retard et je suis venu quand tout était fini. J'ai
rencontré un ami qui m'a dit que la vraie raison de rassembler les gens
n'était pas l'initiative des habitants de |la RCA, mais les tentatives de la
mission de se débarrasser des employés qu'ils ne voulaient pas voir parmi
eux. Je suis vraiment dégu.

O:

Two posts by the Russian operation accusing MINUSMA of organizing demonstrations
against itself to “clean out” its opponents and “get rid” of unwanted staff.

An article by the operation's South Africa-based asset LiveNews on the “uselessness” of UN
peacekeepers in the Central Africa Republic praised Russia’s role in Africa: “In the case of the
CAR, it is Russia that has been helping train the FACA soldiers that have played an important role.”

Theme: Equatorial Guinea

A final theme of concern to the operation emerged from the group of accounts that posed as
coming from Cameroon. Unusually, the primary activity of these accounts was to spread content
about Equatorial Guinea. From July-August 2020, several assets in the Cameroon-facing cluster,
and the South Africa-based SADC News, posted about allegations of a forthcoming coup in
Equatorial Guinea. At least one Russian asset posted job advertisements to recruit people on a
“mission” in Equatorial Guinea.
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https://livereport.co.za/2019/12/18/the-uselessness-of-the-presence-of-the-minusca-contingent-on-the-territory-of-the-car/

shared a post. wee ':l- » (\:IU’Q le cameraun
August 28 ) )

Offre et emploi Cameroun
Y A 3 0t 8:15 PM - @
s Post

~Nrrmsmer ol W1 7 I
LJIrrF ] 'd = - )
“W’i I I\ o i (& ]
bleC ‘est | -LCCLC
g b Camproun Cest e camaroun ,} » THE LARGEST CAMEROONIAN GROU.
ALC M L0 .c’

Guinée équat

a hiérarchie. Il faut avoir le ser

rgence 3 Post
& tent oMmMmes pour uneé mission d avail en equipe an ¢ r It ) o
wriale. Descriptif du poste: Il faut étre rigoureux et respectueux de ' * *
trav laire dleve | ': |
JFFRE D'EMPL

Msg en direct

O ©

"Urgent ask: My friends are recruiting men for a team work mission in Equatorial Guinea. Job description:
rigorous and respectful of hierarchy, strong feel for teamwork. High compensation, DM me."

@ shared a post
s July 28
5 July 18 - .

gn a partagé cette video sur whatsapp..c'est clair gu'une groupe des
rebelles armées recrutée par les hauts responsables militaires complote
un coup d'état en Guinée équatoriale. cela me fait peur c'est quoi tout

Ga

T
L s b
SE PAUL BIYA Coronavirus /23 Juif 2020
i atistiques de
Mise & jour des st - . E
en cours d'une intervention milita
» CAMEROON DAILY NEWS
Iy
-
il
05 3 2 Comments 9 Shares
Q:

Equatorial Guinea-focused content shared by Cameroonian assets talking about a supposed coup plotted by
the military.
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ﬂ Southern African Development Community
July 31-Q

Another coup d'état attempt in #EquiatorialGuinea? Recently
another attempt to destabilize the political situation in Equatorial
Guinea has come to light

SADCNEWS.ORG

Another coup d'état attempt in Equiatorial Guinea? |
Southern African Development Community

w; 16 8 Comments 1 Share

Post by the South Africa-based SADC News on Facebook, linked to its own website,
alleging the possibility of a coup in Equatorial Guinea.

The French Operation

As it announced the takedown of the French operation, Facebook said, “The people behind this
activity used fake accounts — some of which had already been detected and disabled by our
automated systems — to pose as locals in the countries they targeted, post and comment on
content, and manage Pages and Groups .. Some of these accounts also commented on the
content that criticized France posted by one of the Russian operations.
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“Although the people behind it attempted to conceal their identities and coordination, our
investigation found links to individuals associated with French military.”

Size, Focus and Following

The French operation consisted of 84 Facebook accounts, 6 Pages, 9 Groups, and 14 accounts
on Instagram. In addition, we identified at least two YouTube channels and at least 20 Twitter
accounts that appeared to be associated with the same operation.

The operation broke down into two main groups. The earlier and larger, which appears to have
started in May 2018, focused on the security situation in Mali, where French and UN forces have
been deployed since 2013. The latter, which seems to have begun in January 2019 and
accelerated in November 2019, focused on the Central African Republic and, in particular, the
presence of Russian businesses and mercenaries linked to Prigozhin. A handful of assets
focused on Niger, Burkina Faso, and Chad; these typically posted about news and security
incidents in their respective countries.

Creation/Activation dates by country of focus - French operation

2019 2020 Country focus
01 Q2 Mali
CAR

0
i
w
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o
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E
=
=

Dates of creation (pages and groups) or the date of the first profile picture (for accounts) of Facebook assets
in the takedown set. Note how the CAR-focused assets only began in January 2079.
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Country of focus - French operation

Chad Niger Country focus
Burkina Faso 2% 2% Mal
2% I CAR
Burkina Faso
Chad

[l Niger

Mali
63%

Breakdown of Facebook assets (pages, groups and accounts) by the primary country they focused on, when
this was clear. Some other assets took a regional approach.

The assets tended to operate in clusters. Accounts liked or replied to each other's posts, and
posted each other's content into various groups, some controlled by the operation, others
apparently independent, and some controlled by the rival Russian operation. This gave them
steady, if undramatic, engagement figures — typically under 20 likes or shares and under half a
dozen comments -- but left them largely confined to their own echo chamber. Other than assets
controlled by the French and Russian operations, few users appear to have engaged with the
operation’s assets. Only one page, focused on Mali, had a significant following, at a still-modest
4,759; none of the others had over 150 followers. The group with the most members, also
focused on Mali, had 490 members when it was detected and taken down by Facebook.
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Assets by follower count - French operation

100-1,000

1,000-10,000

10,000-100,000 >100,000

————

10-100 100-1,000 1,000-10,000  10,000-100,000 >100,000

0-10 10-100 100-1,000 1,000-10,000 10,000-100,000 >100,000

Pages and groups on Facebook sorted by their number of followers or members. No assets had over 10,000
followers; we include the columns here for comparison with the Russian set below.

Accounts in this set bore clear indicators of inauthenticity. One, for example, used boxer
Muhammad Ali as its profile picture; another used a stock photo copied from Alamy Images. A
third persona that was active both on Facebook and on Instagram took a series of photos from a
Czech fitness coach on Instagram.

- Paris Clay updatad their profile picture
Aprit 22, 2010 @

. * Fallow

Kde jinde bych
chitéla bit? | kety Easto remedm...ash
nikoed? ¥ My second homefs

Qv I

138 likes

00 2

Left, Facebook page “Paris Clay,” part of the operation, uploaded April 2019. Right, the Instagram profile from
which the pictures were stolen. These pictures were uploaded by the original user in December 2018.
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The Dazette

74 photos to remember the legendary Muhammad Ali. o

Man taking photc

By Kristine Weilert/Stocksy

¥ Save to Library

@ Large 5616 x 3744 px (U

) Small 188 x 1125 px (U

Examples of stolen and stock pictures used by the French assets.

Two accounts appear to have had profile pictures created by the artificial intelligence model
known as Generative Adversarial Networks, or GAN, a tactic that has become almost ubiquitous
among influence operations since we first exposed its use in a large-scale operation in December
2019. While this technology is fast-progressing in its ability to create believable imagery, to date
such images often can be identified by a combination of indicators that include unnatural light

outlinings of facial features, the texture of hair and clothing, distorted and irregular backgrounds,
and the alignment of the eyes.
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https://graphika.com/reports/operationffs-fake-face-swarm/

The profile pictures rendered opaque and superimposed on five synthetic faces generated by StyleGAN2 from
the website thispersondoesnotexist[ Jcom. Note the alignment of the eyes and, in the case of the smaller one
(which we suspect to have been cropped) of the shoulders and collar.

Amplification: Network in Action

While the Mali and CAR assets focused on different regions and issues, they typically used the
same methods to gain visibility for their posts: they continuously reposted them (at times, up to
31 times) in various local groups that often had thousands of members. On some occasions,
these posts were then boosted by secondary inauthentic accounts whose main purpose seemed
to amplify even more the network's content.
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» toumnaste kitmachq goleill cuslags |

» Bureau Politique de la (CPA) au
Camp M berra Azawad

» EMNAGHIL AZAWAD

One operation asset focused on Mali sharing the same post repeatedly to different, unrelated pages and
groups. This behavior was typical of the entire network.

Within each regional focus group, different assets -- both pages and accounts -- regularly shared
the same content. In Mali, this tended to focus on the struggle between Malian, French and UN
forces and the Malian people, on one side, and terrorist groups on the other (the targeting is
described in more detail below). Much of the content consisted of memes and cartoons either
mocking the terrorists or praising the forces opposing them.
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October 29 - Q

Il parait que le QI d'un terroriste ne dépasse pas celui du plus béte
des animaux! Moi je trouve gue c'est insultant pour les animaux de
les comparer a eux!

B R

T .

Il parait que le QI d'un terroriste ne dépasse pas celui
du plus béte des animaux! Moi je trouve que c'est
insultant pour les animaux de les comparer a eux! &

#malparlage #mali #humour gz za & #malparlage #mali #humour
Translate T

T— = g —
J— « AL FURCAN : LES PLUS MAUVAIS DIIHADISTES DU MALI (fo suite) [ g
| Mais ABOU | Nous, -
Vous étes tous nuls ! on avait compris Mais ABOU ! Nous,
1y vais tout seul, Vious étes tous nuls | on avait compris
ik Fy vais tout seul, lonce-boulettes pas
de bons @ rien ! ) Al Wiy
[E— '* ntll ’ bande de bons & rien | i
" = —

- and B cthers

10 Shares 5:46 AM - Oct 29, 2020 - Twitter Web App IMGS

The same Mali-focused cartoon from an operation Facebook page, left, and Twitter account, right. The post
mocks Al-Furgan, and its caption translates to “The IQ of a terrorist is lower than that of the most stupid of
animals. | think it's insulting for animals to be compared to them!”

This mutual amplification was carried out across multiple groups and multiple platforms. For
example, the CAR-focused and “Russian counter-messaging” persona Bangui Square maintained
a YouTube channel, at least one Twitter account, and a Facebook page, all of which shared the
same simple videos.

Nouvel épisode de Bangui Square - SEWA Security
services sont-ils en Centrafrigue pour la protéger, et

e— a Bangul Squars
Ty N

Deusieme disos 0 0
3ont-ds en # et
PO une sutre o &

ses habitants 7 Ou pour une autre raison 7

i | ‘Bangu

(o) Wit

Bangui Square assets on YouTube, Facebook, and Twitter, all sharing the same video.

Often, other accounts in the network would then pick up on the original posts from Bangui Square
and post them to a range of CAR-focused groups, disseminating them to new potential
audiences.

Internet Observatory
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https://www.youtube.com/channel/UCVx2KArOWdrryuQ0fwJainA
https://twitter.com/AbdonMokambo/status/1199992372534431744

» Les idées qui font grandir la République |
Centrafricaine

supe dos jeunas centrafricains (es)

ur la palx

Shares of an anti-Russian video by asset Bangui Square on YouTube, posted by French assets on Facebook.
All these pages have been identified by Facebook as being inauthentic users centrally operated by the French
operation.
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As noted above, this allowed the operation to spread its content to different groups and to give it
the appearance of popularity, if not outright virality. However, there is little indication that the
tactic paid off in terms of heightened engagement. At the time of the takedown, only one of the
Bangui Square YouTube videos had more than 150 views (in fact, 151), and most had under 100.
This suggests that fake engagement is not enough to convince authentic users to also engage, if
the quality of the content itself is not enough to attract them.

Bangul Square - SEWA 7/3 Bangul Square - SEWA 5/36 Bangul Square - Dessin juare - SEWA 1/12 Bangul Square - Rlen & Diamonds are forever

animé déclarer

BanguiSquare FakeNews

The video list for Bangui Square, in descending order of popularity,; note the viewing figures.

Theme: Russia in Africa

As noted above, in mid-2019, the network expanded its remit and began posting about CAR,
including posts on Russia’s engagement and, in particular, the presence of entities and
businesses associated with Prigozhin.

It is worth acknowledging that the French “Russian counter-narrative” campaign exposed by
Facebook and detailed in this report is a departure from the French Government's stated
principles on how democracies must tackle “Information Manipulation.” In a landmark report
co-authored by the French Center for analysis, prevision and strategy of the Ministry for Europe
and Foreign Affairs ("“CAPS") and the Institute for Strategic Research of the Ministry for the Armed
Forces (“IRSEM”) entitled “Information Manipulation: A Challenge for Our Democracies” and
published on September 4th 2018 and hosted on the French Foreign Ministry website, the authors
explicitly recommend that Governments “avoid heavy handedness” in tackling adversarial
informations, stating: “Civil society (journalists, the media, online platforms, NGOs, etc.) must
remain the first shield against information manipulation in liberal, democratic societies. The most
important recommendation for governments is that they should make sure they retain as light a
footprint as possible—not just in keeping with our values, but also out of a concern for
effectiveness.” The report even acknowledges that “clandestine operations, aiming for instance at
manipulating the manipulators, are risky because, if exposed (and it is becoming increasingly
difficult to prevent this in the long run), they can jeopardize the very credibility of the source and
invigorate conspiratorial actors—which would end up strengthening the very actors one aimed at
undermining.”
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https://www.diplomatie.gouv.fr/en/french-foreign-policy/manipulation-of-information/article/joint-report-by-the-caps-irsem-information-manipulation-a-challenge-for-our

. Marius Ndebe B . Marius Ndebe i
July 2,2019- @

July 11,2019 @
Je suis horrifié par ce gu'il arrive !! C'est fou de laisser faire ¢a !! Ca
me déprime !!! Que le Seigneur nous protege !!!

E - ——— ~ » Cercle de Réflexion pour Comment expliguer le lien entre |a
il présence d'un groupe militaire Russe
armes (Mercenaires Wagner) en RCA

T — — - ’ . . w . .

I. July 2,2019. @ en dépit de _Ia loi !ntematlonale qui

interdit cela

Vol des ressources minieras de Centrafrique 7 Finalement,

beaucoup se plaignaient de la fuite des ressources

miniéres. Ils ont voulu changer de tutelle. Deux ma... See ET

More

La présence de sociétés minieres

Russes avec des contrat obtenus

“bizarrement” pour récolter des
pierres précieuses ?

JE VEUX EXPLICATIONS LA

- » COALITION POUR LA REFONDATION DE
CENTRAFRIQUE [CRC ]
CORBEAUNEWS-CENTRAFRIQUE.COM

July 10, 2019 - Q
Centrafrique : quand les Russes et les Chinois exploitent

a volonté les diamants dans le Mambéré-Kadéi. |... O 8 Shares

Anti-Russian posts amplified by asset Marius Ndebe in July 2079. Left, sharing an article that accuses Russia
and China of exploiting diamonds. Right, meme linking the presence of Wagner mercenaries and Russian
mining companies.

This anti-Prigozhin aspect of the operation moved up a gear in November 2019, after Facebook
took down a network of Prigozhin-linked fake accounts on October 30, 2019. Four new assets
were created in the weeks after the takedown, and the operation stepped up its attacks on
Prigozhin’s presence, including by calling him out by name.
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https://about.fb.com/news/2019/10/removing-more-coordinated-inauthentic-behavior-from-russia/

es Russes en

Comme lors des élections
ameéricaines est ce que

Prigozhin et ces machinateurs
ne fontils pas de méme en ce
moment? #Centro

Posts directly attacking Progozhin shared by French assets. Both were substantially re-shared among local
groups by the network. The first one retrieved by Graphika dates back to December 24, 2019, after Facebook
took down the Prigozhin-affiliated fake network.

While the theme and focus were different, this aspect of the operation used many of the same
techniques as the Mali-centric aspect. It, too, used primitive cartoons and memes, and
caricatured its targets: the operation portrayed Russians as drunken, violent neo-colonialists bent
on looting Africa of its mineral wealth, and on spreading fake news. The portrayal drew on crude
national stereotypes including a regular use of the Soviet hammer and sickle motif, the Russian
fur hat (often with a red Soviet star), and bottles of vodka. French assets even engaged in
homophobic commentary (see below) in their pursuit of “counter-narratives” to the Russian
influence in CAR.
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Marius Ndebe =
° November 28 at .53 AM - @
Quand je vois ¢a je me pose sérieusement des questions. Cette photo parle
d'elle-méme. La Russie est une puissance que je ne comprends pas. Elle a des
valeurs bien particuliéres gu'il n'est pas bon de suivre du tout. Ce pays est une
honte mes freres. Ne laissons pas la Russie envahir notre pays. Des cas en
rapport a ces situations ont été rapportés. Ce n'est pas du tout comme ¢a que

je vois I'avenir. Je tiens a garder ma fierté telle qu'elle est et ne pas leur
ressembler. Et vous mes freres gu'en pensez-vous ?

n
=3

3 Comments 18 Shares

“Is that the future you want, my proud brother?” Meme from the operation
portraying Russians as obese, drunken, and gay.
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The drunk, the dumb blonde, the mercenary, and the spy: four stereotypes of Russians from the Bangui
Square persona.
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> » o) ovosiow

| Square - SEWA 5/36

SUBSCRIBE

e - SEWA Security services sont-is en Centrafrique pour la
OU pawr une autre raison 7

A video by Bangui Square, showing a SEWA Security Services mercenary beating up a local while the
manager says, “We are SEWA Security Services. Are we here to help the people of CAR?" SEWA was exposed
for being associated with Prigozhin and Wagner in September 2079,

The assets therefore disseminated content depicting Russians as violent mercenaries molesting
locals and lying about the real reasons of their presence. One narrative disseminated by one fake
French online account in Central African groups, for instance, accused Russians of arming
Central African rebel militias, while other assets claimed that they committed crimes and sexually
abused local women.
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https://www.nytimes.com/2019/09/30/world/russia-diamonds-africa-prigozhin.html

@. Martin Kossipeé » Cercle de Réflexion pour I'essor de
“=¥ la Centrafrique
April3 - Q

URGENT : La Russie active ses relais de propagande en
Centrafrique pour étouffer une affaire de viol a Berengo.

WSS &= NOUVELLES +

2 Lepotentiel
Oi® 29 57 Shares

Post by French asset Martin Kossipé accusing Russian ‘propaganda” networks
of covering up an alleged rape.

Content depicting Russians as the new imperialists in Africa was especially common within the
group, alongside content presenting Russians as neo-colonial settlers there to plunder the
continent without giving anything substantial in return.
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» Cercle de Reflexion pour I'essor

de la Centrafrique

Les mercenaires russes

fournissent des armes de
derniére génération aux
rebelles...
mais donnent des armes
rouillées aux FACA!@®

The left-hand post claims that the Russians are fueling insurrection in CAR, and the right-hand one that they
are committing crimes in the country.

DIAMANT

LEE FR4NEE EXPIOITENT
LES WINEE AFRIEATNES

Anti-Russian posts depicting Russians as imperialists. The right one claims they are "parasites for Africa’,
whereas the left one emphasizes the abusive attitude of Russians on the continent.

The operation worked across platforms and across media. A number of assets shared
screenshots of a satirical newspaper called "Centre a fric Matin" (a pun on the words
"Centrafrique” and the French for "cash centre") over some months. The editorial line was
vehemently anti-Russian, and mostly consisted of a satire of the Russian presence in CAR, for
instance ridiculing the military material sent to Centre-Africa earlier this year. The headline below

Graph]kr_:j Stanford | Internet Observatory

Cyher Policy Center
62



mocked Russia for sending trampolines to CAR after floods so that Central Africans won't get
their feet wet. The header called the outlet a “very dependent daily,” while the header made
pointed references to the Internet Research Agency, a Moscow phone number, and vodka. We
have only found two assets that promoted this outlet: the GAN-faced Facebook account Marius
Ndebe and a Twitter account that posted the same content, @afrik_com.

QUOTIDIEN TRES DEPENDANT

ENTRE R FRIC TIN

J d- CompPiBE MUIT-PRESSE NATIONALISTE D'EDIMON ET DE DIFFUSION DE PROPGANDE
eudl DREGTEUR D PUBLIGATION JuLIEN BELA : (+7495 697-13-59)
CMLCM RCCM : CA/BG:2010B488 BSIC-CBN 37130046400 63
5 nov. 2020 HCC/AUTO.N*05/09HC/B/CC DPP Du 13 ma1 2005 0,3 FCFA

No 2441 SitceSociL : IRASP
ECOBANK-CBN 0010322910173401 BPMC-CBN 37102080001-29
GENTRE-A-FRIC@VO DKA.RU WWW.CENTRE-A-FRIG.COM

SUITE AUX INONDATIONS QUI ONT FRAPPE LA VILLE DE BanGul,
LA RusSIE FAIS UN DON DE TRAMPOLINES AU KM5 AFIN
QUE LES CENTRAFRICAINS NE SE MOUILLENT PAS TROP LES PIEDS.

LA RussiE A OFFERT DES TRAMPOLINES A LA CENTRAFRIQUE, AFIN DE
L'AIDER A SE SORTIR DU PETRIN DANS LEQUEL L'A MIS LES INONDATIONS
QUI ONT FRAPPE LA VILLE DE Bancui, MAIS CE DON DE MATERIEL
INDISPENSABLE ET VITAL POUR CHACUN DES CITOYENS DE NOTRE PAYS,
EST SOUMIS A DE LOURDS DOUTES. EN EFFET, APRES AVOIR FRAPPEES LE
SUJET DES VEHICULES BLINDES RUSSES, LES RUMEURS DE MALVERSATION
ET DE DETOURNEMENT D'ARGENT FRAPPENT MAINTENANT CES
EQUIPEMENTS DE HAUTE TECHNOLOGIE, LES TRAMPOLINES. ET AUTRE
QUESTION, QUAND LES SOLDATS DE WAGNER SERONT-LS DOTES DE CET
EQUIPEMENT INDISPENSABLE POUR LES RENVOYER D’'OU ILS VIENNENT 7

Sample of Centre a Fric Matin, whose main target of satire was the Russian presence in CAR. The headline
story says that Russia gave Central Africans trampolines to help survive floods. The impressum section
includes the email domain vodka.ru (actually the domain of Russkiy Standart vodka) and the head office “IRA
SP.” The banner calls it a “nationalist multi-press complex to edit and spread propaganda.”

As part of its anti-Russian and anti-Prigozhin operation, the French network set up two Facebook
groups that masqueraded as anti-fake-news discussion forums. This is a particularly troubling
manifestation of fake news, and one that has often been observed in other disinformation
operations, including Russian ones. Its effect on the information environment has the potential to
be doubly damaging, as it casts suspicion on legitimate anti-fake-news outlets.
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Martin Kossipé shared a post. .
November 21, 2019 - @

o - shared a post to the group:

WI_.I' Afrique conscience, Afrique éveillée.
November 20, 2019 - Q@

Facebook démanteéle une opération de
désinformation russe en Afrique

Le seul pays qui peut vous
aider a sérieusement lutté
contre le terrorisme dans le
monde actuel C'est la Russie
avec Poutine!

ME =

Tt v Vg e W e
November 6, 2019 - @

- e

#Russie #RCA #Manipulations

Seen by 7

The first post shared to the group "ANTI FAKE NEWS CENTRAFRIQUE" by the account that created it, whose

profile picture was Muhammad Ali. Note the use of the hammer and sickle, which repeatedly featured in this

operation. The share was posted on November 21, 2019, the day after the group was set up, and three weeks
after Facebook exposed Prigozhin’s fake operations in Africa.
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On one occasion, the operation appears to have gone beyond its usual social media posts and
cartoon videos to plant a lengthy article in a local outlet. Several assets shared the article,
headlined “Russia wants to chase France out so it can instal its mercenaries and loot Africa,”
alongside a picture of an octopus crawling across Africa holding gold and diamonds. (This is a
common trope of cartographic propaganda.) The article was attributed to Martin Kossipé, one of
the French operation’s personas and the founder of one of its anti-fake-news groups. The article
was dated February, but assets were still sharing it in December.

T QR e T S
;_} o ACCUEIL FOLITIQUE OPINION SPORT CULTURE
- shared a link to the group: Cercle de T TEATRINE e H OO
Reflexion pour I'essor de la Centrafrique. [ ccsst inesvors l wmaun J woon § rccnon |
2d .- &
, LA RUSSIE VEUT CHASSER LA FRANCE
https://www.coupsfrancs.com/la-russie-veut-chasser-la.../
Le néocolonialisme russe ne trompe plus personne @ POUR INSTALLER SES MERCENAIRES ET
'
https://www.coupsfrancs.com/la-russie-veut-chasser-la.../ PILLER L AFR'QUE
Russian neocolonialism deesn't cheat on anyone anymore @ 0 .
-
£ - Hide original - Rate this translation

Co famaix Prigojine ongage des trolls cur Faceheok quisort charpde de matire La Russio on avant ot do

dénigrar foccident (tout cela et wirfable, tapaz *Troll russes Faceback Centrafrque® sur googhe) ot faire
eredre & la population gue la présenice russe et justifide

Alprs poses vous la guestion . Pourguot des mercenaires * 5 la paix revient, la Russie ne pourra plus
justiner sa présence 7 A Gul profie Ce chimar ainsecurte 7 N s Centralrains ni aux oochoentau..

COUPSFRANCS.COM
LA RUSSIE VEUT CHASSER LA FRANCE POUR Arvieens de nous fare piller par fous les autres pays du monde et meitons en place une surveilance

#troite tace & cette actvite russe dans notre pays. Lalssons -les dans lecrs groupes FACEROOK "pro.

INSTALLER SES MERCENAIRES ET PILLER L'AFRIQUE ...

muzse” anire eus 5 dire “Pouting of leu melllsarpeh gneugnaugned” ilene sont pas éducubs et cone

les de comprendre que méne la Russie devant bears yews dans leur propre pays

Seen by 2 I Martin Koszipé |

Left, share by multiple assets of an article on Russia wanting to “chase France out so it can install its
mercenaries and loot Africa.” Right, the article on a conspiracy-minded website (note the reference to the
French president making an African president’s wife pregnant at the top), attributed to another operation

asset, Martin Kossipé. The Russian octopus cartoon displayed above was particularly popular among the set,
and was repeatedly used by assets to comment on anti-Russian posts.

On several occasions, the assets used repurposed and doctored images to push their
anti-Russian message. In October, for example, operation accounts shared a photo that they
claimed showed 1,000 Russian mercenaries arriving in Africa in secret. In fact, the original photo
showed the arrival of Russian military medics in Kyrgyzstan to help fight COVID-19 in July; the
French operation appears to have reversed the picture and altered the color palette to make it
harder to detect the forgery.
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https://hyperallergic.com/375900/the-map-octopus-a-propaganda-motif-of-spreading-evil/
https://web.archive.org/web/20201208223455/https://www.coupsfrancs.com/la-russie-veut-chasser-la-france-pour-installer-ses-mercenaires-et-piller-lafrique/
https://kaktus.media/doc/417568_v_kyrgyzstan_pribyli_voennye_vrachi_iz_rossii._foto.html

LecTs apavefino-cecTprHCKUK Gpura 8 Kony Be 20 THO € KBIDE

Bp GyayT ox NPaXTHHECKYID M KOHCYNETATHBHYI0 MEAWLMHCKYIO NOMOLLb
BOBHHOCTYWALLPAM, UTEHAM WX CEMEH U BETEPaHAM HA Base BYX BOBHHLIX MCNUTANEN — UBTLIpE
Gpuragw 8 Brwkere, oee - 8 Owe.

Left, post shared in the unfortunately named "ANTI FAKE NEWS CENTRAFRIQUE” group, October 2020.
Right, excerpt from a report on Russian military medics arriving in Kyrgyzstan, July 2020.

320q s baisrie -
€ - 23S 19doto0 A

Left, detail from a reversed shot of the French image; note the baggage in the middle ground.
Right, detail of the image of Russian medics arriving in Kyrgyzstan.
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https://kaktus.media/doc/417568_v_kyrgyzstan_pribyli_voennye_vrachi_iz_rossii._foto.html
https://kaktus.media/doc/417568_v_kyrgyzstan_pribyli_voennye_vrachi_iz_rossii._foto.html

=fif W &N

Left, detail from a reversed shot of the French image; note the baggage in the foreground and the alignment
of the net in the background. Right, detail of the image of Russian medics arriving in Kyrgyzstan.

Another asset, Marius Ndebe, shared a doctored picture taken in Congo in 2018 that showed gold
miners working. The picture was rotated and its resolution and exposure settings changed; the
operation then added the silhouette of an armed white man - supposedly a Russian mercenary -
taken from the back, to make it look like he was watching the gold miners with a weapon while
they were working. The doctored picture was shared with the hashtags #pillage (#plundering),
#esclavage (#slavery), #Wagner, #stopexploitation and #blacklivesmatter, among others.
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Marius Ndebe =
November 30 at 9:36 AM - Q
Quand on est surveillé de cette fagon est-ce-que les droits de
I'nomme sont respectés ? L'impérialisme russe va bon train...

#Centrafrique #RCA236 #Wagner #mercenaires_russes
#lobayeinvest #stopexploitation #Pillage #esclavage
#exploitationminiére #russeafrique #diamant #blacklivesmatter
#PanAfricanism

When we are monitored this way are human rights respected?
Russian imperialism is going well...

#Centrafrique #RCA236 #Wagner #mercenaires_russes
#lobayeinvest #stopexploitation #Pillage #esclavage
#exploitationminiére #russeafrique #diamant #blacklivesmatter
#PanAfricanism

£+ - Hide original - Rate this translation

5 Shares

Post by a French asset on “Russian imperialism” in Africa.
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Left, the French image reversed. Right, photo of gold miners in Ituri province, Congo, from a Wall Street
International magazine article, October 2018.

On repeated occasions, the set's accounts shared anti-Russian content in pro-Russian Facebook
groups; when other users called them out as "French propaganda,” the operation trolled back.
Often, if the conversation became heated, other assets joined the argument in support.

LES AMIS DE LA RUSSIE

L'accord signé hier avec les
RUSSES sur I'exploitation des
ressources miniéres n'est
pas de la COOPERATION
mais une ESCROQUERIE !

Anti-Russian content created by a French asset was repeatedly shared by supporting French assets in
pro-Russian groups.

Theme: Vive la France

As the Central African accounts posted content critical of Russia in Africa while they pushed
pro-French narratives, the assets located in Mali, Burkina Faso, Niger and Chad simultaneously
disseminated pro-France content in local groups. The posts often celebrated both the French and
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the French-led Operation Barkhane for their efforts to make Sahel a region "free from terrorism"
and a "better place," presenting them as heroes and saviors of Sahelians.

French help in the wake of the global Covid-19 pandemic in Mali generated several posts by the
French fake accounts depicting it in a positive light. The posts often featured pictures of
humanitarian help stamped with French flags or the logos of organizations such as the Red
Cross, while users emphasized that French soldiers were there solely to support local
populations. On several occasions, the assets amplified and disseminated content either from
local state organizations or by French state organizations. There is no indication that these
institutions were aware of their content being amplified by an inorganic network.
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Left, post on French support against COVID-19 in CAR. Right, share an infographic on fighting COVID-19 in
Mali in Bambara designed by the French Government/Santé Publique France .
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Posts praising French soldiers for their help in Timbuktu. The left-hand one thanks Operation Barkhane for
food donations made to the Sankor mosque and French soldiers for reminding people that anti-Covid rules
need to be respected at any time. The right-hand post reposts on French presence in Timbuktu to take care

and treat people in a school.
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Focus ON Focus

Post from Focus ON Focus praising a Barkhane-financed
project of school as a "efficient and smart way of fighting terrorism”
and stating that "each development action of Mali for its people is a good thing."

Another side of the operation consisted in countering anti-French discourse in the region.
Sometimes, the messages also contained anti-Russian messaging. The network's strategy to
defend France was varied, with some accounts sometimes accusing others of spreading
disinformation about France, or by arguing that signing treaties with France would not prevent
Mali from emerging as a strong and independent post-colonial country.
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Posts defending the French presence and the Barkhane operation in Mali. The left-hand post claims to "set
the record straight” on French allies, and criticizes the Russians. The right-hand post claims the French army
saved Mali from Jihadis by sharing an article entitled "Operation Serval: France to Mali's rescue.”

f'avoir rencontre [a France” e A ——
Aime Cesaire n convolde miltare francais & Tchad i
loe _____ioesosew |

Accounts defending French presence in Africa. The post on the left reacts to a famous quote by poet Aimé
Césaire commenting that “other former colonized countries became great independent and modern nations.”
The post on the right defends French soldiers who were confronted by locals in Chad after getting involved in
a car accident, claiming that people should not attack them because the French military is here to help local

populations.
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° Marius Nu:ehe o= shared a post.

Saptambo: %] e
3 ) ) ) o # November 24 at 11:38 AM - @
Ce journaliste a l'air de prendre le Mali pour un terrain de jeu ! En

quoi la France se trouve hors-jeu 7 Qui se bat au quotidien aux + . 1

cdtés des soldats maliens pour lutter contre le terrorisme 7 Et Choée promise, chose due = IAVEC le HCC’ ! ambassad'e de_ France
parfois méme au péril de feur vie ! En quol faut-il se réjouir soutient la lutte contre la désinformation pendant les élections.”
d'accueillir ces nouveaus colonisaleurs qui n'ont d'yeux que pour s o = i o= -
les richessas du sous-sol africain 7 Ils essayent de faire croire Un séminaire de formation des médias centrafricains est organisé
CREHY VIEONANE £ SIS TAREE SONT S TALE 12 Urkauement Die par le Haut Conseil de la Communication, avec le soutien de

intérét. Voyez commeant ¢a e passe en Centrafrique ! Les russes . 5

ont déja main mise sur les mines de diamants puisqu'ils ont pris I'ambassade de France, ayant pour objet Ia lutte contre la

la téte du processus Kimberiey. Et 4 cété de ga, ils ne font jamais désinformation.

rien pour la population elle-méme : ni de réhabilitation, ni de

distribution d'eau, ni de médicaments ou de tests de dépistages, La Centrafrique est devenue un lieu de propagande, de

ni de kits alimentaires ou scolaires et encore moins de dispositifs

oo 0 i ac catte dure période i pendiiiie: désinformation et de manipulation en cette période électorale. Il

La présence russe en Afrique est loin de représenter un signe de était devenu urgent de réa... See More
paix et de développement comme tente de faire croire certains
médias et autras personnes. QU2 croyez-vous que la Russie va
appaorter da bon en Afrique 77

L'indépendance de I'Afrique dépend de la volonté des africains et
de personne d'autre...

COUPSFRA 2O
LA FRANCE HORS-JEU, LARMEE RUSSE DEBARQUE
AU MALI | | Coups Francs

46 Shares

Left, pushing back on an article that Russia had supplanted France in Mali. Right, post praising a seminar that
trained journalists to fight disinformation, which was supported by the French Embassy (there is no indication
that the Embassy was aware of this amplification by a fake network).

Theme: West Africa, the UN and Terrorism

Outside its clash with the Russian operation in Central Africa, the French operation ran a separate
group of assets that focused on West Africa, and particularly Mali. This part of the operation
began earlier, in 2018, and it predominantly posted about peacekeeping and counter-terrorism
efforts in Mali, either praising the peacekeeping forces or attacking the terrorists. The three
principal entities that the accounts promoted were the Malian Armed Forces (FAMa/A), the UN
peacekeeping operation in Mali known as MINUSMA, and an anti-insurgent effort led by the
French military in the Sahel known as Operation Barkhane.

The United Nations Multidimensional Integrated Stabilization Mission in Mali (MINUSMA) and the
French Operation Barkhane, both of which are still active operations, were mentioned by a
number of accounts in the set, with posts seeking to cast a positive light on both of these
operations. Some of the content focused on their military activities, such as the destruction of a
terrorist base, or the neutralizing of more than 500 IEDs across Mali in one year. Other posts
showcased the forces’ contribution to stability and development more broadly, including through
aid donations.
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Les FAMa combattent le mal.
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Lutte antiterroriste au centre du pays: Une base
terroriste détruite a Gossi par les FAMA et la Force...

man se bat pour ne plus
n Innocent ne soit tud.

Two posts on the Mali Armed Forces (FAMa, in the French acronym). Left, praise for the Malian army and the
French-led operation Barkhane for destroying a “terrorist base.” Right, cartoon of a day in the life of Abdul
Rahman, “fighting so that no more innocents are killed.”
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BaAg M un cadre opérati | jihadiste de tout premier plan lié & al-Qaida, et dont le nom
etait associa ces années i de au Mali a &té tué mardi dernier dans
Ia région de Ménaka par la force Frangaise.

Deur jours, aprés, cette méme Force a neutralisd une trentaine d'autres ferroristes dans fa région
de Mopti

Two posts by the operation on the contributions Operation Barkhane made to Mali. Left, a Ramadan donation
of food to a mosque, coupled with a reminder of how to reduce the spread of COVID-19. Right, sharing a
communique from the French Ministry of Defense on an operation against a terrorist leader.

Most of the fake accounts detected and deactivated by Facebook that focused on this part of the
operation posed as Malian locals, praising the Malian armed forces, while also underscoring the
importance of the UN mission.
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Supporting the UN. Left, on unity; right, on demining operations.
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Alongside these positive posts, the operation kept up a string of counter extremism narratives
amplified by the same assets. One YouTube channel, for example, ran a series of short videos
about terrorists, portraying them as cynical, corrupt, foolish (“a golden saddle doesn't turn a
donkey into a horse,” read one caption on a video about a terrorist stealing a motor bike), and
ultimately doomed to death at the hands of the military.

LJ }A‘ J}.\;j\g 9,@_,41“,

| N S () ST

Soldiers are going to deal with you.” YouTube video from the French operation, directed at a caricature
terrorist called "Amadou” and warning that the fate of terrorists is death and judgement.
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Still from a video titled “The assassination” from a YouTube channel associated with the operation. The
terrorist protagonist, who has just planted a mine, says, “It's not good but | make money so never mind.” The
cartoon then shows a civilian vehicle being blown up, with the caption, “And what if it was your mother or
daughter who got blown up?”

Some of the Facebook accounts, especially those that posted in Arabic, portrayed the extremist
groups as hypocritical and un-Islamic, accusing them of luxury, theft, extortion, cruelty and
oppressing the civilian population.
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Here are the Nusra Al Islam and Muslims, the people of
disbelief and apostasy. They only care about the desires of the
world and the pleasures of mortal life. My body disgusts at
this disgusting look

‘ November 12 at 9:56 AM - Q
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Islam is the religion of tolerance, pride, justice and equity.
Terrorism is the opposite of Islam. Terrorists only care about
bloodshed. Don't you and extremism, because this only serves
the unscrupulous. Don't be an easy prey.

& EEEEE.- Rate this ransiato

Facebook posts by the operation, auto-translated from the Arabic. Left, on luxury; right, “terrorism is the
opposite of Islam.”
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my Je l'ai souvent dit dans mes posts les terroristes sont la pire

Les enfants, I'avenir de notre pays qui meurent par la faute de choses qui soient pour le Mali

vautours #EIGS lis detruisent tout, tuent la population, volent l'argent et |e bétails.
2 : 3 " X ’ Et maintenant ils enlévent des jeunes filles apparemment vers

Ces #terroristes déforment les textes coraniques pour imposer leur

v =18
volonté a la population. Que Aliah vianne en aide & ses malheureuses
Le prophéte a dit dans le hadite "Celui qui n'a pas pitié de I'autre,
Dieu n'aura pas pitié de lui"

p‘ﬁ ﬁi]ue ' EIGS a fermé nos df_ﬁ;s_a’aires

Parce
0 13 Shares

o Like (J comment &2 Share O 5 3 Comments 14 Shares

Two posts on terrorist groups, January and November, 2020. Left, blaming Islamic State for the death of ill
children after it closed dispensaries and accusing the group of twisting the Quran. Right, post accusing
terrorists of destruction, theft and kidnapping.

The operation also highlighted divisions between different terrorist groupings. Recent reports on
UN operations in the Sahel indicate that violence between insurgent groups in Mali continues to
result in persistent attacks and loss of life. For example, conflict between the Islamic State in the
Greater Sahara (IS-GS) and Jama'a Nusrat ul-Islam wa al-Muslimin (UNIM) in the central region of
Mopti resulted in_over 100 deaths in one day in April this year. These two groups are known to
have perpetrated_over 1,000 attacks in Mali, Burkina Faso and Niger since the beginning of 2019.
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Méfiez-vous de ceux que vous
appelez « vos fréres »,
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«freres »
vont me
rapportfer

ros
biflgts !

Plus qu'a refiler I'info a Barkane ov a I’EIGS...

Cartoon depicting a member of the Al Qaeda-affiliated group JNIM spying on his “brothers” to sell their
secrets to the Barkhane operation or the local ISIS affiliate, together with the text: “These men have no
respect for Mali or even each other. The only words they know are: treachery, murder and theft.”

On occasion, some assets tried to engage with users across platforms. For example, one persona
which was active on Twitter as well as Facebook used the former platform to invite Malians to a
Facebook group called “Mali: Jeune et pret a lutter contre le terrorisme” (Mali: young and ready to
fight terrorism), and to create a poll of reactions to a news report that criticized the Malian army
Neither effort appears to have borne rich fruit: by December 10, the group had 369 members,
while the Twitter poll had just one vote.

'e . e

Venez découvrir ce groupe qui @ pour but de Qu'avez vous pensé du reportage diffusé sur la chaine
rassembler les jeunes maliens souhaitant agir pour ARTE qui s'intitule Mali : une armée dans le collimateur.
lutter contre le terrorisme. arte.tv/fr/videos/0999
Il refléte la réalité 0%
i Mali : Jeune et prét A lutter contre le terrorisme
c your but de rassembler les jeunas maliens C'est faussé 100%
o it kil pas d'opinion 0%

Attempted engagement. Left, Twitter asset inviting people to join one of the Facebook groups linked to the
operation. Right, the same asset running a poll on a representation of the Malian armed forces. Note the lack
of engagement on either post.
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In a particularly ironic gesture, the same Twitter account tweeted a meme that was originally
published by a UN-partnered project called Share Verified, urging its readers not to share
unverified content from unknown accounts. “Before you share online, ask yourself five questions:
Who is behind this information?” the meme began.

FiComme je vous Iavail déia écrl dans mes posts
précédents, soyez prudent quand vous parlages des
informations sur bes réseaux.

Ne partagez pas |a propagande des terronstes

Qui est a I'origine de cette
information ?

Avant de partager en ligne,
[posez-vous 5 uestions:

Cui est & I'origine de cette
information ?

Quelle en est la source ?
D'ol vient-alle ?
Quelie en est |a source 7

Pourgupi la partagez-vous 7
Quand s-t-alle &té publiée ?

D'ols vient-alle ?
Pourquoi la partagez-vous ¢

Quand a-t-elle ét¢ publiée ?

#refléchissezavantdepartager

Uréfléchissezavantdepartager

Left, Twitter account warning users not to share terrorist propaganda. Right, the meme on the Share Verified
website; note the UN logo at top right.
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